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Abstract In the internet environment the importance of content has grown. This

has brought about a change in emphasis to provide content-based ser-

vices in addition to traditional Internet transactions and services. The

introduction of content-based services is the key to increase revenues.

To effectively increase revenues through content-based services efficient

billing systems need to be implemented. This paper will investigate a

presumed synergy between access control and billing. The investigation

identifies three phases. Subsequently the similarities and differences be-

tween access control and billing in each of these phases are investigated.

This investigation assumes that information delivery takes place in an

XML format.
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1. INTRODUCTION

The global economy has made a transition from an economy with
an industrial focus to being an economy based on knowledge and infor-
mation. This new paradigm is enabled by the use of Information and
Communication Technologies (ICT).
The increasing pace of technological innovations in the field of ICT

has given rise to new ways of communicating, learning and conducting
business. The Internet has facilitated the establishment of a ”borderless”
environment for communications and the electronic delivery of certain
services. This is known as electronic business (e-business). Electronic
business is the key to doing business in the new global economy that is
based on knowledge and information [15].
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E-business applications include e-commerce, e-learning, gaming, on-
line communities and TV-quality streaming media for communication
with employees and partners. All of these applications are enabled
through the web [4]. The web is a major source of varied digital content.
“Content is the defining essential. Those with content will set the

pace.” says Sandy Climan, Managing Director, Entertainment Media
Ventures [13].
This kind of realization led to there being a change in emphasis to not

only provide traditional Internet transactions and services, but content-
based services as well. The key to increased revenues is the introduc-
tion of content-based services. With the introduction of these services
telecommunications operators will have the opportunity to span a much
broader section of the value chain. In order to do this effectively they
will have to make effective use of their existing assets, such as their sub-
scriber base. They will also have to form new partnerships in order to
create attractive applications and provide quality content. However, the
key to increasing revenues will be implementing efficient billing systems
[13].
Billing is a financial service and therefore it is assumed that it needs

security. This paper investigates this presumed synergy between access
control and billing by specifically focussing on the applicability of Role-
Based Access Control (RBAC) [14] for billing purposes. To this means
three phases common to both access control and billing will be inves-
tigated. Due to the proliferation of presenting billable content across
the Internet this paper will also investigate information delivery on the
Internet.

2. INFORMATION DELIVERY

Web pages are created with the Hypertext Markup Language (HTML)
that tells the browser how to display the information. HTML provides
a simple, common language to create web pages that could easily be
viewed by just about anyone more or less as intended. The problem with
HTML is that it is a limited language, and you have trouble effectively
separating content and presentation [12].
Presentation and content is effectively separated by the Extensible

Markup Language (XML) [16], which describes the information itself.
Because XML separates content and presentation, an XML file doesn’t
contain any presentation information. The presentation information is
contained in a style sheet. This allows the same document to be dis-
played on different media, and it also enables users to view the docu-
ment according to their preferences and abilities, just by modifying the
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style sheet. XML has a hierarchical structure that can be mapped as
a document tree. This fact is used extensively by the stylesheet. The
stylesheet is created using the Extensible Stylesheet Language (XSL)
[10]. XSL uses a XML notation. In XSL, the formatting object tree can
be radically different from the source tree, and not the source tree. In-
heritance of formatting properties is on the formatting object tree. XSL
is targeted at XML, in particular highly-structured, data-rich documents
that require extensive formatting [17]. XML is often used for structured
documents like XHTML, rendering or transformation languages like Ex-
tensible Stylesheet Language Transformations (XSLT) [5], and as the
basis for extensible network protocols like SOAP [11].
Therefore XML is key to creating a more dynamic web through var-

ious standards that are using its structured nature as a basis. This
structured nature of XML also allows for greater security than HTML.
XML imposes strict rules to the structure of XML documents. An XML
document that adheres to these rules is said to be well-formed. In ad-
dition, the structure of XML documents may be specified by an XML
Schema [9]. The structured nature of an XML document also allows
elements within the document to be addressed.

2.1. ADDRESSING XML DOCUMENTS

Addressing XML documents occurs by using an XPath [6] expression.
In addition to addressing functions, XPath provides basic facilities for
manipulation of strings, numbers and booleans. XPath operates on the
abstract, logical structure of an XML document, rather than its surface
syntax. XPath also has a natural subset that can be used for matching
(testing whether or not a node matches a pattern).

Document tree


/[agerestrict()./@age = credential age]


XPath expression


Figure 1 XPath modelling of a document tree

XPath works by modelling an XML document as a tree of nodes as
depicted in figure 1. There are different types of nodes, including element
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nodes, attribute nodes and text nodes. XPath defines a way to compute
a string-value for each type of node. Some types of nodes also have
names. The primary syntactic construct in XPath is the expression.
An expression is evaluated to yield an object. This object is a part

of the document tree which can consist of one or more nodes. Because
of this ability to identify a specific part of the document tree, access
control can be performed on the document tree.
Expression evaluation occurs with respect to a context. XSLT and

XPointer [8] specify how the context is determined for XPath expressions
used in XSLT and XPointer respectively. All these facts already ensure
a greater level of integrity in XML documents than HTML documents.
In addition to this, the separation of content and presentation in XML
documents yields further security opportunities.

2.2. SEPARATION OF CONTENT AND
PRESENTATION

Due to the separation of content and presentation, focus can be given
to protecting the information content without being concerned with the
presentation of information. Since the tags that define the contents can
be created by the author of the document, specific semantics can be
associated with each tag that can be used to interpret the document
and its security requirements [2].
For example, suppose there is an online catalog document written in

XML that lists available goods sold on the Internet. As the content is
separated from the presentation access control policies could be applied
to the information. One access control policy could be that only pre-
mium members can view the special discount price information in the
document. When a regular member views the catalog, any information
provided for the premium members would be hidden.
This kind of access control is known as fine-grained access control, al-

lowing certain parts of a document to be accessible to certain users only.
This is made possible by the fact that the tags defining the document
are defined by the author of the document [7] .
XML has been chosen for the platform for information delivery in this

paper because XML has a flexible and extensible architecture, and it has
a great potential impact on the next generation web, as well as XML’s
structured nature facilitating access control.
Access control and billing share common ground and billing is key to

increasing revenues.
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3. THE SYNERGY BETWEEN ACCESS
CONTROL AND BILLING

Billing and access control both essentially consists of three phases as
depicted in figure 2. The first phase in both instances is identification or
authentication of the client. In both cases the next phase is an attempt
to access a resource. The third phase, however, differs slightly. In tradi-
tional access control the third phase consists of either permission being
granted or denied for the requested service. In billing the third phase
consists of the actual monetary transaction or payment for the received
content or service.

Identification and

authentication


Permission granted or

denied for requested


services


Attempt to access a

resource


Identification and

authentication


Attempt to access a

resource


Monetary transaction or

payment for received


content/service


Phase 1


Phase 2


Phase 3


Access Control
 Billing


Figure 2 The Three Phases of Billing and Access Control

Although three phases can be identified it is generally accepted that
they should be transparent to the user as mentioned by Bullock and
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Benford [3]. They identify three properties that the implementation of
an access control service should adhere to. The access control service
should be unobtrusive, simple and maintainable. To a certain extent
these three principles also apply to a billing system. A billing system
must be simple, and it must be easy to maintain. However, a billing
system would differ from an access control service with respect to un-
obtrusiveness. A billing system would require feedback due to the fact
that it has a contractual nature requiring the user to pay for the supplied
resource.

4. THE PHASES OF ACCESS CONTROL
AND BILLING

For the purpose of discussion the three identified phases are named:
Identification and Authentication, Attempt to Access a resource and
Access Resolution.

4.1. PHASE 1: IDENTIFICATION AND
AUTHENTICATION

Identification and Authentication is the first phase identified for both
access control and billing. In this phase the user is identified and au-
thenticated.
In the case of access control the user is then assigned a role. Roles

follow the structure of an organization. A role is a job function within an
organization that describes the authority and responsibility conferred on
a user assigned to the role [14]. As roles are related to a organizational
hierarchy they would not be as suited for billing which has different
needs to traditional access control within an organization.
In the case of billing there is a greater need for information classify-

ing the user based on properties describing the user than on knowledge
of the user’s relationship to other users in a hierarchical organizational
structure. Therefore the user is assigned credentials. A credential is a set
of properties concerning a user that are relevant for security purposes.
Authorizations are then expressed by specifying the user receiving the
authorizations in terms of conditions against user credentials. User cre-
dentials thus represent a way to support access control based on user
qualifications and profiles. For example, credentials could be properties
such as the user’s age and credit rating. By using credentials one can
directly formulate policies such as “The user can only have the option
to buy an article from the online journal if he does not have a nega-
tive credit rating”. Credential-based access is more useful for billing
purposes than roles would be.
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After Identification and Authentication have taken place, a session is
established to create an environment in which the user can attempt to
perform actions. This leads to the second identified phase.

4.2. PHASE 2: ATTEMPT TO ACCESS A
RESOURCE

The second phase identified is the attempt by the user to access a re-
source. In access control the user’s session permissions will determine
which resources the user can view. In the case of an operating system
the user can view all the resources on the connected network. Once a
resource is selected for an access attempt phase three will take place
determining if permission to access the resource is allowed or denied.
Workflow systems differ from operating systems in the method they

use to provide a user with a view of resources he can access. In a workflow
system the user can only view the tasks that he has to perform[1]. The
method to provide the user with a view in billing would relate more
closely to workflow systems than to operating systems in that only the
material designated as “free” or “public” would be initially viewable.
In the case of billing this phase would consist of the evaluation of an

XPath [6] expression which will determine what the user can view based
on his credentials. For example, non-member users visiting an online
journal will only be able to view the abstracts describing the articles in
the journal that they can purchase. If after viewing the purchaseable
material the user is allowed to buy an item, and he decides to do so the
third phase will take place.

4.3. PHASE 3: ACCESS RESOLUTION

The third phase identified performs access resolution, which is the
determination of whether permission is granted or denied with regards
to accessing the requested service or resource.
In access control the various permissions assigned to the possibly

multiple roles of the user have to be resolved. These possibly conflict-
ing role permissions are resolved by determining the highest set of per-
missions according to the role hierarchy. For example, a person’s one
role may give him permission to access information available only to
managers, and another role gives him access to information available
to clerks. Therefore after resolution of the roles this user will get the
highest set of permissions which would be access to both managerial and
clerk information.
This phase differs with regards to billing in that not only does per-

mission have to be granted or denied, but also a method would be re-
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quired which will perform pricing and the necessary financial transaction
needed to pay for the purchased resource or service. In this phase the
document tree is pruned (shown in figure 3) to obtain the view that
the user is paying for. During pruning conflict resolution takes place to
determine the user’s permissions [7].

Document tree


/[agerestrict()./@age = credential age]


XPath expression


Credential age = 17


Prune document


User view after pruning


Figure 3 Pruning of the Document Tree

Within role-based environment these conflicts are typically resolved by
obtaining the highest set of permissions according to the role hierarchy.
Credentials differ in the way they are resolved. Credential resolution is a
logical AND, in that if one condition is false the expression is false. For
example, if the material to be viewed is restricted to users over the age
of 18 and a user’s credentials indicate that he has a good credit rating,
but he is under 18 then access is denied as he fails the condition of being
over 18.

5. CONCLUSION

Throughout the three phases identified similarities can be seen be-
tween access control and billing.
Firstly, both access control and billing initially require identification

and authentication to take place, only differing in the assignment of
roles for access control and credentials for billing. Both then require the
establishment of a session.
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Secondly, both access control and billing allow for an attempt to access
a resource to allow the user to see which resources he can attempt to
access.
Thirdly, both access control and billing require access resolution.

They differ with respect to how this is done. In the case of access
control role conflicts are evaluated into the highest set of permissions.
However, in the case of billing credentials are resolved as a logical AND
where if one condition evaluates to false the whole expression will be
false. Billing also has an additional requirement in that it must make
provision for a monetary transaction to occur.
This paper has shown a synergy between access control and billing.
An initial study into existing billing models show that they don’t seem

to based on a standardized model. Due to the synergy between access
control and billing it is believed that existing access control models can
be used as a basis for developing a billing model. Future work will thus
concentrate on adapting and customizing the access control models to
incorporate the identified billing requirements needed to create a billing
model.
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