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ABSTRACT

The Internet is a collection of interconnected computer networks that cover the entire globe. One of the reasons for the success of the Internet is that with little computer knowledge a person can access all the information that is available on it. Although the Internet environment provides new opportunities for many people, it also brings new types of threats in the form of electronic fraud, cyber-crime, and new forms of cyber terrorism.  The main threats that raise concern are privacy, fair trade, copyright protection, increasing cross-border business in consumer trade, computer crime and hacking. 

This paper will give guidance to Internet users on some of the South African Internet laws.  It will briefly address the origins of the Internet, the current status of South African Internet usage domain name rules, copyright aspects, and e-commerce law. The results of a survey on how the Internet users perceive the new e-commerce law (ECT Act) will be presented.
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1.
INTRODUCTION
1.1
Where did it start?

It all started in the early 60s when the United States of America (US) Air Force commissioned the Rand Corporation to do a study on how the US could maintain its command and control over arms and bombers during and after a nuclear attack. The US wanted to create a communication system that would not be destroyed in the event of a nuclear attack (Buys, 2000). The Internet was based on the idea that multiple independent networks would be linked. This allowed different institutions to connect to each other’s computing systems and databases, as well as sharing of data via e-mail. This further went to linking countries such as South Africa and other countries. 

1.2 The Internet in South Africa

In South Africa the Internet commenced in 1987, when the president of the Foundation for Research Development (FRD) took an active interest in the formation of a computer network.  A study into networking needs was conducted by University of Cape Town Rhodes University, Wits University, and Natal University, but Rhodes University was the first South African University to connect to the Internet in 1988 (Lawrie, 1997).

South Africa quickly became accustomed to using the Internet. It is among the top 20 countries in the world when ranked by the number of Internet connections (Howe, 2002). There are about 150 Internet Service Providers (ISPs) that are commercially available throughout the country (Howe, 2002). ISPs provide a collection of services, including Internet access and web site design. In South Africa ISPs service has a rapidly growing number of private individual dial-up users.  Currently about 4400 South African Web sites are indexed in an international search engine called Yahoo, and the number continues to grow (Howe, 2002). 

While the Internet environment provides new opportunities for many people, it also brings new types of threats in the form of electronic fraud and cyber-crime. The main areas that are cause for concern include privacy, fair trade, copyright protection, and increasing cross border business in consumer trade. Around the world, particularly in the US, a new and expanding body of Internet law is beginning to address some of the legal implications of establishing an online presence (Werksmans Attorneys, 1998). Current legal issues, which are being addressed in courts and by legislatures around the world include, domain name disputes; copyright infringement; privacy and related issues, such as accessing e-mail at the work place; pornography issues; and defamation on the Internet. 

These critical issues stem from the borderless nature of the Internet, which enables a website to reach potentially millions of users all over the world at the same time, regardless of where the actual website is set up. To make it easy for people to use the network, hosts were assigned names, so that it was not necessary to remember the numeric address. The shift to having a large number of independently managed networks resulted in the invention of the Domain Name System (DNS). The DNS, as explained in the next section, permitted an equally distributed method for resolving hierarchical domain names (e.g. www abc.org) into an Internet address. The following section addresses domain name laws in South Africa and other countries. 

2.
DOMAIN NAME LAWS

2.1
What is a Domain Name?
A domain name consists of a series of numbers that are used to identify a specific computer connected to the Internet. It is an Internet protocol address (IP address) made of a string of four sets of numbers separated by periods such as “026.1101.241.01”. Since it is difficult for most people to remember a long string of numbers, the DNS which is a system by which computers translate a unique set of numbers, letters and characters into a corresponding IP address was created (Keyt, 2001). A domain name www.someone.co.za for example, may be equal to the IP address 126.205.148.165. 

To find an orderly way in which the Internet can be accessed, a DNS was established under the sponsorship of the Internet Corporation for Assigned Names and Numbers (ICANN) in America.  Each domain name must be unique, just as two people cannot have the same identity number. It is this requirement of uniqueness that creates valuable domain names. A domain name can be a symbol of recognition in the marketplace. It is very important that a domain name reflects a full corporate identity or some of the product names (in case of a business), or at least a recognisable part thereof. 

Domain names generally consist of three components:

i) Your name; ii) the top-level domain name, indicating the type of entity (such as .com or .co for commercial, .ac for academic etc.); iii) the second level domain name, indicating your country of origin (such as .za for South Africa) (Keyt, 2001).

A South African domain name typically is “yourname.co.za”.  Generally, domain names are assigned on a “first come first serve” basis by various regional entities that have been allocated the responsibility of domain name registration.  

2.2
Domain Name Laws in other countries
In most countries such as Australia, Japan, and United Kingdom (UK), it is not possible to pre-register or reserve a domain name. Domain name licences may only be allocated to registrants who own a citizenship. In Australia the domain name licence period is fixed at two years. It is not possible to licence a domain name for a period shorter or longer than the fixed period. The renewal of a domain name licence at the end of the two-year period depends on the registrant continuing to meet the eligibility and allocation rules for the domain level.  There is no restriction on the number of domain names that may be licensed to a registrant. In UK the only allowable characters for a domain name are the letters A to Z, the numbers 0 to 9, and a hyphen. White spaces between words are either ignored or replaced by a single hyphen. Domain names written in a non- English character set are not allowed (Keyt, 2001). 

2.3
Domain Name Law in South Africa

In South Africa it is likely that any challenge to domain name will be in terms of the existing South African trademark law, since there is no legislation yet that deals with the registration of domain names and the resolution of domain name disputes. Depending on the nature of the domain name dispute and the level it is registered in, domain name dispute can either be handled in law in terms of the Trademarks Act or Common-law, or through ICANN and the bodies authorised by ICANN to handle domain name dispute resolution proceedings (Buys, 2002). A domain name can be registered through various private organisations that have been authorised by ICANN as registrars. To register a domain name one has to first check whether the required domain name is available. Then submit the necessary details to the registrar in question and pay the registration fee that costs approximately R150. 

2.4
Current State of Domain Names in South Africa
In South Africa the “.za ” domain has until recently been administered by Mike Lawrie while the “co.za” domain is managed by a company, called Uniforum (Buys, 2002). Mike Lawrie decided to shift the responsibility of administering the top-level domain name to an organisation called Namespace ZA, formed by the local Internet community of which he is also a member. In recent years, it has become clear that a new governance structure for domain names in South African would be required. 

The Department of Communications proposed that an independent Domain Name Authority (DNA) be established. The South African government came up with the Electronic Communications and Transaction Act (ECT Act) as the South African Internet law. The ECT Act is the result of the discussion paper on Electronic Commerce initiated in 1999 and followed by the green paper published in 2000 (Deloitte & Touche Legal.  2002). On the 31st of July 2002 the South African president Thabo Mbeki signed the ECT Act into law. (De Wet, 2002). Chapter 10 of the ECT Act calls for the creation of a government organisation to take control of the .za. The next section addresses South African copyright law.

3.
COPYRIGHT LAW

3.1
What is a Copyright?
Copyright is a protection right given by law to cover published and unpublished literary, scientific, artistic works, and any fixed tangible work. This means that if one can see it, hear it, and or touch it, it may be protected. Copyright law grants the creator the exclusive right to reproduce, prepare derivative works, distribute, perform and display the work publicly. Exclusive means only the creator of such work, not anybody who has access to it and decides to use it. Copyright protection begins when any of the above-described work is actually created and fixed in a tangible form. A proper way of placing copyright statement is as follows: Copyright ©, year of creation, name of owner, e.g. Copyright ©2002 John Smith (Oppedahl & Larson, 1995). 

3.2
Copyrights on the Internet
The main problem of Internet copyright is the international character of the Internet, because each country has its own laws regulating copyright. Copyright is probably the intellectual property most threatened by the Internet. When visiting a web site, it is so easy to click and save with a mouse button when one sees a graphic image that one likes, or views the source code and copy part of or the entire HTML coding from the site. The general and incorrect assumption is that anything that is on the Internet may be taken without permission from the creator or owner. Work published on the Internet is not automatically copyright-free, unless the copyright has expired or the owner has abandoned the copyright (Yong-Chang, 1996).  Material provided by others and used with permission does not entitle one to claim copyright to it. This is because permission to use someone else’s material does not make one the rightful owner. 

The copyright statement at the bottom of a web site only pertains to the content that one has actually created, not what was created by another person and is being used with permission. Owner’s terms may vary, but it is always best to include text on the same page where the material on loan is being used to specify whom the real owner is, and that it is used with permission. Web graphics and linking images provided on the graphic sites for free are not public domain. Although these images are provided to Internet users for free, they are not given their ownership. One is allowed to use them if one complies with the owner’s terms and conditions. So one has to make sure that one complies with them in full when using or displaying them. There are no international copyrights that enable one to protect one’s work throughout the world. However, most countries are members of the Berne Convention and the Universal Copyright Convention (UCC), which allow one to protect one’s work in countries of which one is not a citizen or national (Yong-Chang, 1996). 

3.3
  Copyright Law in South Africa

South African copyrights are not registered but apply to any original work created in South Africa. The inclusion of a copyright sign © in order for a copyright to be recognised in one’s work is not a requirement in terms of South African law. In terms of the Copyright Act, the general rule is that the author or creator of the work is the owner of the copyright. In the case of work created in an employment environment, the employer owns copyright of works created by employees. The employer owns a copyright created for a newspaper or magazine, as long as such work is used in that newspaper or magazine.  

In terms of the copyright recognition period, the general rule is that copyright remains for 50 years from the date the work was made available to the public.  The literary (books, newspaper, magazines), artistic (paintings and sculptures), and musical works copyright remains for the owner’s lifetime plus 50 years. It must be noted that although the author of a work may be dead in the period of fifty years and his or her work may be in the public domain, a publisher may claim the copyright in the layout, spelling, page numbers, font and paraphrasing of that work. 

The original creator or author of a copyrighted asset could allow others to exploit the asset and such permission is given in the form of copyright assignments. It is important to understand the difference between the assignment of copyright and a licence to exploit certain rights. A licence is a limited, non-exclusive right given by the copyright owner to others to exploit certain limited rights in a work. A licence could be a verbal agreement, for example, a click on a “yes” or “I accept” button in the electronic environment. An assignment of a copyright is an exclusive full transfer of rights in a copyright asset. If an author assigns all his/her rights in a copyrighted work to a publisher, the publisher has all the rights to print, sell, translate, and market the work in any format such as a book or a CD-ROM. 

The creator or an author of the work retains certain moral rights in his/her work even after assignment. Copyright is infringed when a person uses or exploits a copyrighted work outside the scope of a written, verbal, or implied licence or assignment. Generally the making of a reproduction, publication or distribution, and broadcasting the works without the necessary agreement infringe copyright.  The next section addresses the formation of e-commerce policy and South African e-commerce law.

4.
E-COMMERCE POLICY AND LAW IN SOUTH AFRICA

4.1 
The formation of South African e-commerce policy
Like many other countries, the SA government recognised the need for the formation of electronic commerce policy. The SA government saw its role as an enabler, facilitator, educator and law enforcer to prevent Internet crimes. It was essential that South Africa should develop a policy that is in harmony with international best practice so that it is not excluded from trading electronically with the global world. South Africa therefore monitored developments and followed debates that were taking place around the world. Lessons were drawn from various international experiences. However, particular attention was paid to the uniqueness of the South African environment. The major challenges that were faced by the SA government on the development of e-commerce policy was to ensure effective methods of protecting privacy over the Internet, to identify possible legal barriers, and better education in the use of e-commerce. The Department of Communications has been responsible for the development of this policy, and the Department of Justice was responsible for the creation of legislation. The policy took approximately two years to complete, because of the intensive process of consultation. A core task team was identified to drive the process. 

4.2 
South African E-commerce Law
South African e-commerce law is now constituted in the ECT Act. A legal team, comprising of consultants, legal practitioners and academics, together with officials of the Department of Communication and other departments, was the team that developed the ECT Act. The ECT Act comprises of 14 sections with 99 sections, which addresses e-commerce issues such as e-government, consumer protection, privacy, cyber crime, and liabilities of service providers, to mention a few.

The objective of the ECT Act is to facilitate electronic transactions by creating legal confidence around such transactions (Deloitte & Touche Legal, 2002). It has been developed to promote public confidence and trust in electronic transactions and to provide supervision for certain service providers.  It also seeks to place the responsibility on businesses trading on-line to make use of sufficiently secure payment system. The ECT Act deals with the area of collection of personal information and privacy protection. It provides for a voluntary rule that relates only to information that is collected via electronic transactions (ISOC SA, 1999). 

In chapter 3 of the ECT Act, provision is made for any department to accept and transmit documents in the form of electronic data messages, to issue permits or licences in the form of a data message or receives payment in electronic form. In chapter 6 it is stated that online shops must provide consumers with a set of information, including the price of the product or service, contact details and the right to withdraw from an electronic transaction before its completion. Consumers are also entitled, under certain circumstances to a “cooling off” period (7 days after the agreement) within which they may cancel certain types of transactions concluded electronically without incurring any penalty.  A person convicted of any cyber crime is liable a fine or imprisonment for the period not exceeding 5 years.

4.3 
ECT Act Survey Results
The results from the survey conducted by the researcher, by examining approximately fifty different types of Internet users, ranging from academics, industry employees, and business people in the Eastern Cape area revealed that, only 10 % of the examined users had an idea of what the ECT Act is. Out of the 10%, only 5% agreed that the ECT Act clearly addresses all aspects regarding the Internet law, e.g. domain names and copyrights. However, 90 % of the respondents use the Internet daily, for work related purposes, and 70 % agreed that the South African government must take full responsibility for governing the Internet in South Africa. The survey results also outlined that 80 % of the Internet users often encounter security problems, such as disclosing credit card numbers when buying over the Internet. With the ECT Act developed, 60 % of the respondents are still not confident in doing transactions over the Internet.

According to Buys Incorporated Attorneys (Buys Inc, 2002), a survey conducted by Buys Attorneys and Trust Online has revealed that 47 % of South African e-commerce Web sites do not comply with the ECT Act, and there is only one web site that complies fully. The six-week survey was set out to determine the readiness of South African e-commerce web sites in terms of ECT Act compliance. The survey was conducted by examining over 600 SA web sites and their legal notices. 47% of the surveyed web sites had no legal notices at all, which poses serious risks of liability to both consumers and the owners of the web sites. 

Only 15 % of the examined web sites had privacy policies accessible from the web site’s home page. Only 7.1% of all examined sites had “terms and condition of use” on the web site’s home page.  Only 3.8% limited their possible legal liability through disclaimers. However, most of the disclaimers were copied from US web sites, which is very dangerous as South African law differs from e-commerce law in other countries. In addition, most of the disclaimers stated that the web site owners would not carry any risk or liability for damages to consumers. This statement is illegal in terms of the ECT Act, as web site owners must carry the risk for payment system failures, as written in the section 43(6) of the ECT Act (Deloitte & Touche Legal, 2002). Of the 44 ISPs examined, 47.7% had no legal notices on their home pages, and only 13.6% of the ISPs had privacy notices. 

With these survey results it is clear that South African Internet users are not ready to be compliant with the provisions of the ECT Act. A large number of businesses confirmed that they were not aware about the ECT Act or the steps they should take to be compliant. Some stated that they are under the impression that their ISP is responsible for compliance with the ECT Act. Site owners will have to instruct in-house legal counsel or lawyers to draft compliant legal terms, which could cost from R 2000 to R 8 500 (Buys Inc, 2002).

5. CONCLUSION

The Internet has both shaped and transformed the Information society. People now have the ability to access information that was previously unavailable to them. South Africa has winged its way into the new economy, outstripping other African countries in its use of the Internet and of e-commerce.  For business and consumers, the Internet holds the promise of an unlimited market, choice, speed, and efficiency. Clearly, there is still a long journey ahead, and much to be learned and done, especially in the area of e-commerce. At present, the South African government is still in the process of resolving the domain name administration. 

The concept of e-commerce certainly involves many issues. These include facilitating electronic transactions, protecting users and consumers, establishing rules for the digital marketplace, improving the information infrastructure and many more. The formation of the e-commerce policy that resulted in the development of South African ECT Act tries to address some of the above- mentioned issues. Judging by the results from the conducted surveys, South African Internet users still have to go a long way to understand the laws stated in the ECT Act. The need to govern this changing world does not seem to be important to Internet users, but it is extremely important to government and whether they get it right or not remains to be seen. 
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