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ABSTRACT


IPSec security policies are often inefficient and error-prone which may result in network downtime and security breaches. In medium to large networks, policies become difficult to maintain due to inadequate planning of policy design and implementation. The initial design may have been 'put an IPSec gateway here, put a firewall there and make sure these people can communicate there'.

This article describes a few main aims of network security policies and proposes methods of designing high-level policies. A possible framework for the translation of these high-level policies into actual low-level IPSec policies that satisfy the high-level policies is discussed. These low-level policies are then examined for correctness. Interviews were held with people in the industry who have had experience in IPSec security policies and some of the results of these interviews are given.

The article also examines techniques for implementing and deploying IPSec technologies that can help increase its cryptographic strength by changing the low-level policies.

KEY WORDS


Private CA: A certificate authority with a small trust path.

IPSec: Internet Protocol Security.

High-level policy: A security policy written in plain English.

Low-level policy: A security policy that has been implemented.

VPN: Virtual Private Network.
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1. INTRODUCTION

"If you think technology can solve your security problems, then you don't understand the problems and you don't understand the technology" (wwwa,2003). This is from Bruce Schneier’s book 'Secrets and lies', where he in essence states that he used to believe that cryptography was the silver bullet when it came to security. He also states that readers of his book 'Applied Cryptography' got a false sense of security when using cryptography. This principle can be applied to security policies, since a security policy is only as strong as it's weakest link. No matter how difficult it is to break an encryption code, it does not replace the need for an adequate high-level security policy and a correctly translated low-level policy. 

This article will describe some of the aims of network security policies. A high-level policy example will be converted low-level polices, as well as commentary given on this process. A possible framework for network security is proposed. IPSec survivability policies and various low-level IPSec policies are also discussed.

2. THE MAIN AIMS OF NETWORK SECURITY POLICIES

This article assumes the main aims of network security policies, which include themes such as:

· Protect network assets (information and computers).

· Network resources must be available to the correct people and computers.

· Network downtime must be minimized.

· Low-level security policies must be easily verifiable.

· New low-level and high-level security requirements must be easily implemented.

· The ability to detect and survive security breaches.

The following points must also be considered:

· Roos (2003) states that VPN design and documentation is a major undertaking, which cannot be overstressed. He also suggests that a large portion of the design is the incorporation and adherence to the company's overall security policy.

· Security of course is also not a once-off task. The design and implementation needs to be constantly monitored and maintained to meet the security needs of the organization.

· Educating the users should be included in the design of a security policy since they may be the weakest link in the security policy. Why security policies fail (1999:4-5) suggests that it should be recognized that security is inconvenient and the designers should avoid excessive complexity to make it easier for the users to work with and not against the policy.

3. A DESIGN OUTLINE OF AN IPSEC POLICY

3.1 THE CONVERSION OF HIGH-LEVEL POLICIES TO LOW-LEVEL POLICIES

High-level network security policies are usually written in plain English and these policies need to be converted into low-level network security policies so that they can be implemented. Roos (2003) states that a high-level security policy uses terms such as: ‘these people’, ‘those applications’, ‘from their homes’, ‘at these times’, ‘from those locations’, ‘low / medium / high risk’, ‘low / medium / high security’, ‘personal’ and the like. On the other hand, (Roos 2003) states that an IPSec policy uses terms such as: ‘IP address’, ‘these ports’, ‘this traffic type’, ‘subnets’, ‘hosts’, ‘this type of encryption’, ‘key lengths’, ‘lifetimes’, ‘certificates’ and the like.

One of the most important tasks of IPSec policy management is to represent high-level policies in a efficient and unambiguous manner (Fu et al. 2003: 4). This can of course be applied to any security policy, not only an IPSec policy. However, it must be noted that an IPSec policy is not as simple as securing traffic between two given points and there are several factors that need to be taken into account. 

Fu et al. (2003:2) suggests managing policies for large distributed systems, it is desirable to separate high-level and low-level policies:

· "Policies are specific ways to implement requirements such that requirements are more static and that policies are more dynamic."

This will have the advantage of allowing the low-level policy to change while the high-level policies remain the same. This allows for fine-tuning of systems and re-analysis of the requirements.

· "The separation permits automation of the process to transform requirements to policies."

This is very valid, since manually configuring IPSec polices is a very laborious and tedious task and could therefore result in a security risk though mistakes in the translation to a low-level policy.

· "Explicitly specified requirements could be used as criteria to verify the correctness of the low-level policies."

This allows for a better-designed and maintained policy in the long term. It also allows for the auditing of the low-level policies.

Fu et al. (2003:2-3) gives an example where a single high-level policy can have two very different low-level policies, as shown in Figure 1 and Figure 2. The high-level policy here, would dictate that Host 1 must communicate securely with Host 2:
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(Figure 1 shows a VPN with a direct tunnel, connected between Host 1 and Host 2)

(Figure 2 shows a VPN with a partially split tunnel, where Gateway 1 decrypts and re-encrypts traffic between Host 1 and Host 2)

Fu et al. (2003:2-3) shows that these low-level security policies (Figure 1 and Figure 2) may perform the same thing from the given high-level specification point of view and from a user’s point of view, but they are two very different implementations.

Figure 2 illustrates a break at Gateway 1. This allows the first trusted gateway to decrypt the secured data and examine it, log information on it if desired for auditing or possibly filter the traffic. Gateway 1 can now be used as a central point of auditing the data instead of having auditing done at each host (Fu et al. 2003:2-3). It was also noted by Botha (2003) that the privacy policy enforcement is very different in these two scenarios. Botha (2003) also commented that a high-level policy might state that Gateway 1 must employ an intrusion detection system and need to decrypt traffic and another high-level policy may state that Host 1 and Host 2 must have completely secure communications, which may result in a policy clash. Clashes will be discussed more in the Section 6.1.

3.2 AN ANALOGY BETWEEN SOFTWARE DESIGN AND NETWORK SECURITY DESIGN

Network security design can be compared to the design of software, and many of the principles that have been developed and used over the years can be used (Porto and De Geus 2003:1). It is unfortunate that many software products are developed using what might be termed a ‘build and fix’ model. This model is simply built and reworked until the requirements are met (Schach 1997:53-54). This model is occasionally applied to network security policies, where the exact requirements are not known, and an implementation is made several times until it is assumed that the implementation is correct. These policies could cause security risks through network policy breakdown, network resources not being available to the correct people or network down time. Such policies are in contravention with the main aims of network security policies as out lined in Section 2. The final result may be the loss of revenue for the organization in the long and short term.

The design and documentation of VPN's require an engineering approach (Roos 2003). Traditional software methodologies follow this approach closely as well. This may be the best idea for a security policy, since the number of errors and weaknesses in a security policy should be minimized through this tight control. Section 4 will now show a possible framework for network security policy design, an engineering styled approach.

4. A POSSIBLE FRAMEWORK FOR NETWORK SECURITY POLICY DESIGN

Porto and De Geus (2003:1) claim that the deployment of a network security system usually goes through three phases:

1. A documented high-level security policy with controls based on guidelines such as ISO 17799.

2. It passes through a formal specification of the security requirements.

3. Finally it goes through an implementation of the several enforcement mechanisms that compose the system. (IPSec devices, firewalls, intrusion detection systems etc.)

Porto et al. (2003:1) notes that there is a gap between the high-level specification security requirements (Phase 2) and the low-level implementation of the mechanisms to enforce them (Phase 3). This is due to the translation of the high-level specification directly to the implementation of a complex system. These have complex security components that may have to be configured differently since each device may have different methods of configuration.

Therefore Porto et al. (2003:2-4) propose a framework for network security system design as follows:

· Information security policies definitions.

A highest-level security policy is done in 'natural English'.

· Security requirement analysis.

A high-level security policy is done in 'formal language'.

· Network security design.

A design level security policy is done using 'formal models'.

· Network security implementation.

Security mechanisms are now configured on the selected devices.

Security requirement analysis (as indicated in the proposed model) is not often done, but as Porto et al. (2003:2) suggests it can have benefits.  A formal model can be analysed to detect conflicts between lower-level and higher-level policies. Its formality may also eliminate ambiguities that may present itself in the highest-level policies.

5. SURVIVABILITY

An intrusion of a secured system is almost every security engineer's nightmare, but a 'head-in-the-sand-policy' or complacent point of view is a clear weakness in the design of the high-level security policy.

Site security handbook (1999:7) defines the main objective of handling an incident is to restore control of the affected systems and to limit the impact and damage. In a worst-case scenario, the effected systems can be shut down or disconnected from the network, as this may be the only practical solution. Why security policies fail (1999:4) suggests that a good security officer expects failures and disasters, and constantly checks the radar for signs of 'bad weather'.

Site security handbook (1999:10) summarizes the actions that can be taken for the aftermath of an incident as:

· "An inventory should be taken of the systems assets"

This illustrates all systems and data should be examined to see if anything was taken or copied from the system via various means.

· "The lessons learned as a result of the incident should be included in the revised security plan"

This tries to prevent not only the same attack from occurring again but also similar attacks at well. Intrusion detection systems can also be used to stop a repeated attack.

· "A new risk analysis should be deployed"

This suggests that a simple risk methodology should be employed to decide how to plan for other similar attacks. 

· "An investigation and prosecution of the individuals who caused this incident should commence.”

This should be the final step to bring the perpetrators to justice, if possible, which may reduce the possibility of the attack from occurring again.

In a complex security environment, it is almost impossible to plug all the holes in the security of the systems and if a compromise occurs, steps need to be put in place. Why security policies fail (1999:12) finally suggests, "Learn from your mistakes - Empowering your auditors with the authority or the processes needed to affect change. Improve the next generation of policy"

6. LOW-LEVEL IPSEC POLICES

6.1 VERIFYING THE LOW-LEVEL SECURITY POLICY

All developed low-level security policy needs to be verified. Fu et al. (2003:10) defines the concept that a certain traffic flow is correct if the set of policies satisfies the set of business requirements regarding the traffic flow and the flow is conflicting when the set of policies together do not satisfy the business requirements.

In an ideal world the requirements would always be fully implemented, but often this does not work in practice. This is especially so in large networks, often due to conflicting requirements. An example is given in the Section 3.1.
Fu et al. (2003:10) advises that any requirement that is not implemented will cause some damage but if there has to be damage, this damage should naturally be minimized. It is also suggests that the expected consequences be documented.

6.2 DOCUMENTATION AFTER A SUCCESSFUL DEPLOYMENT OF A VPN

As described in Section 2, documentation cannot be overstressed and is a very important part of the deployment of a network security policy. Roos (2003) suggests some of the items that should be documented after a VPN has been successfully deployed.

· Handover documentation:

1. Complete design

2. Current state

3. Outstanding issues

4. Possible weaknesses inside and outside of the scope of the project.

· Change control procedures such as:

1. Adding a VPN participant

2. Basic PKI management such as revoking and generation certificates

6.3 WEAKNESSES IN AUTHENTICATION TECHNIQUES

Implementing a Secure Virtual Private Network (2000:6) acknowledges that history has proven that passwords can be easily guessed, stolen or otherwise compromised and are not as easy or inexpensive to maintain, as people would think. This makes plain passwords one of the most ineffective forms of authentication. Secret key distribution is also an age-old problem, which may result in distribution methods being fundamental security risks that do not meet the requirement for the secure environment in question. A low-level policy should clearly state if this is an acceptable risk.

Implementing a Secure Virtual Private Network (2001:6) suggests that digital certificates address some of the problems associated with password-only authentication, but the strength of the certificate depends on how secure the protection on them is. Some users though, do not encrypt their private keys, which may result in unauthorized use of the private key. Implementing a Secure Virtual Private Network (2001:6) suggests that a policy that requires the private key to be encrypted with a minimum key length of a predefined length, can improve the strength of certificate based systems. The IPSec software, however, needs to enforce this policy since the remote device would not have any method of detecting if the private key is encrypted on the user's workstation.

Implementing a Secure Virtual Private Network (2001:7-8) suggests a final protection mechanism: smart cards. They can dramatically improve the security since it can be protected by a two-factor authentication system. The private/public key can be generated on the smart card as well, which can result in the private key never leaving the smart card. 

The use of biometrics as an authentication technique can result in a stronger low-level policy that is very difficult to break in theory, but a security system is only as secure as it's weakest link, and a policy designer must make sure that a culture of a false sense of security is not introduced. It must also be noted however, that weaknesses have recently been discovered with certain biometric technology.

6.4 INTRUSION DETECTION SYSTEMS IN IPSEC VPN’s

Site security handbook (1999:6) describes intrusion detection technologies as "a technology that is concerned with monitoring computer systems in order to recognize signs of intrusion or policy violations." Special considerations need to be taken into account when this technology is deployed with IPSec technology.

In the Section 3, Fu et al. discussed the different low-level implementations for the same high-level business requirement. A very good example of this is when a gateway may want to examine traffic passing through for audit purposes. This technique allows audit trails and other security information to be logged at a central point instead of collecting the audit trails from separate locations. This relies on one computer (which is a gateway in this instance) to do the intrusion detection.

Site security handbook (1999:6) recognizes that both network (gateway) and host intrusion detections systems complement each other, but without a break in the communication. It is very difficult to effectively implement a gateway intrusion detection system since the encrypted traffic cannot be adequately examined.

It must be of course noted, that a computer, which is trusted by all the parities involved, must only do the break in the communications line. This must be specified in the high-level security policies.

6.5 IMPROVING IPSEC CRYPTOGRAPHIC STRENGTH WITH SIMPLE SETTINGS

IPSec Virtual Private Networks in Depth (2001:6) reported "because single Data Encryption Standard (DES) was hacked in the last competition in 1999 in about 22 hours and 15 minutes with US$ 50,000 worth of equipment, Cisco recommends that you do not use it for data encryption." Some of the older and cheaper IPSec devices especially hardware VPN's, only offer DES encryption and would need to be upgraded or replaced. These systems may be better than nothing, but they may give a false sense of security, which negates the term ‘security’ in ‘security policy’.

A simple step is to configure the IPSec devices to use at least triple-DES or preferably one of the latest encryption standard algorithms such as AES (Advance Encryption Standard). This would improve the basic security of the communications.  Cisco also recommends using SHA (Secure Hash Algorithm), as this has better strength than MD5 (Message Digest 5), because SHA has a longer key length than MD5 (IPSec Virtual Private Networks in Depth 2001:6).

The Diffie-Hellman operation that is used in the IKE/ISAKMP communication when an IPSec security association is set-up can be dramatically improved by using a higher Oakley group such as Oakley Group Two. Most systems only use Oakley Groups One (which is 768 bits long). IPSec Virtual Private Networks in Depth (2001:6) suggests changing this to at least Oakley Group Two (1024 bits) which can improve cryptographic security.

6.6 THE DEPLOYMENT OF ‘LOW-COST’ PUBLIC KEY INFRASTRUCTURES

Certificates have many advantages over pre-shared keys in IPSec networks such as:

· Keys do not have to be distributed or shared.

· Private keys do not have to be left on the IPSec device and can be stored on a token.

· The principle of trust makes adding new devices easily scalable.

Purchasing digital certificates from a public certificate authority can be an expensive exercise, but if the certificates do not have to be used by other parties, a 'private CA (Certificate Authority)' can be used. This 'private CA' does not have large trust paths (such as public CA’s), but it allows for the use of the digital certificates in local domains, since anyone who trusts the CA, trusts it’s issued digital certificates. An example of a VPN solution that incorporates a public key infrastructure, including a CA is IP-Granite (tm), which is available from Trispen Technologies (http://www.trispen.com/).

7. CONCLUSION

Network security policies need to conform to very strict aims to be efficient and secure. Whichever way a high-level network security policy is developed, it needs to have a formal design and this high-level policy needs to be adequately translated into low-level IPSec policies.  Low-level policies then need to be verified to check if they fit the initial high-level requirements. The design should then be documented so that others can use and maintain the current policy. This allows for changes in the high-level and low-level security requirements. Several tweaks can be done to improve the cryptographic strength of a low-level policy, but it does not replace an adequately designed and translated policy.
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