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ABSTRACT

A major concern voiced by opponents of mobile agent technology, is that agents can pose a security risk not only to remote hosts, but also to their original host and to themselves by altering the information they carry. Securing information is shown to be more complicated to achieve in a distributed environment than in a centralized system. The evolution of mobile agent technology generates sophisticated threats to security. In order to address the access control issues of migrating mobile agents in e-commerce environments, we describe the use of role-based permission concepts in a certain flexible manner. By applying the role-based approach to the authorization problem, we ease the sharing of information between information systems and we reduce the administering part. An agent traverses multiple machines that are trusted to different degrees, its state can change in ways that harmfully impacts its functionality. Mobile agents are posing new concerns regarding issues like “who really owns information”. In this article we tackle the problem of assigning a local role to a migrating agent, which is considered as an external user. The agent access permissions are determined from the specific migration method and the authorization hierarchy that is carrying
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ACCESS CONTROL for e-commerce
USING MOBILE AGENTS

1. INTRODUCTION

Electronic commerce (e-commerce) describes mainly the way in which transactions (contacts, communication, dealings, etc.) take place over networks (mostly the Internet). The term E-business is also used equivalently, for the process of electronically offering or selling and obtaining or buying services, information and products. Network computing is the infrastructure for e-commerce, and is quickly emerging as the standard computing environment for home, business, and government applications.  

As the number of information, products and the people involved enlarges, it turns out to be too expensive or even impractical to manually handle e-commerce tasks, especially to consider all relevant information. The realistic answer to manage the information overload is to use intelligent agents. Agents are used to support many e-commerce tasks. Mobile agents are software programs that can move from location A to location B carrying out specific tasks at the command of their creators-users. They are autonomous programs that can move from host to host in a heterogeneous network under their own control and gather information for their user. The programs themselves choose when and where to migrate. They can suspend their execution at an arbitrary point, transport themselves to another machine and resume execution [1]. Because of these advanced characteristics, mobile agents are changing the face of e-business and reshaping information sharing and retrieval models. Access control problems concerning the behavior of such agents, present therefore an important challenge in security research. 

Current approaches to access control on hosts visited by migrating agents, are typically based on individual user identity. Consequently, they do not scale to enterprise-wide systems. If the roles of individual principals (authors or users of mobile agents) are provided securely, hosts can trust and use the roles for exercising role-based access control (RBAC) mechanisms. Therefore, a successful combination of the agent technology and RBAC has the prospective for making a significant impact on deployment of efficient enterprise-wide security in large-scale systems.

This paper is organized as follows: In section 2 below, we describe e-commerce mobile agent functionality and we discuss the major security issues related to them. In Section 3 we outline the concept of role-based authorizations in e-commerce environments. In section 4 we describe our approach of the role assignment process. Our conclusions are given in section 5.    

2. E-Commerce AGENTS and related Security issues

Mobile agents are a critical enabling technology for e-commerce on the Internet. Their functionality is broadly used to combine different technologies and components to great effect in web environments. Increased integration of Web, operating system and database system mechanisms leads to continuous dependence on agent technology for enterprise computing. Agents containing “experience” and possibly resources can travel from host to host, carry out tasks, gather information, and then move on again. Agents should be reasonably light, thus creating only a light processing load on the network environment and consuming or occupying only a small amount of resources. Small agent size offers numerous advantages over other computing paradigms, namely low latency and little network load.

Even though agents are light and not too resource demanding, they need some resources yet. In addition, these resources are not supplied by the host that instantiated them, but by some other server where they temporarily be located in. The resource providers can apparently insist that their resources are only available for the direct and sole benefit of the end user, but not for intermediaries, and can prepare contracts to control the use by intermediaries. However, enforcement of such agreements is difficult; especially if not user registration is required for site access [2].          

2.1 Advantages of agents

Mobile agent technology offers many undeniable benefits in the e-commerce environments, such as easy access to information over untrustworthy networks. Internet consists of vast amounts of dynamic and unstructured information, distributed over a large number of information systems. Therefore users require agents to assist them in order to manipulate the technically complex environment they operate. Moreover agent technology is not time consuming, a very critical factor for E-business. The use of mobile agent is quite simple and therefore suitable for the untrained communicating parties
2.2 Security issues on e-commerce agents: An illustrative example
For many of the most natural and important applications of mobile agents in e-commerce, it is not advisable to expect the participants to trust one another. We will study an example that it is typical of many of the ways that mobile agents can be used effectively; it also illustrates the lack of confidence in e-commerce environments. Consider a mobile agent that visits the e-commerce sites of several Internet portals and e-bookstores, searching for a book order that meets a customer’s requirements. We focus on four servers: a customer server, a portal server, for instance Yahoo, and two servers owned by competing e-stores. The mobile agent is programmed by the company which supports the portal server. A customer dispatches the agent to the “A” e-store server where the agent queries the book database. With the results stored in its environment, the agent then migrates to the “B” e-store server where again it queries the book database. The agent compares condition and cost information, decides on a book order, migrates to the appropriate e-store server and reserves the desired books. Agent can even pay off this order, either autonomously or after a confirmation message from the customer server. Either way, the agent returns to the customer with the results of its journey.

The customer can expect that the individual e-stores will provide true information on their products, in an attempt to “take the job”, just as we assume that the information provided over the telephone is accurate. However, the e-stores are in a competitive relation with each other. So, there are a number of attacks they may interrupt. For instance, the second “B” e-store server may be able to corrupt the book information of the first “A” e-store, as stored in the environment of the agent. It could secretly raise its competitor‘s book cost, or even it could advance the agent’s program counter into the preferred branch of conditional code. Current cryptographic techniques can protect against some but not all such attacks. Consequently, the mobile agent should not make decisions on an e-store server, given that the server has the ability to manipulate the decision. As an alternative, the agent would have to migrate to a neutral server such as the customer’s server or a portal server, make its book order decision on that server, and then migrate to the selected e-store to complete the transaction.

A second kind of attack is also possible: the first e-store may trick the second one, for instance when the second e-store has a cheaper offer available. The first e-store server secretly increases the number of copies to be requested, say from 4 to 150. The agent will then proceed to reserve 150 copies at the second e-store’s low-priced cost. Soon, rightful customers of the second e-store will have to buy their books on the first e-store, as the second believes that it has not any remaining copy to sell.

The above attacks suggest that an agent’s critical decisions should be made on trusted servers and that a migrating agent can become malicious as a result of its state getting corrupted. 

2.3 Security Risks

There are two types of users in a distributed environment: firstly the internal users, that is users that are some how known by the system, and secondly the external users, that means users not known in advance by the system. The reason for this distinction is that these two types of users require different administration access policy because of the different security threats they imply. Obviously, it is much easier to administrate internal users’ access control. In this article we study the access control issues for the external users, and especially for those who request information via the use of mobile agent technology. 

When an agent arrives at a host and requests access to local information, it can be considered as an external user. The process of deducing which principal made a request is called authentication and can be deal quite successful with the use of PKI (Public-Key Infrastructure) technology [3]. But the process of deciding whether or not to grant a request once its principal has been authenticated is called authorization and it is a more critical and complicated task. 

When an agent migrates to a specific platform, the host has to decide what privileges to grant to the requested agent. Instead of using the traditional method of access control via an access matrix we propose the idea of acquiring a role from the local role hierarchy. This is a direct use of RBAC approach, but with a flexible method of selecting the appropriate role every time an agent arrives at a hosting platform. 

3. Role-based Authorizations in E-commerce 

RBAC is a proven alternative to conventional discretionary (DAC) and mandatory access control (MAC). In fact, DAC and MAC are easily unified within the framework of RBAC, so the RBAC viewpoint is that discretionary and mandatory approaches are just examples of policies to configure in a policy-neutral RBAC model [4]. With RBAC, system administrators form roles, grant access privileges to those roles, and then assign users to the roles on the basis of their detailed job responsibilities. Because roles within a typical organization have normally overlapping permissions, RBAC models include features to launch role hierarchies, where a given role can include all permissions of another role.

Role hierarchy in RBAC is a natural way to organizing roles to reflect the organization’s lines of responsibility and authority. Junior roles appear at the bottom of the hierarchic role diagrams and senior roles at the top. Role hierarchies are partial orders, because the inheritance supported by them is transitive, reflexive (a role inherits its own permissions), and antisymmetric (roles that inherit from one another would be redundant). Another characteristic of great importance in RBAC is the “constraints”. They proved to be an effective mechanism to establish higher-level organizational policy. They can apply to any relationship and function in an RBAC model. When applied, constraints are predicates that return a value of “permitted” or “not permitted”. RBAC ensures that only authorized users are given access to certain data or resources. On this paper we exploit role-based permissions management techniques to deal with the access control issues a mobile agent is facing through out its journey in e-commerce environments.

4. THE ROLE ASSIGNMENT PROCESS

Different organizations collaborate and compete in the course of providing information services to their customers in order to fulfill their needs. These organizations are considered independent and their membership and very existence into this informal coalition change rapidly.  We assume that a coalition may be formed by several autonomous organizations willing to share their resources. But while sharing their resources, each organization retains its ultimate authority over the resources it controlled prior to entering the coalition. 

Organizations and commercial institutions collaborating in a regional, national or even international level comprised of a variety of trust levels may make use of mobile agent technology. However, to make the distribution of information possible, a global policy rules and set of practices must guide all parts of the information network, in order to make use of the mobile agent technology. 

Indeed, when the author constructs the agent, he defines a Sender Permission List (SPL) or a Sender Permission Certificate (SPC), which is a list of hosts that the agent might visit. In addition, a Set of Possible Roles (SPR) that the agent might posses is defined, this is part of the local role hierarchy. The author signs the code with his private key.

Via the set of possible roles that the agent is allowed to posses, the state healthcare authorities can restrict the use of the agent by its users. In this way also, the agent can be restricted to visit specific healthcare institutions. But the dynamic nature of the mobile agent technology permits the agent to visit other hosts not included in its SPL but trusted by some host, included in the SPL.

In contrast when the user - sender is about to launch the agent to act in its behalf, he/she must submit his/her role. This role must be included in the initial set of roles (SPR) that the author anticipated for the agent. Certainly, the user must present the necessary credentials to access this role. Moreover, he/she may submit a Place Permission List (PPL), a list that describes which places from the SPL, are allowed to run the resulting agent on the sender’s behalf. This PPL is actually a subset of the agent’s SPL. The user signs the agent with his private key.

4.1 The Agent Migration Methods

Let us consider the generic case of an agent, initially launched on host H1 and acquired role R1.  We assume that it will execute autonomously on a set of network hosts (namely H2, H3, …Hn). When agent is residing on the host Hi, its current role there, is Ri. We have to distinguish the three different role symbolisms: 

· ARi stands for the agent role, the role which the agent holds while migrating from host Hi to Hi+1, 

· R’i+1 stands for the role which host Hi+1 is willing to give to a migrating agent, and

· Ri+1 stands for the final role that host Hi+1 grants on the agent. This ultimate role assignment depends a) on the role of the arriving agent ARi, b) on the “reception” role R’ Ri+1 and c) on the specific migration method that the agent has followed to arrive at host Hi+1.

That means that when agent is migrating from host Hi for the next host Hi+1, its role (represented as ARi) is actually the role Ri which the agent has already obtained during its execution in host Hi. 
According to [5], the agent migration to the next host can be initiated by two different ways: either from the hosting place (host), or from the agent itself, (the agent’s code decides to move to the next place). The migration can also take place with two different ways: either by handoff (a principal hand his authority off to another principal), or by delegation (a principal is combining his authority with another principal). If we take under consideration the previous distinct cases (namely the specific migration way and the specific initiative) we have four different migration methods [6].

Place handoff: The current host Hi hands off his authority to the next host Hi+1 In this case the next role (Ri+1) which the agent obtains at the host Hi+1, while migrating from Hi, results from the following expression:

Ri+1(ARi ( Ri+1 ( Ri.

Place delegation: Host Hi may delegate his authority to Hi+1. In this case the next role Ri+1 results from the following union expression:

Ri+1( ARi ( R’i+1 ( Ri+1( Ri ( R’i+1, 

where R’i+1is the role that the host Hi+1was willing to give to the agent.

Agent handoff:  The agent directly hands off to Hi+1. The next role Ri+1will be the agent’s initial role when it was first initiated. The following expression stands in this case:

Ri+1( AR1 (  Ri+1( R1
Agent delegation:  The agent can delegate itself to Hi+1. The next role Hi+1 results from the following expression:

Ri+1( AR1 ( R’i+1( R1 ( R’i+1, 

where R’i+1is the role that the host Hi+1was willing to give to the agent.

4.2 Authorisation Hierarchies
A major concern in the authorization problem over distributed information systems is to determine how credentials issued in one organization are to be interpreted in another distinct organization. The problem is complicated by the fact that different organizations would have different “role definitions” and furthermore different “role hierarchies” according to the RBAC model. 

Trying to overcome this problem attribute certificates has been introduced as a companion authorization data structure. But even if attribute certificates provide a convenient solution to the authentication problem, the problem of interpreting authorization attributes remains. Even if the attributes certificates are signed, we can verify who created the attributes, not what they mean. There is a need to ensure the ease adoption of the agent’s role between hosts with diverse role hierarchies.

The host receiving an agent with a particular role has to dynamically assign a role to the agent. «Translating» that role to one from its local role hierarchy can do this. Otherwise the role that the agent carries with might be meaningless to the receiving host.

One solution to this problem can be the use of the “authorization hierarchy” concept. Instead of sending a particular role with the agent, the user of the agent sends in addition a part of the local role hierarchy including all roles that the user (and furthermore the agent) could activate in a session. The authorization hierarchy is a data structure though that is produced by the requestor’s organization, and signed by a person that is legally entitled to do so. It is send by the requestor along with the agent in order to facilitate the role transformation to the next hosts that the agent is about to visit. When the verifying host, verifies the signature on the authorization hierarchy, it can determine that the requested agent is authorized to undertake one or several of the roles included in the authorization hierarchy. Which collection of roles and in what combination the agent is entitled to undertake, will be specified by the structure of the authorization hierarchy.

A single role might be meaningless to the next host that the agent visits as this particular role might very simple not exist in its local role hierarchy. But if it receives along with a part of the initial role hierarchy, it is more possible to find a similar role in the local role hierarchy and assign it to the agent after taking into account the four different migrating methods that the agent might use.  

4.3 Case Study

Let us now examine more closely a scenario where a user located in a specific organisation needs information about a specific item/subject. Usually the acquisition of the information is urgent and furthermore our user is not a computer specialist. Under this consideration she faces two big problems. First she does not know if the specific piece of information exists in another institution nor has the ability to try to login into different information systems assuming that she might find this information. 

What she needs to do is to use a mobile agent and especially: pass to the agent the role that she posses, so to be executed on her behalf, pass a part of the local role hierarchy (the authorization hierarchy), possible provide the agent with an initial itinerary with a list of hosts included in the SPL, and launch it.

The agent launches from the first host (place) e.g. Organisation A. The agent already posses a role, from the local role hierarchy it comes.  The agent arrives at Organisation B, which is included in the agent’s PPL. Since Organization B trusts Organization A, it will give the agent a role equivalent to that it already had in Organization A. This is a place hand off migration method. Now since Organization B trusts another Organization C that is not included in the agent’s itinerary sends the agent to that host and delegates its authority. This is a place delegation method. The receiving Organization C, trusts Organization B and gives the agent a role that is equivalent to the union of the role that already had at the previous host B, plus the role that it was willing to give to that agent anyway. Next the agent decides to move to Organization D, which is included in the agent’s itinerary. The receiving Organization D trusts the initial Organization A and gives the agent a role is equivalent to the role that initially had at Organization A. This is an agent hand off migration method.  Then the agent delegates its authority to the next host Organization E and moves to that host. The receiving host E trusts the initial Organization A, and gives the agent a role that is equivalent  to the union of the role that had initially at Organization A plus the role that Organization E would give the visiting agent anyway. This is an agent delegation migration method.

In any case where the receiving host does not trust the previous host or the initial host (depend on the migration method) it would give the visiting agent a default role with limited permissions.

5. Conclusion 

Mobile agent technology is spreading rapidly in e-commerce. One of the primary motivations of this fact is that it allows a broad range of users’ access to a broad range of services offered by different – frequently competing – organizations. The security issues of distributed systems based on mobile agents are recognized as critical to the acceptability of them. An important added complication is that, as an agent traverses multiple machines that are trusted to different degrees, its state can change in ways that harmfully impacts its functionality. Mobile agents are posing new concerns regarding issues like “who really owns information”. In this article we tackle the problem of assigning a local role to a migrating agent, which is considered as an external user. The agent access permissions are determined from the specific migration method and part of the authorization hierarchy  that is carrying.   
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