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ABSTRACT


Current developments in IT point towards the formation of loosely coupled enterprises, often referred to as virtual enterprises. These enterprises require both secure and flexible collaboration

between unrelated information systems. Web services technology can be used as an ideal platform

for realising virtual enterprises through their ease of integration, flexibility and support of XML

vocabularies. To ensure the successful implementation of Web services within virtual enterprises,

new approaches to security are required. Together with authentication, access control has been seen

as a pillar of IT security approaches. The focus of this paper will be to determine requirements that

could play a role when the access control policies of such enterprises are defined.
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ACCESS CONTROL FOR WEB SERVICES

1.
INTRODUCTION

In an era of rapid technological development and increasing competition, enterprises co-operate in new and innovative ways. A virtual enterprise is an example of such innovation. It is defined as a network of independent, geographically dispersed entities with a partial mission overlap. All contributors such as distributors, suppliers, physically distributed management, staff and independent business partners provide their own core competencies and the co-operation is based on semi-stable relations [BULT98]. B2B relationships can, in effect, be considered virtual enterprises, with stringent requirements for security, auditability, availability, service-level agreements and complex transaction processing flows. 

Virtual enterprises are by definition flexible, dynamic and responsive. Web services can be an ideal platform for realising virtual enterprises [KHOS02]. A Web service is an autonomous, well-defined, standards-based component that can be accessed via established Web-based protocols. This allows Web services to enable the dynamic assembly of business functionality, across loosely coupled heterogeneous platforms. As providers of Web services concentrate on their field of expertise, more sophisticated systems can be created. The technologies that Web services use, such as HTTP and SOAP (Simple Object Access Protocol), are readily available to enterprises, with WSDL (Web Service Definition Language) allowing a flexible binding to the actual run-time execution of a Web service. 

The variety of business partners that interact within a virtual enterprise necessitates strict requirements for security. A single transaction can often be distributed across multiple organizations, each of which may have its own authentication and authorization schemes. In order to support virtual enterprises, authentication and authorization security services must be extensible across and beyond enterprise boundaries. 

The focus of this paper will be to provide access control policy requirements for virtual enterprises, implemented with Web services architectures. This paper will be structured as follows: Section 2 will provide a background to related work. Section 3 will address a virtual enterprise access control policy, where we propose a list of seven requirements that should be considered when such a policy is defined. Section 4 will conclude the paper.  

2.
RELATED WORK

In the past, distributed environments were in the same physical or logical location. In contrast, Web services allow virtual enterprise partners to interact with others, at distant, independent locations. Network-based security models, which emphasize perimeter defences such as firewalls and intrusion detection, may not provide sufficient protection to virtual enterprise resources. A shift may be required to a data- and application-based view of security, where security services such as authentication and access control play an important role. 

Even with such a shift, traditional centralized access control models and practices cannot solve the distributed nature of Web services access control requirements. Access control ensures that every access to a system and its resources is controlled, and that only authorized accesses can take place [SAMA00]. This requires that the security policy, security model and security mechanisms that enforce access control be defined. In distributed environments such as virtual enterprises, access control becomes more complicated, as the security policy, security model and security mechanisms have to be defined within security domains of various independent business partners, and be enforced in an integrated manner as required. As the independence of participating security domains has to be considered, the list of access control requirements to be addressed becomes more comprehensive. 

Access control developments of virtual enterprises are not isolated, but may be influenced by developments in the security community at large. A literature review has shown that many of the issues mentioned here have been addressed in architectures and technologies that provide some of the basic infrastructure to implement distributed access control. Four categories of such developments have been identified. They are security policy specification approaches, distributed security architectures, policy management architectures and standards-based solutions. To provide a background to access control requirements for virtual enterprises, these categories will be discussed in the following paragraphs. 

2.1 Security policy specification approaches
A major drawback of existing access control systems is that they have all been developed with a specific access control policy in mind. Recent developments in access control specification include languages and graphical approaches that are able to specify different access control policies in a single framework. 

Such a formal framework and a logic-based language, ASL (Authorization Specification Language) [JAJO97], was presented by Jajodia et al. [JAJO01]. ASL is a formal logic language for specifying access control policies by using stratified clause form logic. The major advantage of this approach is that it can be used to specify different access control policies that can all coexist in the same system and be enforced by the same security server. Authorizations are stated with cando rules. The following are examples of rules stated in ASL. The first rule states that members of the role Customer may read file1. The second rule states that subjects who are active in role Employee, but not in role Customer, may write to file2.

               cando(file1,  Customer,  +read)   (     .

                            cando(file2,  s,  +write)   (     in(s, Employee) & ¬ in(s, Customer)

A very different approach is LaSCO [HOAG98], a graphical approach for specifying security constraints on objects. Policies defined in LaSCO have the appearance of conditional statements used to express authorisations between objects in the system and are stated as policy graphs. A policy graph is an annotated directed graph where the annotations are domain and requirement predicates. This is more human-legible than logic-based languages. For example, the following policy graph indicates that a Customer needs to have his/her ID represented by the policy variable $UID included in ($UID ( ACL) the access control list of file1 in order to have access to it.  
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Ponder [DAMIA01] is a declarative and object-oriented 
 language for specifying security and management policies for distributed systems. The next example shows a subject of type Customer authorized to read file1 if the subject belongs in the access control list of file1, where r.ACL is the access control of file1. 

type 
        auth+ principle1 (subject <Customer>  s, target <file1> r)

{

action read if belongs(s, r.ACL) 

    { 

       result = enable; 

    }

}

There are many more policy specification approaches, and careful consideration should be given to the suitability of an approach to meet the access control requirements of an organization.

2.2 
Distributed security architectures

Architectures for deploying access control policies within distributed communities have been reported, such as Grid computing [GRID03], Shibboleth [SHIBB02] and OASIS [BACO02].

Grid computing has emerged as a new field in recent times. With Grid computing, virtual dynamic organizations can be created through secure, co-ordinated resource-sharing among individuals, institutions and resources. Open Grid Service Architecture (OGSA) defines the software architectural layer of Grid computing [OGSA03]. The aim of the OGSA security architecture is to facilitate the rapid development of interoperable Grid services by extending and leveraging the existing security technologies and assets of participating organizations [DAYK02]. Authentication is integrated across independent domains by the mapping of identities. Independent domains are allowed to maintain their own access control models and implementations. A community runs a community authorization service (CAS) [FOST01] to manage fine-grained access control policies.   

Strong emphasis on user privacy and control over information release is placed by Shibboleth, an Internet2 project [INTE03]. Shibboleth supports inter-institutional sharing of resources that are subject to access controls. In the federated administration, the resource provider relies on the origin site to provide attributes about a user that the provider can use in making an access control decision when the user attempts to use a resource. Each origin site has its own AA (Attribute Authority). The AA provides attributes about a user and also provides a means for users to specify exactly which of their allowable attributes get sent to each site they visit. 

The OASIS (Open Architecture for Secure Interworking Services) is a security architecture where credential-based authorization and decentralized domain-level role-based access control (RBAC) is featured [BACO02]. By associating privileges with roles, RBAC allows access control to be scalable to large numbers of principals and objects within a system. An encrypted-protected role membership certificate is returned to the user on successful role activation. This may be used as proof of authentication and may serve as a credential for activating other roles. As roles are defined within a service, no central administration is required. There is no explicit role hierarchy therefore privileges are not inherited. This simplifies integration across domains. 

2.3
Policy management architecture

Policy management will play an important role in the complete security architecture of virtual enterprises, created with Web services [DAMI02]. A generalized policy management architecture, suggested by the IETF (Internet Engineering Task Force) policy architecture draft [IETF00] is being used by commercial vendors as the basis of designing policy architectures. It includes a policy management service, a dedicated policy repository, at least one policy decision point (PDP) and at least one policy enforcement point (PEP). The PDP embodies the decision-making functionality of policy-based management. 

2.4         Security standards

The development and adoption of e-business standards will play an important role in the creation of virtual enterprises. OASIS (Organization for the Advancement Structured Information Sciences) [OASIS03] is an organization that is playing an important role in this process, with the development of standards such as SAML, XACML and others. 

SAML (Security Assertions Markup Language) [SAML03] was adopted on 5 November 2002 as an OASIS standard. Its goal is to provide a standard way to define user authentication, authorization, entitlements and session information via XML documents. SAML will allow business entities to make assertions regarding the identity, privileges and entitlements of one entity (principal) to other entities such as partner companies, other enterprise applications, and so on. These assertions are passed as XML documents. 

eXtensible Access Control Markup language (XACML) [XACML03] is an OASIS standard as of February 2003. It is an initiative to standardize representation of access control policies in a flexible, extensible XML format. It describes both a policy language and an access control decision request/response language. The policy language is used to describe general access control requirements and can be extended. Extensions can allow for policies written in ASL. The request/response language allows the formation of a query to ask whether or not a given action should be allowed and interprets the result. XACML is flexible enough to accommodate different access control policy needs and is extensible so that new requirements can be supported.

There are many other standards being developed, which make adoption and interoperation between standards more complex. 

3.
VIRTUAL ENTERPRISE ACCESS CONTROL REQUIREMENTS

Any organization is defined by its set of enacted policies and procedures and this is also true of virtual enterprises. Access control policies are high-level guidelines that define the rules and regulations to which all accesses made to virtual enterprise resources must adhere and should be addressed independently from access control mechanisms. Currently, strict access control is enforced within highly integrated environments. A unique challenge faced is the coupling of strict access control with dynamic collaboration, a key element of virtual enterprises. New approaches to security are therefore required, as Web services messages move across different security domains. This requires that security restrictions be sent along with messages, so that end points can properly control all actions. 

Access control decisions may be based on questions such as: 

· May user U exercise permission P within security domain D?

· Who may give user U permission to access object O in security domain D?  

Requirements need to be defined before access control policies are written. We propose seven such requirements. This list is not complete, but may form the basis of a virtual enterprise access control policy. These requirements will be defined in more detail in the next paragraphs.  

3.1     Federated identity management 

Authorization assumes that identity has been established. The existence of multiple authentication mechanisms within each participating security domain creates substantial interoperability problems. Federation of identity management can solve such problems. The capacity rather than the identity of a remote user should be determined and passed along between domains with attributes, or credentials, as shown in figure 1. In the case of anonymous transactions the identity may not even be required. Support should be provided for multiple methods such as PKI (Public Key Infrastructure) [RSAS03], SAML and Kerberos [KERB03].

Any solution for federating identity to achieve interoperability will be dependent on the trust models defined with the participating domains.   If the destination site trusts the source site to have performed proper authentication of the remote user, access to resources can be granted without re-authentication.  Consideration should be given to the lifespan of such a credential [DAYK02]. Within the destination domain, the credential could be associated with a role to grant access to protected resources at the destination site. 

The privacy of the end user should be protected, and the unique relationship that the end-user maintains with each independent organization should be maintained. Karjoth et al. [KARJ02] defined a privacy model for enterprises by extending the Flexible Authorization Framework of Jajodia et al. [JAJO01] with grantors and obligations. A privacy control language, which is an extension of ASL, allows administrators to write privacy rules. 











Figure 1: Authentication of a remote user from source to destination security domains

3.2 Independent security domains should be maintained

Providers and requestors of Web services are independent business entities that should have complete control over their resources. A virtual enterprise demands interoperation between such independent security domains. When access control rules, passed to a Web services provider by a requestor, are allowed to complement or influence access control decisions of the provider, this should not result in the loss of control over local independence. To allow interoperation, Web services providers should convey to requestors their expected access control requirements in order to invoke proper access control decisions. 


                                                                  





Figure 2: Existence of independent security domains 

3.3 Separation of policy from mechanism   

Web services are distributed and heterogeneous. Access control measures should span across all Web services that are part of a virtual enterprise, regardless of the platforms that those services are built on. As access control is typically found in applications, the complexity of interoperability is increased substantially. The separation of access control policies from mechanisms can allow policies to be enforced by more than one mechanism, at different end points. Access control rules from different authorities may then also be integrated with each other. 







Figure 3: Separation of policy from mechanism
Virtual enterprise access control should support independent declarative security policies that Web services providers at end points can enforce in order to securely control access to the service. This separation may also reduce the complexity of managing access control policies. In addition, policies can be made more flexible and scalable. A condition that such policies should meet is that they must be easily managed and reliable in operation to answer to the availability and performance requirements for virtual enterprises. 

This independence may be ideal, but difficult to achieve, as different mechanisms require different access control attributes. Current declarative security policies might therefore not be able to exist in isolation from mechanisms used in implementation, or may be limited to a specific access control model. 

The vehicle for this separation may be found in XML. XML provides a structured way to add context to data so it can be shared between or among different applications. As XML has enabled cross-application integration, it may prove to do the same for cross-domain security enforcement. XML can be used to structure authorization-related communication within virtual enterprises. Various XML-based standards have been proposed, such as SAML and XACML that may remove tight intersystem coupling and improve ease of implementation of security solutions.

3.4 Existing access control policies must be integrated

Access to resources of Web services providers can be restricted based on a unique access control policy. It would be unrealistic to expect independent security domains to apply the same access control policies. Secure interoperation of independent access control policies can only be achieved through their integration into the access control policy of the virtual enterprise. 

A single security model is basic to produce a consistent and complete specification and thus ensure proper access control. Existing computing systems generally enforce access control within a single access control model and its associated mechanism(s). In contrast, the virtual enterprise has more than one authority that supplies access control rules, which need to be enforced in a standard way. These rules originate from different security models. Current integration of rules would be custom-developed and application-specific. The lack of standardization could lead to improper access control to resources, or application-dependent security holes in the enforcement of access control for Web services. 

Currently, virtual enterprises follow an integrated, highly dependent approach, where integration of access control between Web services providers and requestors can be achieved by the mapping of role credentials. To facilitate this, there should be agreements for exchanging information and additional constraints between Web services requestors and providers to define which role/credential can use which Web services and to what extent. Stricter access control rules can be applied by enforcing them at the Web services requestor before the request is sent to the provider. Alternatively, rules can be sent with the request to be integrated with the local permissions assigned to the role that was activated at the Web service provider. This integration is not flexible and does not allow for dynamic composition of access control rules. A further complication in such integration could be that roles may not have the same meaning for both the Web services requestor and provider. 

Damiani et al. [DAMI01] have developed a fine-grained access control model for Web services. As SOAP requests are for Web services objects, exposed in XML format, requests can be seen as the objects of the authorization system. They have shown that the support of roles may be crucial in the open context in which Web services operate. Role information could be persisted in credentials, enabling integration between security domains. Role/group hierarchies are addressed in a priority policy. The authorization system either passes the request unaltered, rejects it completely, or passes it in a modified form.

3.5 Policy management

Policy-based management is becoming more important for managing distributed environments such as virtual enterprises. Work on the specification and deployment of policies is still scarce. 

XACML defines a common language for defining independent access control policies. The work on XACML includes an architecture for enforcing policies, which extends the IETF policy architecture. XACML is the language PEPs use to interact with PDPs. XACML can therefore allow integration of virtual enterprise access control policies, as it allows one policy to refer to another. For instance, a department-specific policy may refer to a company-wide policy as well as a virtual enterprise policy. Figure 4 illustrates the possible integration of access control between two independent security domains to allow for a higher level of integration.













Figure 4: Integration of existing access control policies

Domain 1 requests access to business functionality or resources at domain 2, on behalf of the remote user, who has been previously authenticated. A lightweight policy accompanies the request and indicates the capacity of the remote user and/or additional rules that should be applied. The request is passed to a PEP. This is a software component or system that oversees the execution of the authorized action within security domain 2 according to applicable security policies. Such a PEP can reside in a Web server, as shown, or also in the application server or other application. 

The PDP makes the authorization decision requested by the Web server. The PDP, or policy engine, is the heart of the authorization system. It applies the information received from the Web server to the policy or policies defined for the requested resource, transaction or component. Using the authorization rules expressed in those policies, the policy server determines whether the user should be allowed to invoke the requested component, execute the requested transaction or use the requested resources. 

3.6 The order of events must be controlled

Choreography of activities is important. Security policies need to make informed access control decisions, based on results of previous actions. Virtual enterprise participants invoke multiple Web services to communicate with their customers, partners and suppliers. The result of one Web service can influence the order in which other Web services are invoked, and successful completion of multiple Web services in a process must be co-ordinated. BPEL4WS (Business Process Execution Language for Web Services) [BPEL03] allows the joint co-ordination of internal and external Web services to accomplish business tasks. 

3.7 Trust influences access control  

The dynamic nature of virtual enterprises makes it important to establish trust relationships between Web services requestors and providers. Trust in documents exchanged must be addressed with the enforcement of document integrity and confidentiality. Trust between Web services requestors and providers will form the basis of all exchanges that may take place between them. Direct trust relationships may be established between two parties with mutual authentication. Such direct trust relationships are difficult to scale with groups of dynamic partners and are inflexible [FOST01]. 

The establishment of trust directly affects the granularity of access control. If a Web services provider has concerns about the trustworthiness of a Web services requestor, it may implement stricter access control over protected resources. As Web services enable dynamic interaction with new partners, a third-party trust relationship may be required to remove such a burden from a Web services requestor, provider or broker. As long as there is trust between entities and a third party, a scalable solution to trust is created, as trust is extended to all other participants in the relationship. An advantage is that a third party may immediately revoke the trust that it establishes with a Web services requestor, provider or broker if it is compromised, and may pass this decision through to all other participants in the trust relationship. Currently this level of trust has not yet been sufficiently addressed, as it is complex to establish trust between groups of business partners in virtual enterprises. An example of such a trusted third party may be found in virtual organizations (VOs), defined in Grid computing environments. This environment is highly integrated, with a central repository for access control information. A community authorization service (CAS), under control of the VO, is responsible for the management of all policies that govern access to the community’s resources and is trusted by all members of the community [FOST01]. Because of the trust that is established within the distributed community, integration between local access control policies can occur.  

Web services may not always expect a high level of trust with a requestor to grant access to resources. Some Web services may allow anonymous access to all resources that are made available. This is similar to users who freely browse public web pages. Alternatively, Web services may require the trusted identity of providers, but would allow public access to all available resources. If more protection is required, Web services providers could enforce fine-grained access control based on the trusted identity of specific users. Other security services such as audit of accesses and non-repudiation may be implemented.

4.
CONCLUSION

Web services are a promising technology that will increasingly help to integrate independent systems, provided by business partners participating in virtual enterprises. The challenges in realizing secure virtual enterprises are many and some may not be addressed in the near future. 

This paper has highlighted seven requirements that should be considered when access control policies of virtual enterprises are written. Requirements such as the establishment of dynamic trust relationships between partners and integration of access control policies may prove to address virtual enterprise security challenges such as dynamic collaboration. To address the complexity of the environment, virtual enterprises require a higher level of specification of access control and privacy rules. This can be done with logic-based specification languages such as ASL, perhaps in an extended form.
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