CREATING A SECURITY CONSCIOUS CULTURE THROUGH EFFECTIVE CORPORATE GOVERNANCE
Kerry-Lynn Thomsona and Rossouw von Solmsb
aPort Elizabeth Technikon, South Africa
bPort Elizabeth Technikon, South Africa
as9942984@student.petech.ac.za, Department of Information Technology, PE Technikon, Private Bag X6011, Port Elizabeth 6000
brossouw@petech.ac.za, Department of Information Technology, PE Technikon, Private Bag X6011, Port Elizabeth 6000
ABSTRACT

Information is a vital asset of any organisation and the safeguarding of this asset, through information security, is equally important.  This paper examines the relationship between corporate governance, information security and corporate culture and the fact that top management is responsible for cultivating a security conscious culture in their organisation and for providing quality information security.
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CREATING A SECURITY CONSCIOUS CULTURE THROUGH EFFECTIVE CORPORATE GOVERNANCE
1. INTRODUCTION

Since 1994, information technology has emerged as a key driving force for an organisation’s decisions and strategies (King Report, 2001, p 11).  Commercial organisations and governments rely heavily on information to conduct their daily activities.  For this reason, it is of extreme importance to protect these information resources.  Information security is that discipline concerned with the implementation and support of security and control measures to protect the confidentiality, integrity and availability of electronically stored information (British Standards Institute, 1993, p 1).  

Confidentiality of electronic assets is concerned with ensuring that information of a specific classification is not circulated to persons outside the category for which it is classified.  In other words, sensitive information must be prevented from being disclosed to unauthorised parties (Krige, 1999, p 8; Bruce & Dempsey, 1997, p 36).  Integrity of electronic assets is concerned with the quality and reliability of information, such that management can be assured that information on which decisions are based has not been modified dishonestly or otherwise.  Integrity means that an asset or information can only be modified by authorised parties or only in authorised ways (Krige, 1999, p 9; Bruce & Dempsey, 1997, p 37).  Availability of electronic assets is concerned with guaranteeing the availability of systems and data on a timely basis such that strategic and business decisions can be effected as rapidly as possible (Bruce & Dempsey, 1997, p 41). 

However, protection alone is not sufficient, because the security of the information needs to be managed and controlled properly.  Information is an organisational asset, and consequently the security thereof needs to be integrated into the organisation’s overall management plan (Lane, 1985, pp 2-3; Smith, 1989, p 193).  

Effective corporate governance strategies should be employed by senior management to create this overall management plan.  Corporate governance relates to the responsibilities of the Board of Directors and top management of a company.  Corporate governance states that an effective Board that can both lead and control the company should head all companies.  The Board has a collective responsibility to provide effective corporate governance (von Solms, 2001, p 505).  An additional definition of corporate governance is that it is the responsibility for corporate entities (Blackwell Publishers, 2000, online).  

It is inevitable that these organisations that should be managed through corporate governance develop a corporate culture.  The culture of an organisation operates at both a conscious and unconscious level and if management does not understand the culture in their organisation, it could prove to be fatal in today’s business world (Hagberg Consulting Group, 2002, online). 

The purpose of this paper is to investigate the accountability and responsibility of the senior management of an organisation with regard to information security and the role that senior management should play in cultivating a security conscious corporate culture.  This will help accentuate the relationship between information security, corporate governance and corporate culture.

2. CORPORATE GOVERNANCE   

Corporate governance in South Africa was formalised into business practices with the publication of the “King Report on Corporate Governance”.  This report has the aim of promoting the highest standard of corporate governance in South Africa (King Report, 2001, p 8).  First-rate corporate governance is extremely important to shareholders, as is demonstrated by a survey conducted by McKinsey & Co., released in June 2000.  McKinsey & Co., working with Institutional Investors Inc., found that more than 84% of the approximately 200 global institutional investors, showed a readiness to pay a premium for the shares of a well-governed company over one deemed poorly governed, but with an equivalent financial record.  Three-quarters of these investors specified that Board practices were at least as imperative as financial performance, when assessing companies for possible investment.  So by simply developing good governance practices, managers can potentially add considerable shareholder value (King Report, 2001, pp 14-15).  One of the ways to develop good governance practices in an organisation is to ensure that the four pillars of corporate governance are in place in that organisation.

2.1 Pillars of Corporate Governance

There are four central pillars of corporate governance, namely; accountability, responsibility, fairness and transparency (King Report, 2001, p 17), which are needed to ensure effective corporate governance.

Accountability means that those individuals or groups in a company who make decisions and take actions on specific issues are accountable for their decisions and actions.  Mechanisms must be in place to ensure accountability.  This provides investors with the means to question and evaluate the actions of the Board and its committees (King Report, 2001, p 14).    
Responsibility relates to the behaviour that allows corrective action to be taken and penalising mismanagement and misconduct.  Responsible management would, when required, put in place what it would take to set the organisation on the right path.  While the Board is answerable to the company, it must act responsively to and with responsibility towards all shareholders of the company (King Report, 2001, p 14).  
The difference between accountability and responsibility is that, one is liable to provide an account when one is accountable and one is liable to be called to account when one is responsible.  In corporate governance terms, one is accountable by law to the organisation if one is a director and one is responsible to the shareholders identified as relevant to the organisation (King Report, 2001, p 8).  Therefore, the pillars of accountability and responsibility are utilised to ensure that the Board of Directors is both accountable and responsible for their actions.

Fairness must be in practice to ensure balance in the organisation.    The rights of various groups have to be recognised and valued.  For example, minority shareholder interests must receive equal consideration to those of the dominant shareholders (King Report, 2001, p 14).  
Transparency is the ease with which an outsider is able to make significant assessment of a company’s actions, its economic fundamentals and the non-financial aspects relevant to that business.  This is a measure of how good management is at making necessary information available in an open, precise and timely manner – not only the audit data but also general reports and press releases (King Report, 2001, p 13).  These four pillars of corporate governance must be put into practice by those responsible for the well-being of an organisation.

2.2 Financial Assets of an Organisation
As part of good corporate governance, the financial assets of most organisations are well protected and strict controls are in place to protect these financial assets.  The King Report advocates the use of both internal and external auditing to control and protect the financial assets of an organisation (King Report, 2001, p 74).  

For years, through the corporate governance pillars of accountability and responsibility, a culture of financial discipline has been cultivated in organisations – nearly everyone knows how important the financial assets are to an organisation.  It is time for this culture to be extended to include information security and just as the financial state of an organisation is properly governed and protected, so should the informational state.

3. CORPORATE GOVERNANCE AND INFORMATION SECURITY
The problem with protecting information assets, in most cases, is that senior management still does not take responsibility for information security or information security is given low priority in the organisation.  Information security is not given the attention it deserves.  The following statistic highlights this fact.  According to Datamonitor’s eSecurity analyst, Ian Williams, more than 50% of businesses worldwide spend 5% or less of their IT budget on security (13 April 2002, online).  

The lack of attention given to information security is also stressed with a comment from KPMG in their Global Information Security Survey – “Without Board level commitment and drive, security will always be seen as a technology issue and not given the necessary resources and attention to ensure that risks are effectively minimised” (CD-ROM, 2002).

The solution to the lack of information security in organisations is not simply more expenditure.  Throwing money at the information security problem will not help.  Instead, it revolves around making use of the correct expertise to make stable commercial decisions about which investments to make in security, and which risks to allow or insure (PriceWaterhouseCoopers, 2002, p 3).

3.1 Information Security Policy

Michael Cangemi, President of Etienne Aigner Group Inc., has the following to say about the level of consideration that must be given to information security.  Cangemi says that, “In today's economy, and with reliance on IT for competitive advantage, we simply cannot afford to apply to our IT anything less than the level of commitment we apply to overall governance” (14 July 2002, online).  This would signify that, just as policies are created for other areas of management in organisations, policies should also be created for information security.  One of the controls that is considered a common best practice, in terms of information security, is a corporate information security policy document (BS 7799-1, 1999, p 4).  
Quality information security begins and ends with these quality corporate policies (Whitman & Mattord, 2003, p 194).  The level of information security that the Board of an organisation is willing to recommend and implement, and the level of information security that is acceptable to the shareholders should be combined and result in the corporate information security policy (King Report, 2001, p 96).  

Information security policies are required to ensure that important data, business plans and other confidential information are protected from theft or unauthorised disclosure. If employees of any organisation are not aware of these policies, they will not know what is expected of them when they handle such confidential information (Zylt, 2001, online).  This could prove disastrous to an organisation

The relationship between the Board of Directors and other parties, with regard to information security, should be influenced by the information security policy.  By applying the pillars of corporate governance, the Board is accountable to a court of law and responsible to the shareholders of the organisation through the information security policy.  The information security policy should be based on the agreed corporate security objectives and strategy and is there to provide management direction and support for information security (British Standards Institute, 1993, p 17).  

In general, a policy is a plan or course of action intended to influence and determine decisions, actions and other issues.  Policies specify acceptable and unacceptable behaviour.  Policies are, therefore, organisational laws, in that they dictate acceptable and unacceptable behaviour within the context of corporate culture (Whitman & Mattord, 2003, p 194).

4. CORPORATE CULTURE

It is inevitable that organisations develop a corporate culture.  The culture of an organisation operates at both a conscious and unconscious level and if management does not understand the culture in their organisation, it could prove to be fatal in today’s business world (Hagberg Consulting Group, 2002, online). 

Corporate culture is generally defined as values that are shared by everyone in an organisation, including fundamental beliefs, principles and practices (Beveridge, 1997, online).  Culture is the sum total of all the shared, taken-for-granted assumptions that a group has learned throughout history.  It is the residue of success.  Cultural assumptions involve the internal workings of an organisation as well as how an organisation views itself in relation to its various environments (Schein, 1999, p 29).  Culture is shared, and because it lies at the heart of what employees do and think, the organisation’s culture provides these employees with a common belief that binds them together as a group (Sathe, 1983, pp. 6-7).


One of the problems when trying to understand culture is to oversimplify this complex discipline.  It is very simple to say that culture “is the way things are done around here”, but a far better way of thinking is to realise that culture exists at several levels.  These levels range from the very visible to the tacit and invisible.  Furthermore, it is imperative that these levels are managed and understood (Schein, 1999, p 15). 

4.1 Levels of Corporate Culture
Edgar H. Schein has conducted extensive research concerning corporate culture and the behaviour of people in organisations.  Schein says that, “A better way to think of culture is to realise that it exists at several ‘levels’, and that we must understand and manage the deeper levels” (Schein, 1999, p 15).

The first and easiest level to observe in an organisation is that of artifacts.  Some of the most visible expressions of culture are these artifacts (Hagberg Consulting Group, 2002, online).  Artifacts can be described as what an individual can see, hear and feel as they observe an organisation (Schein, 1999, p 15).  Examples of artifacts could range from the architecture and décor of the organisation to how people behave towards each other and customers (Schein, 1999, p 16).  

The second level of culture is the espoused values of an organisation.  These are the values expressed and published in an organisation’s policies and are those values that an organisation is promoting.  Examples of espoused values are teamwork and good communication (Schein, 1999, p 17).

There could be obvious inconsistencies between some of the espoused values and the visible behaviour of an organisation as seen at the artifacts level.  What these inconsistencies indicate is that a deeper level of thought and perception is driving the obvious behaviour (Schein, 1999, p 18).  What an organisation strives to do and the values it hopes to endorse may be different from the values, beliefs, and norms expressed in the actual practices and behaviour of the organisation (Hagberg Consulting Group, 2002, online).  The deeper level may or may not be consistent with the values and principles that are espoused by the organisation.  To truly understand the culture of an organisation one must understand what is happening at the deeper level (Schein, 1999, pp. 18-19).

This deeper level is called the shared tacit assumptions level.  The core of corporate culture is mutually learned values, beliefs and assumptions that have become taken for granted as the organisation continues to be successful (Schein, 1999, p 20).  They become tacit assumptions about the nature of the organisation’s environment and how to succeed in it.  Examples of shared tacit assumptions are unique to a particular organisation, but generally are decisions and actions that are second-nature to an employee (Schein, 1999, p 19).

Therefore, the decision and actions of employees are determined through the three levels of corporate culture.  And these three levels emphasise that culture is extremely stable, as it represents the accumulated learning of a group (Schein, 1999, p 21).  

5. RELATIONSHIPS BETWEEN INFORMATION SECURITY, CORPORATE GOVERNANCE AND CORPORATE CULTURE

The three fields, namely; information security, corporate governance and corporate culture, have been investigated and now the relationships between these fields will be investigated.  Figure 1 represents the interaction between the three fields.

The relationship between information security and corporate governance is represented by A in the diagram.  This relationship is described by the following quote - “The information possessed by an organisation is among its most valuable assets and is critical to its success. The Board of Directors, which is ultimately accountable for the organisation's success, is therefore responsible for the protection of its information. The protection of this information can be achieved only through effective management and assured only through effective board oversight” (A Call to Action for Corporate Governance, March 2000, online).  The information that exists in an organisation is owned by the organisation as a whole, not the IT manager.  It is, therefore, senior management that is required to guide the organisation’s approach to protecting their information (Deloitte & Touche, 2002, online).  Therefore, the Board should ensure that the necessary measures are in place to enforce information security in their organisation. 

Figure 1. The relationships between information security, corporate governance and corporate culture
The relationship between information security and corporate culture is represented by B in the diagram.  One of the major problems with protecting information is the behavioural aspect of information security.  The majority of employees in organisations show apathy towards the protection of information, and consequently do not behave in a way that would provide adequate protection of information (Msomi, 1999, online).  Corporate culture determines the behaviour of people in an organisation and should, therefore, be used to influence the behaviour of people with regard to information security.  A comprehensive information security policy should assist in cultivating a corporate culture that takes advantage of the benefits of information security (Gordon and Glickson, 1997, online). 

The relationship between corporate governance and corporate culture is represented by C in the diagram.  It is crucial for the management of an organisation to understand and manage the culture in their organisation, because, as Schein says “if you do not manage culture, it will manage you” (Schein, 1999, p 185).  The policies created by senior management should alter the behaviour of the people in an organisation and should, therefore, start to influence the corporate culture in that organisation.  Therefore, as information security is a direct management concern, the information security policy should guide employees to function in a style that adds to the security of informational assets (Whitman & Mattord, 2003, p 194).

The relationship represented by D is the relationship between the three fields of information security, corporate governance and corporate culture.  The ultimate goal for this relationship is to cultivate a corporate culture that satisfies the information security requirements set out by senior management.  The senior management of organisations is inclined to view information security as a technical problem that should be confined to the IT department.  However, to be effective information security needs to become part of the way employees conduct their daily tasks (Deloitte & Touche, 2002, online).  This would indicate that information security should become an intricate part of the corporate culture of the organisation, as it is the culture that determines how employees conduct their daily tasks (Beach, 1993, p 11).
6. CONCLUSION

Information security is a direct management concern and management should create information security policies to emphasise the importance of this field.  These policies should aim to eventually influence the behaviour of people in an organisation and in that way mould the corporate culture of the organisation to one that is information security conscious.
The actual methodology that could be used to create this information security corporate culture still needs to be further researched.  Factors, such as the influence of management, the information security policy and an information security awareness program all could play a role - but to what extent?  And what other factors could contribute to the cultivation of an information security corporate culture that would be consistent with senior management’s wishes?  
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