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ABSTRACT


Organisations have waited in earnest for computer legislation to be passed so as to assist them in the development of a complete information security policy. However, whilst they have awaited this, ethical codes of conduct have been established to act as a guideline of expected behaviour for organisations and their employees.  These ethical codes of conduct have unfortunately been developed for the IT industry in general, none of which focus on information security.  Therefore the purpose of this article is to critically assess each of these ethical codes of conduct according to predefined ethical information security controls.  These ethical information security controls have been identified and defined as privacy of information, property of information and an obligation for organisations and their members to act ethically.     Finally an assessment is made as to the creation of a unified ethical code of conduct for organisations that adheres to the ethical information security controls. 
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ETHICAL CODES OF CONDUCT IN THE INFORMATION SECURITY REALM 

1. INTRODUCTION   

Computer related legislation has continued to evolve over the last decade. Whilst organizations awaited a unified system for legislation, several ethical codes of conduct evolved to fill this gap. It stands to reason then that these ethical codes of conduct should adhere to the ethical information security controls. These ethical information security controls in question have been identified as privacy of information, property of information and an obligation of members, managers, clients, affiliates and other trading partners to work within and adhere to the creation of an ethical information security awareness within an organisation. So much so that these ethical codes of conduct should adhere to the ethical information security controls of privacy, property and obligation whilst still keeping in line with legislation and suggested baseline information security standards during the implementation of security policies.

The purpose of this article is to critically assess various ethical codes of conduct and the extent to which they are thorough enough to be implemented by organizations to prove ethical compliance. They can be used as a starting point for implementing ethical controls in the organisation. However it must be noted that these codes of conduct are only recommended and not enforced as legislation.  Therefore they can be used to direct organisations in the best possible manner for implementing ethical controls where no legislation exists. The ethical codes of conduct have not been specifically developed for information security purposes, so they need to be adapted to conform to the ethical controls of privacy, property and obligation. In so doing, a comprehensive approach to the creation of an ethical information security awareness can be established. Ultimately this assessment will assist managers in the effective implementation of information security policies.

This article assesses the ethical codes of conduct in terms of the three ethical information security controls of privacy, property and obligation. Following this a general overview will be given of their lack of consideration for the ethical information security controls. Finally a unified code for ethical information security will be discussed. 

2. ETHICAL CODES OF CONDUCT DEFINED   

It is first necessary to clarify the distinction between a code of conduct and a standard. Ethical standards provide recognised agreements containing the exact norms that must be followed consistently as rules of convention, guidelines or definitions of characteristics to ensure that any product, process or service is fit for their intended purposes [OPPL 96] [ELOF 99]

Ethical codes of conduct usually provide guidance on responsible professional behaviour, competence in execution of duties, adherence to moral and legal standards, interest in the welfare of the customer and the development and maintenance of professional knowledge. [ELOF 96]

Therefore a standard is used by organisations to enforce rules that have to be followed, whereas a code of conduct is used by organisations to illustrate behaviour that should be followed. Other terms that must be defined for the purposes of this paper include:

· Privacy of information, which is the right an individual or an organisation has to be protected against physical and/or psychological invasion and/or against the misuse or abuse of something legally owned by that individual/organisation, such as information pertaining to that individual. 

·  Property of information, which is the right that an organisation has to control all usage of information that they have created, as well as any enhancements and modifications to that information.
· Obligation is defined the creation of a commitment on behalf of organizations, trading affiliates and individuals to behave ethically and responsibly.   
In understanding the distinction between a standard and a code of conduct, as well as the ethical information security controls, a brief synopsis of each ethical code of conduct can be given. 

3. OVERVIEW OF ETHICAL CODES OF CONDUCT 
Effy OZ created an evaluation framework in 1992 that critically assesses ethical codes of conduct.  This framework has been enhanced for the purposes of this study, so that they can be assessed according to their compliance to the information security ethical controls. [PEAR 97] The ethical codes of conduct have been assessed according to their guidelines given for ethical behaviour towards the well being of society, the organisation and the customer. A brief synopsis of the most common codes of conduct is given below. It must be noted though that each of these codes of conduct have been discussed in terms of their relation to the establishment of ethics with in information security.
3.1 DPMA

The Data Processing Management Association (DPMA) is an organisation that is dedicated to the development of the information systems professional. [DPMA 00] [FORC 95] [EFFY 92] This code of conduct prescribes recommended behaviour for the members with regard to their responsibility to the general well being of society and to serve the best interest of the employer/organisation. This code neglects to mention the need for ethically acceptable behaviour towards the customer. For example, in one instance it fails to recognise that the revealing of private information may not harm society or the organisation per se, but it will definitely impact on the well being of the customer. Therefore the DPMA should set out to protect the privacy of its employees, the government and the public as a whole. This also impacts on obligation in that it forces members to be responsible for their individual actions that may affect the organisation and their customers.
3.2 ACM/IEEE
The Association for Computing Machinery (ACM) was established before the DPMA in the late 1940s [GOTT 00]. The aims of this Association are “to advance the sciences and arts of information processing, to promote the free interchange of information among specialists and the public, and to develop and maintain the integrity and competence of individuals in the field” [EFFY 92] [GOTT 00] [FORC 94]. The ACM has perhaps given the most comprehensive guidelines to members on expected ethical behaviour. It aptly discusses the expected roles of the information systems professional with regard to society and the organisations and in so doing allows for obligation rights. It also includes the expected behaviour towards an organisation's customers and this includes protecting their privacy as well as that of the employer.
3.3  P3P

The Platform for Privacy Preferences (P3P) has been developed by the W3 organisation [CRAN 00] as part of a working group for the implementation of a standard for privacy protection. Web sites can be guided on what information should be disclosed and what should be protected. P3P is pertinent to information security in that it should be used as a starting point for all organisations planning an e-commerce web site. This standard has not yet been formally approved by the ISO as a registered standard. Consequently, it is recommended that it be used as a guideline in the interim until such time as the ISO finalises its approval. The P3P code of conduct provides for the protection of privacy of information as its primary focus.

3.4  CEI

Computer Ethics Institute (CEI) is a coalition that was founded in 1985 to provide “resource for identifying, assessing and responding to ethical issues associated with the advancement of information technologies in society.” [BROO 92] These recommended commandments are clearly described and have been adopted by numerous organisations in the development of ethical behaviour. This code focuses mainly on obligation rights and is perhaps the most suitable code of conduct for illustrating responsibilities to be enforced by an organisation [BROO 92]. Given its worldwide acceptance, it has proven to be a foundation for all organisations primarily due to its unique synthesis of industry, academic and public interests.

3.5 OECD

The Information, Computer and Communications Policy (ICCP) Committee established a panel of experts in the mid-1990s to prepare a guideline for the security of information systems. Principally this ethical code of conduct is one of the first to address raising an awareness of information security. Thus an awareness of risks and the necessary controls needed to provide trust in a working relationship are established. In creating this awareness, the code of conduct has been able to allow for a secure and ethical approach to protecting privacy and property of information. It is achieved by “acknowledging that customers are entrusting personal information with the organisation”. This is just one citation of this privacy and property rights protection. 

3.6 CAUCE

The Coalition Against Unsolicited Commercial Email (CAUCE) was founded in 1997 as a non-profit organisation. As long as organisations can profit from the creation of junk e-mail, it will be a problem for Internet service providers and users [CAUC 00] [CONN 00] This coalition has been included here because it provides the first guideline for organisations that are outside the borders of the United States of America. It is therefore a good starting point for creating an awareness of unsolicited e-mail and the infringement of property rights for Internet users.  It is by far the most suitable standard for protecting property rights, as it focuses exclusively on these rights.  

3.7 COPPA

The Children’s Online Privacy Protection Act (COPPA) was drafted in the United States of America and became effective in mid-2000 [COPP 00] This legislation deals with the protection of the privacy of children and their property rights from harassment from a global perspective. It includes a section on the incorporation of member countries that adhere to COPPA. It clearly defines what information is deemed private and what steps must be taken to obtain consent for parents before information can be collected from children.
4. CATEGORIZATION OF ETHICAL CODES OF CONDUCT FOR INFORMATION SECURITY   

The motive for multiple ethical codes of conduct stems from the fact that information technology and especially information security is a relatively new field. It is clear that there are only slight differences between each of the objectives. The important fact is that each recommendation seeks the public’s consent and approval [EFFY 92]. Each ethical code of conduct is illustrated in the figure below according to its adherence to the three ethical controls for information security.


Figure 1 Categorisation of ethical codes of conduct

Based on the categorisation illustrated above, it is necessary to highlight where each code of conduct is incomplete.

4.1 DPMA

This code of conduct combines the concepts of privacy of information and obligation well. It considers the obligation to the public and employees as most important.  However, it does not consider an obligation to its customers as being more important than that to the employer. This is detrimental to society because of the threat of the unethical creation of software that may benefit an organisation to the detriment of the customer [EFFY 92] [DPMA 00]. Another area of concern is the obligation of the information systems professional to protect “my country” first and foremost.  This could be to the detriment of the organisation if there are employees working at different geographical locations. What about duties carried out in other countries? To whom is the primary obligation then? Finally, there is no mention of the creation of intellectual property and therefore the protection of this information against further dissemination. However, the DPMA does treat the protection of privacy of information as an obligation. The main concern here is that, according to the code of conduct, a member may withhold information that is of public concern! [EFFY 92] [DPMA 00] There is also very little difference in the way in which the members should treat the customers and their employer. Surely the approach to employers should be different from that to customers? A distinction should be made regarding the obligations to the organisation versus the obligations to the customer, i.e. the interests of the organisation should be protected over those of the customer [GOTT 00].
4.2 ACM/IEEE

The ACM/IEEE code of conduct protects the public interest above that of the organisation and hence recognises the organisation's needs in accordance with that of public interest. This is pertinent in that it will assist the organisation in creating the pillar of strength. By assuring customers that their information is protected as the primary concern, the organisation will gain a competitive edge through increased trust. However, the ACM/IEEE has combined the employer’s interest with that of the customer. The customer has different ethical information security needs from those of the organisation [GOTT 00] [JOHN 97] [EFFY 92]. These needs include privacy of confidential information. As was mentioned in chapter 4, the customer’s privacy needs differ from those of the organisation, e.g. a customer's e-mail address needs to be secured against unwarranted disclosure to marketing firms to help prevent spam from being sent to the customer. This has no direct impact on the organisation. It might not receive reimbursement for selling this marketing information to other organisations, but it certainly harasses the customer. It is therefore necessary to point out this flaw in the code of conduct. The code should highlight the need to protect the customer by implementing the information security ethical controls of privacy and property separately from the controls affecting the organisation. The ACM code thoroughly details each member’s obligation to their fellow peers, the public and legal bodies. However, this code neglects the information security ethical control of property. If intellectual information is not legally copyright protected, this indicates a lack of acknowledgement of the need to secure this information. This will hinder the creation of a sound pillar of strength. Therefore infosec managers must be made aware of this flaw [GOTT 00]. Finally, the ACM/IEEE code of conduct does not consider the cost of violating this code [EFFY 92]. An organisation should have some form of recourse if an employee alleges to be a member and directly defies any of the suggested guidelines. In these instances the member should be expelled immediately. Knowing that it has recourse will assist the organisation in the thorough control of ISM.

4.3 CEI

This Institute has 10 commandments that deal primarily with obligations to society, the organisation and fellow members.  This code of conduct fits in well with the information security ethical control of obligation. However, the main area of concern regarding this code of conduct is that it totally ignores the organisation’s obligations to its customers! [BROO 92] Not only that, but it defies the information security ethical controls of privacy and property to such an extent that it fails to incorporate recent legislation regarding the copying of information. This code should promise to protect its own property rights as well as those of the customers. It should have power over securing its own private information as well as that of customers. Neglecting these information security ethical controls will hinder the management of information security.
4.4 OECD

This code is well defined for the protection of privacy and property rights and can therefore be categorised as fulfilling the information security ethical controls of property and privacy. The downfall of this code of conduct is that the implementation of infosec management is made so much more difficult because the guidelines are unclear with regard to obligation. It specifies that the members should be accountable for their actions; however, obligation is more than merely being accountable. Not only should members be accountable for actions, but they should be obligated to perform in an ethical manner that is consistent with public interest. They should honour contractual obligations at all times. They should be obligated to avoid conflicts of interest with customers. The foundation of this code stems from the need to create a trust relationship with customers. This would surely then imply an obligation to society and customers, but this has not been elucidated sufficiently in the code. It should state that members have an obligation to protect the profession, which will create a greater degree of trust in the public’s eyes [EFFY 92].

4.5 COPPA

This legislation will hopefully pave the way for further global legislation to protect the privacy and property of children up to the age of 13 [COPP 02]. This would make organisations legally obligated to uphold children’s ethical information security rights.  In so doing, the pillar of strength will be maintained and enable a thorough control of infosec management. Unfortunately, there is as yet no uniform global legislation in this area. This legislation fails to consider the full implication of “safe harbour” zones. It is extremely difficult to impose legislation when children are free to search the Internet, yet all organisations are expected to behave within the legal framework. At present it is the obligation of parents to monitor the children's Internet usage. Organisations should be aware of this legislation and even if they are in a safe harbour zone, they should still implement the ethical information security controls. Internet content may be harmful to children between the ages of 13 and 16, if not up to 18 years of age. There is no legislation protecting these teenagers.  Therefore a unified code is needed to protect the property and privacy rights of these individuals.  No such unified code does this as yet and the implementation of infosec management may be hindered if an awareness is not created of implementing the information security controls over and above the adoption of this Act. 
4.6 P3P

P3P is perhaps the only standard that is being developed to control the privacy of information.  Although it does not protect intellectual property or obligation rights, it is fairly consistent with information security privacy expectations.  A few flaws have been identified in this proposed standard though. Browsers and servers are enabled to communicate and negotiate a privacy solution. The flaw here is that individuals may have to lower their expectations in order for them to match the marketplace [CONN 00]. This standard may also lead to an increase in data disclosure. Information that the customer previously did not disclose at all may not be disclosed if the organisation promises to keep it protected. Finally, this standard has not as yet been implemented as a baseline level for comparison of acceptable privacy policies. This standard must be internationally accepted as a baseline standard for acceptable conduct before it will be viable for e-business.

4.7 CAUCE

CAUCE has managed to protect property obligations with specific reference to unwanted spam [CAUC 00]. It tends to neglect other areas of information security property, such as brand theft, massive electronic surveillance and piracy. It also neglects other ethical information security issues of privacy and obligation. If organisations implement this control, they should also be aware of the need to implement other property and privacy controls. Neither is it enough to merely enforce property rights related to spamming, but is a good starting point for organisations.
5. A UNIFIED ETHICAL CODE FOR INFORMATION SECURITY

It stands to reason then that there is a great need for a unified and consistent approach to ethics. A unified code of ethics will help to alleviate any areas that are lacking in current codes of conduct [EFFY 92]. One flaw that is evident in all of these codes is the lack of uniform priorities. Each code of conduct focuses on a specific area and in some cases areas are not clearly defined. Codes such as the ACM/IEEE conflicts with the DPMA code in that the ACM has an obligation to its customers and organisations over and above that to its country.  What does a member do if he or she belongs to both societies? It is also difficult in some instances to honour the organisation over and above that of the public. In many instances the member should be obligated to protect the general public and therefore customer interests before those of the organisation. However, this should not be to the detriment of the organisation. For instance, a member should not be able to divulge confidential information about the organisation to customers. The following table summarises the ethical issues that should be addressed in the creation of an ethical code of conduct for information security:

	Society
	S1  Professionals to uphold their nation and honour the chosen way of life of their fellow
      citizens 

S2  Protect privacy and confidentiality of information as a personal responsibility and as a 
      member of the association

S3  Inform public of expertise and knowledge of relevant information processing

S4  Ensure products of own work are used in socially responsible way and in so doing 
      avoid harm to others

S5  Never misrepresent or withhold information of public concern

S6  Never use confidential knowledge without prior consent

S7  Give credit for intellectual property

S8  Access computing resources only when authorised to do so

S9  Respect the privacy of others 

S10 Know and respect existing laws pertaining to professional work

S11 Improve public understanding of computing and its consequences

S12 Protect society by assisting them in defining privacy requirements to suit their  
       individual needs  

S13 Encourage openness and trust in e-commerce among visitors to web sites 

	Organisation
	O1  For the sake of the organisation keep up to date with recent technology and  
       knowledge

O2  Do not use the organisation's resources for personal gain or exploit the system 
      weaknesses for personal gain

O3  Advise the employer wisely and honestly and guard their interests to the best of your 
      ability  

O4  Help to educate fellow peers in ethical responsibility

O5  Respect confidentiality of the organisation at all times 

O6  Give comprehensive and thorough evaluations of computer systems and their impacts 
       with special emphasis on risks

O7  Negotiate with the customers through their browser to automatically adhere to the 
       customers’ privacy needs
O8  Clearly define a baseline snapshot of the web site’s  

       privacy policy 

O9  Acknowledge that customers are entrusting an organisation with personal information 
       when entering into business with it

O10 Assist organisations with guidance on legislative issues which are clearly a  
       governing factor in behavioural control

O11 Do not collect personal information (full name, physical address, e-mail address, 
       telephone number, identification number), any physical or online contact whatsoever, 
       information concerning the child or parents that the web site collects from the child 

	Customers
	C1  Protect the customer whilst still protecting the organisation's best interests 

C2  Respect confidentiality of the customer

C3  Give comprehensive and thorough evaluations of computer systems and their impacts 
       with special emphasis on risks to customers

C4  Honour all contracts and agreements, both verbal and written, with the customer 

C5  Web browsers can automatically retrieve P3P privacy policies and compare them to 
       the users’ privacy preferences as a starting point for communication 
C6  Help potential customers to their site to make informed choices, which will enable a 
       trusting relationship

C7  Try to control undue costs to customers from unsolicited spam

C8  Finally and most importantly, protect all children under the age of 13 from unlawful 
       collection of personal information


Table1  Unified ethical code of conduct for information security 

This table can be summarised with each guideline fulfilling the requirements of the three ethical information security controls.  This has been illustrated below, with the relevant reference numbers giving an abbreviated indication of each guideline.

Figure 2 Summary of the unified ethical code of conduct

As is the case with ethical codes of conduct, trial and error will be the main driving force behind the adoption of this unified code. It is vital that new ethical codes of conduct be created and globally accepted so that a unified system of trust can be established to benefit organisations, employees and the general public. This will form a strong basis for the implementation of guidelines and controls to guide organisations and educate the public.

6. CONCLUSION

Craig Smith London School of Business “Our values are our starting point, but managers want a code of conduct provided by their organization.”  Ethical codes of conduct have to be explicitly communicated within organizations.  As there is still no code of conduct for information security, organizations must adapt each code that they adopt to suit their individual requirements.  In so doing, organizations must be aware of the flaws in each ethical code of conduct that has been described here.  This will enable organizations to focus their attention on the idea of ethical management of information security, and easily identify areas where ethical conflict may occur.  
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