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It is a well-known fact that the information security policy is one of the most important controls needed within an organisation to manage the implementation and ensure the effectiveness of information security.  The information security policy is essentially the direction-giving document in an organisation and defines the broad boundaries of information security.  Furthermore, it indicates management’s commitment to, and support for, information security in an organisation and defines the role it has to play in reaching and supporting the organisation’s vision and mission.

Unfortunately, a common problem with most information security policies is that they fail to impact the users “on the ground”.  Documenting an information security policy that reflects the organisation’s vision and mission and at the same time entrenching the policy in the organisation so that it becomes a normal and acceptable part of day-to-day operations is difficult at best.  Quite often, users are ignorant of the policy’s existence; users do not fully understand the document; it is too long or too technical; users do not see the relationship between the policy and their daily tasks and see it as a nuisance.  In other words, the information security policy appears totally ineffective and is not achieving its aim of explaining the need and concepts of information security to the users.

A well-planned information security policy, supported by a multitude of activities and processes goes a long way towards becoming an effective information security policy.  It is important to pay particular attention to the styling, presentation and dissemination of the policy to ensure that it becomes a document with which the users can identify.  The information security policy must become a document from which the users can clearly see what is expected from them in terms of handling information resources.  The effectiveness of the policy does not so much rely on the right content, but rather the way in which the content is addressed in the document and communicated to the users.

