
ISSA 2003 Presentation

Presenter:

Les Stevens

Risk and Security Practice Leader

META Group South Africa

Topic:

IT Risk Management

Purpose:

1. Introduce IT risk management, using the the Australian standard AS/NZS 4360:1999 as a model, by presenting the major components of the risk managing process including:

a. identification, analysis, evaluatation and treatment of risks;

b. the role of monitoring and review to ensure effectiveness of the process and risk treatment;

c. the need for communication and consultation to ensure completeness, accuracy and validity during each step of the process.

2. Present information security management, disaster recovery planning, business continuity management and IT governance and control within the risk management framework referencing various models including ISO/IEC 17799, Cobit, and BCM from Standards Australia and CCTA to establish that formal risk management is required to achieve the objectives of each of these disciplines. 

3. Different risk management methods including CRAMM, FRAP, Octave and FIRM are briefly presented. 

4. A case for a holistic approach to risk management is made and IT risk management is presented as a necessary and essential discipline to formally identify and mitigate IT risks.

The case for IT risk management:

IT Risk Management is the management of uncertainty so as to provide the organisation with assurance that:

· the possibility of a threat occurring is reduced or minimised, and

· the impact, direct and consequential, is reduced or minimised.

To provide this assurance, threats must be identified and their impact on the organisation evaluated so that appropriate control measures can be effected to reduce the possibility or frequency of a threat occurring and to reduce or minimise the impact on the business.

Information is a key business resource which, in order to be of value, must be relevant and pertinent to the business process and delivered in a timely, consistent and usable manner; it must be complete and accurate and provided through the optimal use of resources, and if sensitive it must have its confidentiality preserved. Information is the result of the combined application of data, application systems, technology, facilities and people. 

IT Risk Management ensures that the threats to these resources are identified and controlled so that the requirements for information are met.

In order to be truly effective IT Risk Management must be a continuing improvement process with a monitoring and review component to ensure that the most suitable and cost effective control measures are implemented and to ensure that control policies and procedures are complied with. Effective communication and colsultation is important to ensure that those responsible for implementing risk management, and those with a vested interest understand the basis on which decisions are made and why particular actions are required.


















































































































































