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Abstract

The most robustly designed security systems are of little use if the systems they are intended to protect incur unscheduled outages.  Even if the systems they are designed to protect remain available, the protection fails if the security systems themselves incur outages.  This session presents real life experiences on how to minimize these types of outages by applying seven critical characteristics of a well-managed and consistently stable environment, referred to as the Seven Rs of High Availability.

The first of these characteristics is redundancy.  Manufacturers have strived for years to design this attribute into their products in the form of redundant power supplies, multiple processors, segmented memory, and redundant disks.  This can also refer to entire server systems running in a hot standby mode.  Infrastructure analysts can take a similar approach by configuring disk and tape controllers, and servers with dual paths, splitting network loads over dual lines, and providing alternate control consoles—in short, eliminate as much as possible any single points of failure that could disrupt service availability. 

The next three characteristics—reputation, reliability, and repairability—are closely related.  Reputation refers to the track record of key suppliers.  Reliability pertains to the dependability of the components and the coding that go into their products.  Repairability is a measure of how quickly and easily suppliers can fix or replace failing parts.  

Recoverability is the next attribute discussed, and refers to the ability to overcome a momentary failure in such a way that there is no impact on end-user availability.  It could be as small as a portion of main memory recovering from a single-bit memory error and as large as having an entire server system switch over to its standby system with no loss of data or transactions.  Robust security systems permit technicians to specify  the degree of recoverability allowed for such issues as password re-tries, logon attempts, and types of filtering for the Internet.

Responsiveness describes the sense of urgency all people involved with high availability need to exhibit.  The final characteristic discussed is robustness, which describes the overall design of the availability process, and the security systems employed to protect high availability applications.  Anyone interested in learning how high availability can be achieved, with numerous examples from industry, should find this session informative and worthwhile.     

