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This paper address the information security service of identification and authentication in an electronic commerce environment.

The inherent risks (pros and cons) involved in using the symmetric or private key approach, the asymmetric or public key approach and the biometric approach are discussed.

A system is then propsed which eliminates the identified risks by using the biometric approach.
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A NEW APPROACH TO USE BIOMETRICS IN ELECTRONIC COMMERCE

1. INTRODUCTION

Various algorithms and methodologies have been used, and are currently used to make the ‘data transaction environment’ as secure as possible. These algorithms span from Symmetric or Private Key encryption to public key encryption to the proposed biometric algorithm for secure transactions.

The security of each of these algorithms, solely rely on the fact that the person is adequately identified and authenticated.

2. SYMMETRIC ENCRYPTION

Symmetric encryption is an environment where the sender and receiver use the same secret key for encryption and decryption. This is also the oldest form of encryption in the data environment.

2.1 Common environment
Symmetric encryption is used in most forms of encryption. Symmetric encryption also plays a very important role within the PKI environment due to its simplicity and efficiency.
[image: image1]Figure 1. Sending a message using the Symmetric Key Process.

2.2 Disadvantages of symmetric encryption

Due to the fact that the same key is used for encryption and decryption there is also a problem of key dissemination, and the fact that in the key could be compromised in the process of informing the receiver of the secret key to be used.  

A more common problem of symmetric encryption is the fact that the password is transmitted over a network, which in most cases the network is public domain, hence there is a possibility that the password could be sniffed and then replayed.

The replaying of passwords is a major risk, due to the fact that the secret key can then be used to conduct transactions under the original owners profile, until the password is changed.

Most of these disadvantages can be mitigated with the right security environment where the awareness of the dangers and solution to these problems are enforced in the environment where the keys will be used for communication.

The one disadvantage of symmetric encryption that can not be mitigated in the symmetric environment, is that symmetric encryption does not link the password to the user, hence this creates a weak link in the identification and authentication phase, due to the fact that it can never be proved that the elected user of the system will be the only one that can gain access with the specified secret key.

2.3 Advantages of Symmetric Encryption
Symmetric encryption also has it advantages; the main advantage is the fact that the password can be changed when needed. 

Symmetric encryption is an efficient algorithm of data encryption and is one of the fastest algorithms with regards to processing time for large amounts of data.

Symmetric encryption has been around for the longest period, and it is trusted as an effective method of encryption. This method is also a simple technology to implement as well as simple to understand.

3. ASYMMETRIC ENCRYPTION

Asymmetric encryption or public key encryption can be defined by a pair of keys, one that is used for encryption and the other for decryption. Asymmetric encryption is also called public key encryption because of the fact that one key is made public knowledge and the other remains secret or private.

A good example of how PKI is used in the Identification and Authentication phase of electronic commerce transactions, can be seen by the SSL Process:
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Figure 2. Identification and Authentication within an asymmetric environment

3.1 Common environment
PKI plays its most significant role within the electronic commerce environment where it forms the foundation for secure transactions. 

3.2 Disadvantages of Asymmetric Encryption
The PKI environment suffers the same problem as the symmetric key environment and that is the inability to directly link the user to the secret key or token. 

The inherent risks involve the fact that the private key can be compromised, If the private key is stored on a workstation the Workstation itself can be compromised, and if it is stored on a token like a smart card, the smart card can be stolen.

This forms a problem due to the fact that the private key can then be used to encrypt and decrypt information, and hence hold the original owner liable for any transactions which the private key is used to conduct. 

3.3 Advantages of Asymmetric Encryption
As with symmetric encryption, the private key can be replaced with a new set of keys. This is important if there is ever evidence of the key having been compromised.          PKI also solves the problem of key exchanging due to the fact that the public key is public knowledge.

4. BIOMETRIC CONTROLS

Biometric controls can be used in conjunction with the various encryption algorithms and infrastructures to provide a more secure security environment. 

The most important aspect of the biometric features, which are used for identification and authentication, is the fact that the features are unique to every person. 

This is important for the reason that it can create a direct link between the person and the encryption which adds a third dimension to the security environment with respect linking the physical person to the transaction and not a token or password as has been previously discussed.

The basic steps involved in the process are the scanning of the biometric, and the processing of the scanned image. This involves using mathematical edge detection algorithms that converts the image to a binary string. 

This is then used in the traditional way that a symmetric key would be used in which the binary string is sent to the system and is compared with a registered version. If the two string match within a specified tolerance level the result is a positive identification.


[image: image2]Figure 3. Generalized scanning process for biometrics.

4.1 Common Environment

Traditionally biometric controls are used for access control into physical premises, where the network is not accessed by the public and hence cannot be sniffed or hacked easily.







Figure 4. Generalized scanning process for biometrics.
4.2  Disadvantages of Biometric Controls

The biggest danger with regards to the biometric being sniffed is that you will never be able to use that specific biometric for transactions again. Hence if you used your thumb fingerprint as a biometric identifier and that was compromised you will only have 9 fingers which could be used for future transactions, and again these could be sniffed or compromised.

The compromised biometric can the be replayed and there is no way that the original owner can stop that.

This is obviously a problem and it is also the biggest reason why biometrics have not formed part of the secure algorithms which are used within the electronic commerce industry.

The challenge therefore is to develop a method or system which can identify or detect a compromised biometric identifier, and reject it.

4.3 Proposed System

I am currently in the process of developing a prototype application which I believe proves that such a system is possible. The most significant module of the system, which has now been completed, is the acceptance system where a biometric is registered on the system. It is then used within a simulated transaction. 

Whilst it is being transmitted it is sniffed. It is then replayed to the acceptance system. The system recognizes the replayed biometric as being replayed and then rejects it.

The user can then scan his fingerprint again in another simulated transaction, and this ‘real’ fingerprint will be accepted. I have repeated this process numerous times and it has never failed. The type of algorithm, which can be developed and used, may well revolutionize the biometrics industry.

The precise operation of this system is currently being patented by the Rand Afrikaans University, and therefore the details cannot be provided at this stage.

A short demonstration of the proposed system shall be conducted, to show the results of this new approach.

The prototype system has been developed around the fingerprint biometric environment, but in no way is it limited to fingerprint technology. The same theory and logic can be applied to numerous biometric technologies, some of the more accurate and difficult to replicate being: 

· Iris & Retina

· Facial Thermography 

· Hand Geometry

4.4 Future Research
The flexibility of the logical environment, which the system is built for, will allow it to expand and incorporate newer technologies. The collaboration of such a system with regards to a logical environment used by the PKI environment will enable it to become the most complete platform for secure transactions over the internet. 

The system will offer a multi-dimensional and complete solution which will incorporate all five of the security controls, making it the most secure platform for electronic commerce to be conducted on.

4.5  Conclusion
Such a system provides solutions to both the asymmetric and symmetric problems of linking the user to the transaction, as well as solving the problem of sniffed or compromised passwords or biometrics being replayed in any transaction.

This in turn offers a complete and secure solution for safe and effective means of security control within the electronic commerce and similar industries.
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