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ABSTRACT

The 802.11 standard contains a number of probleangjng from interference, co-existence issues,
exposed terminal problems and regulations to sigcubespite all of these it has become a widely
deployed technology as an extension of companiestarks to provide mobility. In this paper the
focus will be on the security issues of 802.11. é8alvsolutions for the deployment of 802.11
security exists today, ranging from WEP, WPA, VR 802.11i, each providing a different level
of security. These technologies contain pros ants aghich need to be understood in order to
implement an appropriate solution suited to a gjgestenario.

802.11i provides a high level of security andstnbe used in scenarios where security is
important. The recent 802.11i standard is discussetktail and several of its vulnerabilities as
identified by other researchers is evaluated imseof the possibility of occurrence, risk and intpac
it has. For example, EAP is an intrinsic part o23Qi; however several EAP methods contain
security vulnerabilities, another factor to considben setting up 802.11i for a WLAN.

Another common approach used to secure wirelesgnet are VPNs. Even though this appears as
an attractive solution there are several issuestwieed to be considered before implementing it. If
an organisation does not deploy a VPN already thilyneed additional technologies to do it.
Another consideration is that VPNs’ curb the thitmpigt of a wireless network.

The old WEP and WPA standards cannot just be disdabecause they have well known
vulnerabilities. 802.11i was ratified in June @02, yet many institutes do not deploy 802.11..
Several reasons might exist; one is that the WLARNhtnot require a high level of security or that
802.11i is not understood.

It is no easy feat to provide a reliable, secureelss solution while maintaining control and
ensuring quality of service. This paper providémbstic view of the security status of 802.11.Fhi

includes an understanding of the issues and prdscans of each implementation. In order to
provide readers with an understanding of how thesknologies can aid in providing people with
an efficient, reliable and secure network.
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A DISCUSSION OF WIRELESS SECURITY TECHNOLOGIES

1 INTRODUCTION

With the popularity of 802.11 wireless technologiesage still growing, and the increased
integration of this technology into organisatiomedtworks, the necessity for a secure wireless
solution has been realised. Since the inceptid®0&f11 in 1999, [1] wireless security has evolved
from Wired Equivalent Privacy (WEP) to Wi-Fi proted access (WPA) into a more mature
solution, 802.11i. Not excluding the popular useadfirtual Private Networks (VPN). Even now

802.11n is being developed as a standard [16]; #gthdvent it is sure to provide new challenges
for WiFi.

WEP, WPA and 802.11i all attempt to provide confiiiiity, integrity and authentication.
However they do not all succeed at these tasksraratiuce vulnerabilities into the WLAN's that
implement them [1,7,10]. Therefore it is necesgarynderstand these weaknesses to be aware of
the vulnerabilities which exist in a network whearepecific technology is used.

In the following sections the weaknesses of WEP \AMRA are discussed. Issues introduced
by a VPN are examined. Furthermore 802.11i is dised in detail. The 802.11i, WPA and VPN
section will be discussed in more detail than WERha& latter have gained extensive attention the
past couple of years. Finally the advantages asatdantages of each of these technologies are
observed, in order to aid in making informed degisi on which security technology to map to a
scenario.

1.1 WEP

Wired Equivalent Privacy (WEP) is a security praothat was ratified with the IEEE 802.11
standard in 1999, and has since been replaced2$B(1]. It attempted to provide authentication,
confidentiality and integrity, but failed. Besidigs fact it is still widely deployed, and theredat

is necessary to understand its vulnerabilities.

It is assumed that the reader has a basic unddnstpof WEP.
1.1.1 Key Management

WEP provides open-system or shared-key autherdicalihis shared key is also used to produce
the cipher text for confidentiality. However a nagwoblem of WEP is that it does not specify how

to distribute the shared key which has led to amsalof this model. If the shared key is found it

will compromise the confidentiality of a conversati It is left to the users and the network

administrators to ensure the safe distributionefsk Often the key does not get changed for long
periods of time, this result in several vulnerdig introduced into the system. These

vulnerabilities include duplicate and static WER/kefactory defaults and weak keys [1,2]. From

these the shared key can easily be deduced.

1.1.2 Key stream re-use attack

WEP is based on the RC4 algorithm. Its implemeoain WEP has proven to be insecure, and
vulnerable to a key stream re-use attack. Thiglattacurs when the same key stream or partial key
stream is used in the XOR operation. ldenticalniaits XORed with the same key-stream will
result in identical cipher texts. It is surprisihgw often certain texts are repeated. For example
passwords and log-in prompts are consistent amarsgss and the fields in IP traffic are identical.
The XOR of two cipher texts will result in the XGRtheir plaintext [3].



Cl XOR C2 = P1 XOR P2

An Initialisation Vector (IV) was built-in to preme these attacks from happening, but failed. The
24-bit field used by the IV is too small and candxbausted in a matter of a few hours. As a result
the IV will repeat itself in a busy network. Sinkey management is a problem in WEP the key
does not change. The combination of a reused IMiantianged key results in the same key stream
to be used. Furthermore these IVs are easily detext they are sent in plaintext [3].

1.1.3 Integrity

WEP uses CRC for integrity. It was originally used error detection and was not designed for
data integrity. The function used in CRC 32 isdinerhich means that a bit changed in the text can
be propagated to the checksum. Consequently artkattaan change bits in the cipher-text, change
the checksum accordingly and the change will naddétected [3].

1.1.4 Rogue Access Point

WEP uses a one way authentication scheme wheradt®ss point is not authenticated to the
mobile station [2]. This makes the WLAN vulneralite rogue access points. For example an
adversary can spoof itself as an AP and gain at¢oeatthe information of the client that connects
to it [4].

WEP is easy to implement and does not require atma édardware. However well known
weaknesses in WEP have been identified and tool® Heeen written which exploit these
vulnerabilities with relative ease. Besides thas@erabilities it will deter casual eavesdroppiAg.
WEP implementation will be viable if the informati@xchanged on the WLAN are not important,
and has a low risk if exposed.

2 VIRTUAL PRIVATE NETWORKS

Once the weaknesses in WEP were known institutiemed to Virtual Private Networks (VPN) as
add on security mechanism. VPN technology was maity designed to provide a secure
connection to mobile users connecting to an intramer a public external network. VPN networks
have various roles [6]:

» Connecting branches of the same organizations isigdlly different locations securely
together.

» Connecting business partners.

* Allowing mobile users to access company resounaes physically remote locations.

A VPN creates a tunnel on top of a protocol. Vasipuotocols exist to be used with VPN’s,
these are listed below [6]:

* Point to point tunnelling protocol (PPTP) - A tulimg protocol licensed to Microsoft.

» Level two transport Protocol (L2TP)

* |IP Security (IPSec) - Operates at the Network layer OSI layer three. IPSec needs client
software installed on devices to be able to contwettie company private networks. Hence each
wireless client must have this software install@$ec is the better solution for connecting two
private networks together over the Internet. Keepmind that due to the fact that different
vendors implement different implementations of Ie8&éacks interoperability.

» Secure Socket Layer (SSL) operates at the Appbicafayer and encrypts all HTTP enabled
applications. Therefore an application must be HERabled to use this solution. SSL is a
better solution to be used with remote users tmecnto private networks.



A wireless user simply acts as a mobile user cameto the internal network from outside.
The transactions of the wireless user are handiedxactly the same way as a mobile user
connecting over a public external network. Thisvies a secure connection to a wireless client
using the VPN [6].

IPSec and SSL is the focus in this section. Ifuilireless client applications use HTTP then
an SSL approach will do, however if the user agpions do not use HTTP then IPSec is preferable

[5].

A VPN encrypts data traffic at the upper layerds tmeans that layer two traffic is
unencrypted, which is where wireless networks braats. This is one of the drawbacks of using a
VPN solution. For example IPSec uses layer thre¢ransmit and SSL layer four; this could
possibly create a security hole, as data link mftton such as packet headers are easy to sniff
[22].

Interoperability is another issue with VPN techmgs, as the different vendor technologies
do not work together. This is another issue to @mswhen choosing a VPN implementation.
Furthermore a VPN will reduce the throughput ofework by 15%. This is as a result of the
strong encryption, tunnelling and the packet ovadhef a VPN [6].

VPNs offer improved security from WEP. However aswnot designed for wireless networks
and has a negative effect on the overall throughphis could be a good solution if a network
already implements a VPN as the wireless networldevbe an extension. But if the company does
not it will mean acquiring additional hardware.this case it might be better to go for the security
that WPA or WPA2 has to offer. In other words teewgity provided by the 802.11 standard.

3 ROBUST SECURITY NETWORK

A crucial part of WiFi Protected Access (WPA) an®281i wireless security involves
understanding the Robust Security Network (RSNiné&waork, therefore this is discussed first
before WPA and 802.11i are examined.

With the development of 802.11i the IEEE developatew security architecture for WLANS
called theRobust Security Network (RSN)he RSN framework negotiates algorithms to beduse
for communication between Access Points (APs) diehts, enabling new authentication and
encryption algorithms to be used as new threatslm@vered [7]. RSN defines three elements
depicted in Figure 1 [7]:

» Supplicant—The client that wants to connect tortbvork;

* Authentication Server—For example a RADIUS server.

* Authenticator—The access point which passes messdiggween the client and the
authentication server, it does not do any authatitio;

The IEEE 802.1x standard is used to implement this.
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Figure 1, The entities that comprises the RSN [8]
3.1 Extensible Authentication Protocol (EAP)

EAP is the protocol used by the above three estiitecommunicate during the authentication
process. EAP supports multiple authentication meishas, for example digital certificates,
challenge response tokens and passwords [8]. Timerstication protocols used get encapsulated
within the EAP messages. The EAP messages corisistiiomessages, as depicted in figure 2,
Request, Response, SucaasdFailure. Once a Supplicant has receive8wiccessnessage, it has
been authenticated to the authentication serveth@nthessage protection process follows [8].

<

Access Point

Wireless
Client Authentication
Server

e  Request

e«  Request
Response

e Request

Response
«  Request
Response

Response

Authentication Process

Figure 2. The authentication methods are encapsdlatithin the above messages. These can be
tunnelled, public key or secret key approaches [8].

One must be careful of the authentication protoesied with EAP as some methods are
insecure. For example the LEAP implementation dgyedl by CISCO is vulnerable to dictionary
attacks as is Kerberos [8]. 802.11i has requires&rtich an EAP method needs to adhere to
before it can be accepted as a valid authenticatiocess; these can be seen at RFC 4017. A few of
these are [12]:

 The EAP method must generate symmetric keying mahter
* It must generate a key with at least 128bit stiengt
* It must support mutual authentication.

* It must be resistant to dictionary attacks.



Once the supplicant has been authenticated, ahdradskey established, a session bound Pairwise
Master Key (PMK) is generated and sent via a secom@ection to the AP from the authentication
server. From this key a Pairwise Transient KeyKPgets generated during the four-way-
handshake [9]. As depicted in Figure 3. The PTts gevided into three keys [11].

&=z
Pairwise Master Key (PMK)

Pseudorandom function

@\Nonce, PMK, SNonce, Supp Mac, Auth Mac)

o—z Pairwise Transient Key (PTK)
KCK KEK PTK

Key Confirmation Key | Key Encryption Key Pairwise Temporal Key

Figure 3 Key hierarchy [11]

» Key confirmation key (KCK) - It is used to proviéeithentication of the origin of data in the
four-way-handshake and group key handshake messages

* Key encryption key (KEK) — This key gets used toyide confidentiality in the four-way-
handshake and group key handshake messages.

» Pairwise temporal key (PTK) - It is used by theadadnfidentiality protocols.

Alternatively for SOHO users who do not have an.882erver a Pre Shared Key (PSK) can
be used to generate the PTK. A PSK can be a paasehbetween 8 to 63 bytes long or a 256 bit
number [10].

3.2 Four-way-handshake

The four-way-handshake verifies the cipher suite doparticular session. On the successful
completion of the four-way-handshake the PTK ialgghed [11]. As its name implies it consist of
four messages executed in sequence. These message®lained below [11].

1. In the first message the authenticator send a mestathe supplicant with the nonce
known as the ANonce. This information is used bg #upplicant with the previously
negotiated PMK to calculate the PTK.

2. The supplicant generates its nonce, the Snoncecaludlates the PTK, with a Pseudo
Random Function. The following parameters are usethe calculation, Supplicant and
Authenticator MAC address, Snonce, Anonce and PMIiends the Snonce and security
parameters used during association to the autlaoticThe MIC gets calculated with the
KCK. It is used by the authenticator to verify thessage information.

3. In this message the security parameters of theeatitlator send in its Beacon Frames are
sent to the supplicant. The Group Temporal Key (Tised to encrypt broadcast traffic, is
encrypted with the KEK and sent. Once again a Mi@e message is calculated.



4. The last message indicates that the temporal kays bheen established and can now be
used by the data confidentiality protocols.

By re-sending the security parameters used duriag initial association the supplicant
confirms that the parameters negotiated during@fiseciation process are valid [7].

With the background knowledge gained from thisisectthe following sections will explain
how WPA and 802.11i security works, and the weakeeshey possess.

4  WIFI PROTECTED ACCESS (WPA)

WPA superseded WEP in 2003, however it is not adstal. It was created by the IEEE and WiFi-
Alliance as a temporary solution to the weak sé&gymovided by WEP and was designed to work
with old legacy WiFi equipment [13].

Encryption is provided by the Temporal Key IntégiProtocol (TKIP) [13]. Authentication
is provided by 802.1x EAPOL. Integrity is checkedtbe Michael algorithm. WPA still uses RC4
but larger 48bit key IV is used which takes a ltinge to repeat [13].

It provides two options of implementation: one tdezprise users the other to small office
home office (SOHO) users. The enterprise solutiakes use of an 802.1x server. The SOHO
deployment uses a pre-shared key (PSK) as an aitegrto 802.1x. A PSK can be a pass phrase
between 8 to 63 bytes long or a 256 bit number.[10]

WPA attempts to fix the problems encountered WMBP. This section discusses how WPA
solved some of the WEP problems and the flaws wstidhexist.

4.1 TKIP (“tee-kip”)

TKIP was developed with WPA to improve on WEP. ttempts to eliminate a key stream re-use
attack. In order to provide backward compatibilit¢IP still uses RC4 but improves the encryption
by scrambling the keys$-or each packet sent over the network it geneeateswv key, or temporal
key [13]. However the temporal key is based ondhginal shared key and hence the security is
dependant on how well the shared key is kept a&secr

4.2 Rogue Access Points

Unlike WEP, WPA provides mutual authentication w&f2.1x as both the supplicant and the
authentication server gets authenticated to edwdr tthrough the EAP method used. This prevents
the client from connecting to “rogue” access pojh.

4.3 Key Management

WPA provides key management through 802.1x. After tlient and authentication server are
authenticated, the authentication server createaster TKIP which is sent to the client, and via a
secure connection to the authenticator [13]. Widtthe authentication a new master key gets
generated, this replaces WEP static keys probletme Tour-way-handshake between the
authenticator and supplicant follows and the kegdsrsstalled [13].

4.4 Integrity

Integrity is provided by the Michael algorithm. Tiseipplicant and authenticator use a strong
mathematical function to calculate the messag@iityecheck. If these do not match the message is
discarded [13].

45 DoS attack

The EAP-Start, Logoff and failure messages use®Q8.1x are not protected. An adversary can
easily forge these messages. For example by flgothie network with forged EAP-Logoff



messages clients will never be able to connechéortetwork which will cause a DoS. This
vulnerability exists for both WPA and 802.11i [7].

46 PSK Weakness

This weakness is similar to that of the key strearase attack of WEP. One of the weaknesses in
WPA and 802.11i is the option to use a Pre Shamd(RSK) which is shared amongst all the users
of the network [10]. The PSK can be provided infibren of a 256 bit number or a pass phrase. In
the case of a pass phrase it can be converteBMKausing a simple formula [10].

PMK = PBKDF2( passphrase, ssid, ssidLength, 4096, 256)

The SSID is easy to obtain, therefore in orderdiorattacker to calculate the PMK only the
passphrase needs to be obtained. It is recommdaydit WiFi alliance to have a passphrase of at
least 20 characters long. Anything less is consilldo be insecure and subject to a dictionary
attack [10]. Another weakness is that if the makégris shared amongst peers they have the ability
to eavesdrop on each other [17].

As explained above the PTK is derived from the PMKe parameters used to generate it,
include the Snonce, Anonce and MAC addresses oftipplicant and the authenticator. These
parameters are easy to obtain with a simple tkeldithereal, hence if the PSK is known the whole
key hierarchy can be derived [14].

One such tool which exploits this weakness is coWRAt first needs to obtain a four-way
handshake and then attempts to guess the PSKdmpdihg a brute-force attack on the key [14].
WPA requires the use of additional hardware, Ihe@RADIUS server.

However the option to use a PSK was provided foHOQisers with a small network. Even
though hacking tools that exploit WPA vulnerabd#i exists the skill level required to do so is
higher.

802.11i

The IEEE 802.11i standard was ratified in June 200&% similar to WPA but with a number of
improvements. The security mechanisms used b8Q@Rel 1i standard are discussed below.

4.7 Association

Before the authentication process ensues assotitdkes place. During this step the security
parameters which will be used between the supgli@ad authenticator for a particular session are
negotiated. Even though this process is insecusgilitlater be secured during the four-way-
handshake [11].

4.8 Authentication

As with WPA, 802.1x is used for the authenticatiprocess, during this process both the
authentication server and supplicant gets authaeticto each other. 802.11 uses EAP over LAN
(EAPOL) key frames for the exchange of informatimetween the supplicant, authenticator and
authentication server [9]. The four-way-handshakeearformed for key management and to finalise
the authentication. By generating the keys durihg four-way handshake 802.11i provides
automatic key management, a feature which laclkad WEP [11].

4.9 Confidentiality

802.11i uses the Cipher Counter Mode with CiphercBIChaining Message Authentication Code
Protocol (CCMP) and TKIP for the data confidentialprotocol. CCMP is computationally
intensive and could not be run on legacy wireleggimment therefore TKIP was included to
provide backward compatibility. CCMP provides paciathentication as well as encryption [11].
Following, is an explanation of the building bloasCCMP.



CCMP uses the Counter with CBC-MAC (CCM) operatiorode of the Advanced
Encryption Stadard (AES) algorithm to provide cdefitiality [7]. Cipher Block Chaining (CBC)
is a frequently used block cipher mode, in otherdsat can be used with any block encryption
algorithm [15]

MAC or message authentication code ensures thatssage has not been tampered with
[23]. MACs have a secret key only known to the serahd the receiver. A MAC function is run
over a message to compute a MAC value. This vastached to the message before sending it.
The receiver calculates the MAC from the messaglecampares it with the attached MAC value.
If they do not match it will discard the messagBG=MAC turns a block cipher into a MAC. For
authentication and integrity CBC-MAC gets used [11]

Counter (CTR) mode is another block cipher encoyptnode. It is a stream cipher, which
generates the key stream by concatenating the noititeéhe counter value and encrypts it to form
the keystream [23]. AES is a block cipher operatnglocks of data 128 bits long. It is considered
to be a safe encryption scheme.

4.10 DOS

Another vulnerability which exists for WLANs are [¥attacks. This is because the management
and control frames of 802.11b are not protected: €&ample an attacker can forge the
Deauthentication or Disassociation messages, whiitkick a client off a WLAN [7]. In addition,

a flood of association requests may be sent toRypleventing any other client from connecting to
the AP [17].

Yet another weakness is that of the virtual cagerse method. By forging a Request to send
(RTS) message, providing the Network Allocation ¥edNAV) with an exceptionally big value
other devices will consider the channel busy anckimdf, resulting in the suppression of their
transmissions [7].

A successful DOS attack might lead to more advaatidks, like a man in the middle attack
[7]. It appears as if the 802.11i standard doesufficiently make provision against a DOS attacks.

802.11i defines a Transient Security Network (TSMjch provides backward compatibility
with legacy equipment. This allows for the co-esxiste of both RSNA and Pre-RSNA algorithms
[9]. Such a mix lowers the level of security tottbathe weakest algorithm. If this approach isduse
the administrator must keep this in mind.

It is recommended that 802.11i be used when seegitita needs to be secured. Only a few
of the vulnerabilities in 802.11i are discussederthough attacks exist on 802.11i they require a
high skill level and it is not probable that thejllwe executed. To date there are no tools that ca
be used to exploit 802.11i vulnerabilities. Therefd is only the skilled and determined attacker
who will attempt to break into an 802.11i network.

5 OTHER WEAKNESSES

With the advent of WPA and the introduction of R&Not of the security problems from WEP
have been solved. However there still remain somoblpms. The following two attacks are
relevant to both 802.11i and WPA. It focuses onviie@knesses of the implementation of the RSN
framework.

5.1 Man in the Middle Attack

As mentioned earlier 802.1x in conjunction with EAffempts to provide a framework in which the
supplicant and authentication server mutually antibhate each other. However as depicted in
Figure 2 it can be seen thatSaiccessnessage is only send from the authentication sevéne



supplicant and not from the supplicant to the autibation server. Therefore an attacker could
forge aSuccessnessage to the supplicant posing as the authtarticaving the attacker access to

the network traffic exchanged between the supplieawd the authentication server. Even though
the authentication protocol executed within the E&Mehange performed mutual authentication a
Man in the Middle Attack (MIM) might still be posse [18].

However RFC 3748 seem to address this vulnerabAityEAP authenticator (authentication
server) is only allowed to sendSaccess/Failurenessages once the whole authentication process
of the authentication protocol has completed. 8uecessnessage is received prior to this point,
the supplicant must discard the message, this faddds when a supplicant receive a message
immediately after it connects. This provision hagib brought into place to prevent an attacker to
perform a MIM attack [19].

5.2 Session Hi-Jacking

Mishraet al explains the possibility of a Session Hi-Jackinghvthe 802.1x standard. This occurs
after a supplicant has received an authenticatiessage from the authenticator, who is now in the
authenticated state. An attacker spoofs the MAGesddand sends a disassociation message to the
supplicant, who is then in the disassociated statgversely the authenticator still considers the
supplicant as authenticated. The attacker can $hedIAC address of the client and continue the
session, because the authenticator never disatsbthe supplicant [18]. This could only work in a
network where encryption is not enabled; othenthseattacker will not be able to talk to the access
point.

6 CONCLUSION

Wireless related technologies have evolved at @ rape the past couple of years. Finally a mature
security solution, 802.11i has arrived. It is relpat by some to be even more secure than wired
security [20]. 802.11i was inaugurated in June 2064a 2005 survey done WLANs 22% of
respondents claim to implement 802.11i and 42% \/Bbls. Even though over a third of the
respondents state that they feel wireless sechiasybeen solved 24% do not feel confident about
implementing a security solution. Security remdins top-ranking challenge to overcome when
implementing a WLAN [21].

In this paper the wireless security technologiesl dheir relevant vulnerabilities are
summarised. In appendix A, a table of the aboveudised vulnerabilities are given to compare
which security technology is vulnerable to eacline purpose of this paper is to provide the ability
to make an informed decision about the securitiinietogy required when implementing a WLAN.
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8 APPENDIX

Table 1 In this table possible attacks are listethpared to the security technologies

Are the below attacks .
possible? WEP WPA 802.11i
Session Hijacking Yes Enterprise - No No

PSK — Possible
Man in the Middle Yes No No

PSK - Possible
DOS protection No No No
Rogue AP protection CRC32 — Failed No No
Confidentiality RC4 — Failed TKIP — Better CCMP — Success
Key-Stream Replay attack | Yes No No

But PSK vulnerable
Passive Eavesdropping Yes No No
Traffic Injection Possible No No
Are Mutual Authentication | No Yes Yes
provided?
Are Key Management No Yes Yes
provided?
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