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ABSTRACT

This paper investigates the cause for the slow adoption of biometric
authentication in the South African (SA) banking sector and constitutes
exploratory research.

Various definitions of biometrics are analysed to determine the
common elements. Based on these elements, a new definition is proposed.

This study is limited to the use of biometric technology within the
financial services sector. Within the said sector, specific focus is placed on
the four leading SA banks. A survey was conducted and forty usable
responses were received.  The initial results of the survey are analysed and
interpreted in this article. The survey also provides insight into current and
future biometric technologies used for authentication purposes within the
financial services sector.

The value of this article is that is provides insight into the current state of
biometric technology in SA.
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1 INTRODUCTION

The complexity surrounding the challenges in information security
continues to grow. These challenges are brought about by ever-increasing
incidents of unlawful activity on the internet and viruses that are now
propagating at unprecedented speeds. In addition to this, criminal exploits
such as “Nigerian scams” also known as “419 scams” and other forms of
email fraud and intolerable spam irk computer users around the world
(Skalak et al., 2007).

There has also been a significant tightening of legislation around
privacy and confidentiality of personally identifiable financial, health or
other sensitive information. These governance and legislative requirements
bring about a different way of thinking when using and deploying
technology in general, especially for security experts whose responsibility it
is to put systems in place that meet these legal requirements (Whitman,
2006).

Identification and authentication have typically been achieved by
individuals displaying a document such as a licence or a passport, that is,
something they have in their possession. In some cases, a user has also been
required to produce a password or a personal identification number (PIN),
that is, something they know. In digital environments, it is more common
to use something you have, a username together with something you know,
a password (Nanavati et al., 2002; Layton, 2007).

The authentication challenges that arose from using only something
you know and have were brought about by attempts to remember the latter.
These attempts ranged from the password or passkey being written down,
shared with colleagues, being attacked by an intruder through guess work or
social engineering, being attacked using brute force and many other ways.
As the sophistication and number of attacks increases, more secure and



accurate measures or authentication are required leading to the investigation
of something the user ‘is’: biometrics (Krutz et al., 2003).

Financial institutions are particularly vulnerable when it comes to
authentication as several cases of unauthorised account access have been
reported in the media (Da Silva, 2007). Several international banks have
already adopted biometrics as an authentication mechanism (Krawczyk et
al., 2005) yet SA banks seem to lag behind this trend. The goal of this paper
is to report on the findings of the empirical research that was conducted to
establish the reasons for this slow adoption.

This paper represents exploratory research. Devlin (2006) suggests
that this approach has the goal of formulating problems more precisely,
obtaining insight and forming a hypothesis. This type of research is usually
small-scale and undertaken to define the exact nature of the problem with a
view to gain better understanding of the environment within which the
problem exists.

The research problem is, therefore, the slow adoption of biometric
technology by SA banks.

The objectives of this paper are to:

I.  establish if bank employees have ever been exposed to biometric
technology. This can be exposure from within the workplace or
external to their organisations. This information is used to determine
how the lack of exposure to biometrics technology affects their
opinions on whether this technology can work for banking
applications or not.

II.  capture the perceptions and opinions of the respondents with regards
to the future use of biometric authentication in their organization.
These views provide insight to the level of awareness and buy-in on
biometric authentication and identify the problem areas affecting
adoption.

III.  measure the participating banks’ interest in biometric technology.
The survey ascertains if the organization has or is investigating
biometric authentication. This information is helpful in determining
if the participating banks are planning to deploy biometric
authentication and obtaining information relating to areas where this
technology is most likely to be deployed.



The survey is limited to the use of biometric technology within the
financial services sector in SA. Within the said sector, participation was
limited only to the four leading banks, namely Standard Bank of South
Africa Limited, ABSA Bank, First National Bank and NedBank (STD Bank,
(2008); ABSA, (2008); Nedbank, (2008); FNB, (2008)).

The majority of the questions adopted a bipolar scaling method which
uses a five point Likert scale (Dawes 2008, pg 61-77). The questionnaire
consists of the following five main sections:

1. Background

2. General Knowledge of Biometrics
3. Organisational Research
4. Current Usage
5. Perceptions
Following is a short explanation of the purpose of each section.
1.1 Background

The purpose of this section is to capture the background of the respondent,
including limited biographical data. This yielded valuable information
relating to ethnic or gender preferences.

1.2 General Knowledge of Biometrics

This section establishes if the respondent is aware of or has used biometrics
before. The aim is to observe from the data gathered if knowledge and
previous exposure changes the perceived usability and value of biometric
technology.

1.3 Organisational Research

The aim of this section is to measure the participating banks’ interest in
biometric technology. The study ascertains if the organization has or is
currently investigating biometric authentication as a viable alternative to
current information security mechanisms.

1.4 Current Usage

This section establishes if the organization is currently using biometric
authentication as opposed to just investigating it in the previous section.



This information is helpful in determining if the participating banks are
planning on deploying biometric authentication and obtaining information
relating to areas where this technology is most likely going to be deployed.

1.5 Perceptions

The aim of this section is to capture the perceptions and opinions of the
respondents with regards to the future use of biometric authentication in
their organisation. These views provide insight into the level of awareness
and buy-in on biometric authentication.

The next section analyses various definitions for biometrics to
determine the main components.

2 BIOMETRIC AUTHENTICATION

At the core of security services are identification and authentication,
authorization, confidentiality, integrity and non-repudiation (Reid 2004:9).
All these services are interrelated and interdependent. The focus of this
paper is on the identification and authentication service.

As Reid (2004:5) defines it, biometrics is a physical or psychological
trait that can be measured, recorded, and quantified. In so doing, the trait
can be used to obtain a biometric enrolment thus determining, with a degree
of certainty, that someone is the same person in future biometric
authentications based on their previous enrolment authentications.

Another view on the definition of biometrics is that of Azari
(2003:112-113) wherein he states that a biometric is some measurement of
the biological characteristics of an (human) individual. Under this
definition, there are many forms of biometric data for which capture and
verification is possible via some device. Fingerprints, voice recognition, and
retinal face or hand scanning are all feasible with current technology.
However, the nature of biometric data is such that there are significant risks
associated with its capture and use in a secure environment.

Nanavati et al. (2002:9) offers a more simplified definition wherein he
states that biometrics is the automated use of physiological or behavioural
characteristics that determine or verify identity.

Several aspects of the three definitions as presented above require
elaboration. It is interesting to note that in all the noted definitions, there are



a few common and uncommon terms or views of what makes up a definition
of biometrics.
I. Biological

It is apparent that biometrics has something to do with biological or, in other
words, physical and/or psychological/physiological traits, and is the starting
point for the definition of biometrics. This trait is one that fits back into the
three pillars of authentication (Reid, 2004:9). This trait is something the user
is, and can be used on its own or along with something the user knows or
has.

II. Measurable

The two definitions by Reid (2004) and Azari (2003) as presented above
speak of the biological trait being measurable. This suggests that there must
be some level of uniqueness in the biometric trait for it to be measurable
(uniqueness thereof), and be used for authentication. This measurement is
then used to compare the user’s presented biometric to the stored or trusted
biometric trait.

III. Recording or Enrolment

This term is unique to the definition by Reid (2004). It suggests that there is
a point where the biometric trait is recorded for future use. The use of this
recorded biometric trait is for comparisons between this known biometric
trait and an unknown biometric trait that will need to be authenticated.
During the enrolment phase, the individual’s biological trait is converted
into a digital string called a template. The engine that performs the
conversion is then referred to as a biometric algorithm. This enrolment
process is the key to the performance and accuracy of the biometric
application (“biometric system”).

IV. Automation

Unique to the definition by Nanavati et al. (2002) is reference to the notion
of automation. This refers to the comparisons of the stored template and the
live or presented template, that take place for the purposes of authentication.
This suggests that if this comparison process is manual, then it does not
qualify as a biometric process.



V. Determination or verification

Nanavati et al. (2002) further speaks of a process of determination or
verification. These terms are unique to this definition. Determining versus
verifying identity represents a fundamental distinction in biometric usage.
Determining is also referred to as identification, and is a process whereby a
one-to-one (1:1) matching or comparison takes place during authentication.
On the other hand, verification is a process whereby one live template is
matched against a database of many stored templates, represented as (1:N).

From the analysis of the definitions as discussed above, a new
definition for the purposes of this article is proposed. Biometrics is the
automated use of physiological or behavioural trait/s that can be measured
and recorded, to determine or verify an individual’s identity. Physiological
traits include fingerprints, palm veins, eye retina, eye iris, hand
measurements and facial patterns. Behavioural traits include the way the
individual walks or gait, typing patterns, signature and the way a person
speaks.

Because a person cannot leave their eye or hand on a computer
monitor as they would a written down username and/or password; or forge
their Deoxyribonucleic acid (DNA) as they would an Identity Document,
biometric technology is therefore said to offer better security in applications
across the board (Real Time North America n.d.).

With the great number of biometric solutions available in the market,
the challenge arises in selecting the correct technology to address a specific
need.

Care should be taken when selecting the specific biometric solution or
combination thereof, to address a specific need in order to archive
maximum security benefits. Failure to do so may result in catastrophic
failures, huge financial losses and may even give birth to a national security
nuisance (Garfinkel, 2005).

A requirement specific to the banking sector is that authentication of
clients is allowed from within the same bank and from other banks’ clients
accessing shared banking resources.

The next section explains the research design that was followed to
conduct empirical research.



3 RESEARCH DESIGN

A questionnaire was administered online to gather data from various
respondents representing the different banks. The main reason for adopting
this method over traditional methods of self-administration was to speed up
the distribution of the questionnaire and collection of data.

As explained by Greenfield (2002:178-179) and Devlin (2006:131-
135), internet-based surveys can be conducted in two ways:

I. By using an email to distribute and collect questionnaires. The
format for such a method could be in one or more of the following:

o Plain text questions inserted as part of the email;
o The actual email message formatted in HTML;
o A formatted questionnaire send as an email attachment; and

o An interactive questionnaire from an executable file that can
be sent as an attachment to the email.

II. By using web pages. This method entails the administration of the
questionnaire through internet web pages. There are many
applications available that facilitate the design and administration of
online questionnaires.

For purposes of this study, a combination of the two discussed
methods was used. The URL of the hosting website was sent to the
respondents via email with a brief explanation of the purpose of the survey.
In this way, participants can be informed that the questionnaire is available
online. Using a web site can then simplify and automate the collection of
data and monitoring of the progress of the respondents in completing the
survey. This is important given the project time constraints and the need to
speedily reach groups of respondents in different locations (Williman
2005:289).

Weekly follow-up emails were then sent to the respondents to
encourage them to complete the survey before the deadline. At the
conclusion, respondents received emails thanking them and informing them
that the survey period had expired.

The following paragraph reports on the initial findings of the survey.



4 SURVEY FINDINGS

A total of two hundred and twenty invitations were sent out to individuals
within the four banks and forty useable responses were received. This is an
eighteen percent response rate and deemed sufficient for the purposes of
investigative research (Educational Benchmarking Knowledge Base, 2005).
Following are some of the findings:

4.1 Background

The purpose of this section was to capture the background of the
respondent, including limited biographical data. Analysis of the data shows
that 70% of the participants are males, suggesting that this might be a male
dominated industry. Furthermore, that 65% of the respondents are above the
age of 30 while the rest are between the ages of 21 and 30.

The distribution in age differences will allow for the capturing of
views from different generations. Further analysis of these results will yield
useful information on whether or not the age or the respondent affects
opinions on the use of new technologies such as biometrics.

On ethnicity, figure 1 shows an evenly spread distribution
representative of the South African ethnic population.

Ethnicity

W Black
H \White
Coloured

M Indian or Asian

Figure 1. Ethnicity of respondents



Further analysis of this data will show if ethnicity has any impact on
the acceptance of biometric technology.

4.2 General Knowledge of Biometrics

This section was aimed at establishing the awareness and experience of
respondents with biometrics.

Findings show that 22.5% of respondents had never used biometric
technology before. Across the different types of biometric technologies
available, the top three with which respondents are familiar are fingerprint
(26%), Voice/Speech (13%) and Signature (13%).

Half of the respondents indicated that they seldom use biometric
technology. This data was further analysed to establish if it has any bearing
on the respondent’s confidence in the technology. Further findings show
that despite this high percentage of respondents who seldom use biometric
technology, 49% of the respondents agree that biometric technology can
increase security in the Information Technology sector, while 41% strongly
agree with this. Together this represents 89% of the respondents as shown
in figure 2.

Can Biometrics increase security in
the IT sector

W Strongly agree
W Agree

Neutral

Figure 2. Relationship between biometrics and increased security



Further analysis of this data shows that a lack of exposure to biometric
technology does not negatively affect personal views on its usefulness. This
technology remains favoured as a possible solution to current authentication
challenges.

4.3 Organisational Research

The aim of this section was to measure the participating banks’ interest in
biometric technology.

Results show that the investigation of biometric technology has
exponentially grown in the last 12 months, when compared to the previous
five years (figure 3). When comparing data relating to investigations
conducted from the last 12 months to that of 24 months ago, analysis shows
a growth of 34.2% in investigations into biometric technology.

Findings further show that the three most favoured technologies are
still Fingerprint, Voice/Speech and Signature. This relates back to section
4.2 that shows that these are the same technologies that respondents have
been exposed to before. The growth of interest in Palm scanning also
increased steadily in the last five years.

When last has your organisation
investigated the use of biometric
technology?

5% 3%

® More than 5 years ago

13% B Between 3 to 5 years ago

Between 1 to 2 years ago
M Less than 12 months ago

m Notsure

Figure 3. Investigation of biometric technology




Furthermore, 17% of respondents indicated that their organisations
were not investigating biometrics. This data needs to be analysed further to
establish the possible reasons for this.

4.4 Current Usage

This section was aimed at establishing if the organization is currently using
biometric authentication.

Findings show that biometric technology is considered a solution for
authentication by the majority of respondents. The areas where this
technology is likely to be used include internet banking, telephone banking,
branch network and community banking.

Favoured technologies for the future are still Fingerprint,
Voice/Speech, Signature and Palm scanning as shown in figure 4. This
relates back to sections 4.2 and 4.3.

Which biometric technologies has
your organisation investigated

before?
Gait
Signiture 0%

I
ris 17%

2%
Retinal
3%

Face paim
0% 12%

Figure 4. Investigation of biometric technologies

Further analysis is required to establish if these same technologies will
be favoured for future use.



4.5 Perceptions

The aim of this section was to capture the perceptions and opinions of the
respondents with regards to the future use of biometric authentication in
their organization.

Findings show that biometrics is considered for use across different
banking channels (figure 5).

Which other banking channels do you
think you should use biometrics?

0%

B Internet Banking

W Telephone Banking
mATM

H Bankingin the Branch
B Community Banking

m None

Figure 5. Banking channels that could benefit from biometrics

In the Internet Banking channel, Fingerprint, Signature and
Voice/Speech scanning are seen as alternatives despite the technical barriers
that could exist to deploy the suggested biometric technology.

For Telephone banking, Voice/Speech is seen as the biometric
alternative, while for the ATM and Branch Networks, Fingerprint, Face,
Retinal and Palm scanning are close favourites.

The Community banking channel shows great potential for the use of
biometrics, with Fingerprint, Signature, Face, Retinal and Palm being
suggested alternatives.

When it came to the issue of what other factors could be impacting the
adoption of biometric technology by local banks, standards; bank legacy




systems; bank culture; and human cultural habits were seen as possible
negative adoption factors. This is graphically illustrated in figure 6.

On the other hand, legislation and the maturity of biometric
technology were not seen as negative factors to the adoption of biometric
technology in the banking sector.

5 CONCLUSION

The aim of this empirical research was to capture the facts, opinions and
perceptions of the respondents on the use of biometric technology and the
factors influencing its adoption in order to formulate the problem more
precisely, obtain insight and formulate a hypothesis. The initial results have
confirmed the original problem statement and have provided current insight
into the industry. The hypothesis that follows from this is, therefore, that
the slow adoption is caused by a combination of several factors rather than
the technology itself.

Other Adoption Factors

50.00%

45.00%

40100%

35.00%

30.00%

25.00%

20.00% M Strongly disagree
15.00% M Disagree

W Neutral
10.00%

W Agree

5.00% W strongly agree

0.00%
Ithink my  Legacysystems Theculturein  Legislative Avzilable  Human cultural Bank cultural
organisation  are impacting the South concernsin Standardsin  habits affect  habits affect
will use aonthe Africanbanking South Africa  South Africain  South African  South African
biometric organisations sectoris negatively biometrics banks' banks adoption
authentication ability to fully against the use affectbanks' negatively adoption of of biometric
inthe future adopt of biometric adoption of  affectbanks’ biometric technology
biometric technologies. biometric adoption of technology
technology for technology biometric
banking technology
applications

Figure 6. Factors impacting the adoption by SA banks



By means of the first section of the questionnaire, data gathered and
analysed show that several bank employees have been exposed to biometric
technology before. Though some appear to have never used this technology
before, this does not affect their opinion on biometrics as a possible
alternative to current security challenges in the banking sector.

It was also established that there is a definite interest in the use of
biometric technology across different banking channels. Findings showed
that the participating local banks have and are investigating biometric
authentication and that these investigations were not limited to any
particular biometric trait.

Perceptions and opinions of the respondents with regard to the future
use of biometric authentication in their organizations were also successfully
captured. These views provided an idea of the level of awareness and buy-
in on biometric authentication and where the problem areas affecting
adoption exist.

Future research includes further analysis of the data to determine
various correlations. This will provide further insight into the problem of
slow adoption.
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