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ABSTRACT

Recent technology advancement has resulted in an era where many
organisations become more and more comfortable to use computer
systems to process their information. Intruders are making it their mission
to break into these computer systems and access valuable information in
an unauthorised way.

Information Security policies are seen as not only a counterproposal,
but also a solution to Information Security effectiveness. However, a key
issue impacting Information Security policies is what should be included
in these policies. This study makes an attempt to design a Comprehensive
Information Security Policy (CISP) to serve as basis for organisations
when designing their own Information Security policies, based on a public
survey on IT related governmental Information Security policies.
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INFORMATION SECURITY POLICIES FOR
GOVERNMENTAL ORGANISATION, THE MINIMUM
CRITERIA

INTRODUCTION

Information can be regarded as a crucial business asset important for
business continuity, and consequently needs to be protected. The
protection of information is especially important due to the rapid increase
of the interconnected business world, exposing information to a variety of
threats and vulnerabilities. This information needs to be protected [1].

Information Security is seen as the process of protecting information
and information systems from a range of threats and vulnerabilities to
ensure business continuity, minimising business risks and maximising
return on investments and business opportunities. This protection can be
achieved by implementing suitable Information Security policies. These
policies need to include relevant key issues impacting Information Security
to enable this protection.

This study designs a Comprehensive Information Security Policy
(CISP) to serve as basis for organisations when designing their own
Information Security policies. This is achieved by first identifying and
evaluating the Information Security policies of several IT related
governmental organisations, and then formulating a theoretical framework
for the evaluation of these policies. The results from the evaluation are
then used to design the proposed CISP. The CISP can be adopted by any
IT related governmental organisation as a guideline when designing or
reviewing their Information Security policies. A literature survey was
conducted to gain insight on Information Security policies and various
South African IT governmental organisations were contacted to collect
their policies.

The paper is structured as follows: Section 2 provides background
knowledge on Information Security policies; Section 3 presents a
theoretical framework for the evaluation of the policies; Section 4 presents
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the evaluation and analysis of the policies and Section 5 presents the
proposed CISP. Section 6 concludes this paper and discusses future work.

1 BACKGROUND

This section provides background information on Information Security
policies. It presents an overview of Information Security policies and
defines the boundaries of such a policy. Lastly, it presents a discussion on
the key elements that an organisation needs to consider when designing an
Information Security policy.

1.1 Overview

Information Security policies are the cornerstone of Information Security
effectiveness. Public and private sector enterprises today are highly
dependant on information systems to carry out their mission, vision and
business functions [2]. Without a policy on which to base standards and
procedures, decisions are likely to be inconsistent and security holes may
be present, ready to be exploited by internal and external parties [3].
Accordingly, information must be protected to prevent the exploitation of
valuable information, regardless of the information’s format.

This study states that the protection of information and its systems
can be achieved by employing Information Security policies within the
government and the business organisation. Many governmental departments
have adopted the use of these policies as the primary way to achieve their
goals and business continuity. However, the exact framework of an all-
inclusive Information Security policy is still to be decided. This study
evaluates the Information Security policies of various IT related
governmental organisations and further uses the results of this evaluation
to design the CISP.

1.2 What are Information Security policies?

An Information Security policy can be defined as a document that outlines
the rules, laws and practices for computer network access [4]. This document
regulates how an organisation will manage, protect and distribute its
sensitive information (both corporate and client information) and lays the
framework for the computer-network-oriented security of the organisation.

Danchev [5] mentions a very important definition of Information
Security policy: a plan that outlines the organisation’s critical assets and

457



Proceedings of ISSA 2009

how the assets must (and can) be protected. The most important aspect of
the Information Security policy is to provide security awareness within an
organisation, engaging the employees to participate in protecting the
organisation’s valuable information. Danchev suggests a well designed
policy addresses issues such as the acceptable use of the organisation’s
email system, the proper use of workstations and internet connectivity,
how to respond to a security breach, the proper use of IDs and logging
information, as well as handling of financial data.

1.3 The key Information Security policy elements

A well-written Information Security policy must satisfy the needs of the
organisation, be practical and enforceable. This section discusses several
essential elements that are necessary when designing an Information
Security policy [6].

An Information Security policy should be:

e Easy to understand. The policy should be addressed in a manner that
will meet the intended audience.

e Applicable. The policy must only contain security measures that are
specific needs to the organisation.

e Enforceable. The policy should maintain a decent balance between
being too defensive and too lenient.

e Proactive. The policy should state what is expected of employees
instead of making pronouncements.

e Doable. The policy should be written in a way that will not restrict the
objectives of the business.

e Avoiding absolutes. The policy should be written in a way that state
things in a politically correct and in a diplomatic way.
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2

A THEORETICAL FRAMEWORK FOR EVALUATING
INFORMATION SECURITY POLICIES

Based on preliminary research and results retrieved from the public
survey, the Information Security policies collected from IT related
governmental organisations were reviewed based on the following
characteristics:

1)

2)

3)

4)

5)

6)

7)

8)

9

Access control. The policy describes rights/permissions and to whom
these rights/permissions can be granted with regards to accessing a
particular resource within the organisation.

Data classification and control. Data need to be classified according
to its level of sensitivity to assist the organisation in determining the
extent security needed. Data can be classified as top secret, highly
confidential, proprietary, internal use only or public use [7].

Risk assessment. The organisation’s information systems need to be
assessed to identify vulnerabilities that can affect the confidentiality,
integrity and availability of the key information assets.

Password and user ID management. The policy should recommend
rules for composing passwords, how to change and reuse passwords,
and the need for keeping passwords.

Encryption and digital signatures. The policy need to address the
need for encryption and digital signatures as means to achieve data
security within the organisation.

Instant messaging, PDAs and smart phones. The policy must provide
procedures and regulations regarding the use of Instant Messaging,
PDAs and smart phones within the corporate environment [8].
Security awareness and training. The policy needs to facilitate
compliance by employees regarding the organisation’s stated rules and
procedures [9].

Data privacy management for employees and customers. The
policy needs to address the privacy relationships between collection
and dissemination of information [10].

Corporate Governance. The policy should discuss the procedures by
which a business is operated, regulated and controlled. It should also
discuss the internal factors defined by the officers, the constitution of
the company and external forces such as consumer groups, clients and
governmental regulations.
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10) Electronic mail, viruses, malicious code protection and social
engineering attacks, including phishing scams. The policy should
describe methods of creating, transmitting or storing primary text-
based human communications with digital communication systems. It
must address the protection of the organisation’s networks and
information systems from being viruses and social engineering.

11) Identity theft. The policy needs to address the prevention of identity
theft and related attacks.

12) Network security. The policy addresses the protection of the network
and its services, unauthorised modification, destruction and disclosure of
information, and assuring that the critical network functions correctly.

13) Firewall. The policy should address the use of firewalls to prevent
unauthorised internet users from accessing the organisation’s private
networks connected to the internet.

14) Communication security, including telephones and fax machine.
The policy should cover issues related to the security of telephone and
fax equipment [11].

15) Website and e-commerce security. The policy should describe how
to protect the organisation’s website against security weaknesses such
as SQL injections, Denial of Service attacks and spam relaying.

16) Security in third party contracts, including outsourcing and off-
shoring of IT project. The policy should address security in its
infrastructure and assets, whilst complying with regulations applicable
to third party contracts [12].

17) Document destruction, as well as retention of documents that may
be used in courts cases. The policy should clearly address the
destruction and retention of documents.

18) Incident response. The policy discusses issues concerning how an
organisation responds quickly and effectively to a system or network
security breach [13].

19) Contingency planning. The policy needs to address contingency
planning, or the disaster plan. This describes the organisation’s
immediate actions to respond to unexpected business interruptions or
accidental disasters [14].

20) Telecommuting and mobile computing. The policy should address
telecommuting as a means to replace work-related travel [15].

21) Intrusion Detection Systems (IDSs). The policy should describe
methods to detect malicious network traffic and computer usage.
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3 EVALUATION OF INFORMATION SECURITY POLICIES

Table 1 indicates the review of various Information Security policies for
four IT related governmental organisations, as provided directly by the
governmental organisations. Due to the strict regulations of these
participating organisations, the Information Security policies used in this
evaluation need to remain anonymous.

The characteristics column of Table 1 indicates what a good policy
should contain. This list (identified in Section 3) is not all-inclusive, but
based on the literature study done for this specific study. An
organisational policy containing a characteristic that corresponds to any of
the 21 characteristics identified in the theoretical framework is marked

with an “X”, and if it does not contain a corresponding characteristics it is
marked with a “-”.

Table 1: Review of Information Security used in this study

< m (@) &

c c = c

.. 2 2 = =
Characteristic = = = =
(7p) (%2) (%) (7p)

'S [= c 'S

© © © ©

S |12 |2 |2

@) (@) @) @)

1. Access control X X X X
2. Data classification and control _ X X X
3. Risk assessment X X _ _
4. Password and user ID management X X X X
5. Encryption and digital signatures X _ X X
6.Instant messaging, PDAs and smart phones X _ X _
7. Security awareness and training X _ X X
8. Data privacy management X _ X X
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< m (@) (@)

c c c c

.. 2 2 2 2

Characteristic = = = =

(%) (%2} (%) (%)

f= [= 'S f=

© © © ©

2 12 |2 |2

O O O O

9. Corporate governance X X X X
10. Electronic mail, viruses, malicious code

. ; . . X X X X

protection, and social engineering

11. Identity theft X _ X X

12. Network security X X X X

13. Firewall X X X X

14. Communication security _ _ X X

15. Website and e-commerce X _ X X

16. Security in third party contract X _ X _

17. Document destruction and retention X _ X X

18. Incident response X X X X

19. Contingency planning X _ X X

20. Telecommuting and mobile computing _ _ X _

21. Intrusion Detection Systems X X X X

Security policies are adequate.

From Table 1 it can be detained that not all existing Information

For example, Organisation A fails to

address three of the identified elements and Organisation B fails to address

eleven elements.

Organisation C has a well formulated policy and

addresses all the characteristics identified by the theoretical framework.

Organisation D does not address four of the identified elements.

4

THE CISP

This section presents the proposed CISP. Figure 1 shows the proposed
CISP on the next page.
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5 CONCLUSION

The main goals of this study were to evaluate Information Security policies
of various IT governmental organisations and design a resulting CISP.
These goals were attained successfully.

The results of this study may not be optimal due to the limited
number of Information Security policies that were evaluated. Various IT
related governmental organisations were invited to participate in this
survey, but had to decline due to organisational privacy requirements. The
reviewed policies shows that most of the governmental organisations were
found to omit the most significant issues that are supposed to be included
in their Information Security policies (refer to Table 1).
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Figure 1: CISP

The proposed CISP provide organisations with a generic model to
use when designing their own Information Security policies. Therefore,
any IT governmental related organisation that needs to design or upgrade
their Information Security policies may adopt the CISP. Consistent with
the changing nature of technology, the Information Security policies will
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be subject to change as well. Accordingly, the CISP may be valid for a set
period due to technology improvements and will need to be upgraded.
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ABSTRACT

Many threats to Information Security can be avoided if proper information
security processes are in place. However, one can only counter threats
effectively once sufficient knowledge about information security has been
attained. Consequently proper information security awareness through
education is necessary. The problem with information security education
is that many people are not motivated to attend education sessions, study
related material or participate in online courses. Educational games have
been around for quite some time, although they have been limited to a
narrow range of subject matter. This paper will introduce a current, in
progress, research project which focuses on the development of a
computer game to teach basic information security knowledge to learners.

KEY WORDS

Information Security, Information Security Awareness, Educational
Gaming
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Concealing the Medicine: Information Security
Education through Game Play

1 INTRODUCTION

The incorrect usage of information technology has become a huge
problem in modern society. Securing informational assets is an essential
part of proper information technology usage and thus crucial towards
protecting users against risks. Being ignorant to these risks may lead to:
A loss of assets, ruining company reputations (Ernst & Young, 2008) and
businesses closing down.

Information security is the term used to describe how one can
safeguard information assets. International practices and frameworks do
exist that propose countermeasures that can greatly reduce the risks which
threaten  information  (ISO/IEC17799, 2000; COBIT, 2001).
Countermeasures often fail because people, in general, are not aware of
the risks involved with information technology. People remain the
weakest link for information security (Ernst & Young, 2008; Deloitte,
2009).

Numerous businesses have accepted that information security is a
problem, but have not yet been able to solve the problem to an acceptable
level. Formal ways to educate staff do exist, however it is exceedingly
expensive for companies and businesses to send every employee, who
works on a computer, for a training session.

Many people believe that the general public knows too little about
information security (Siponon, 2001). Educating the general public about
information protection may solve several basic problems associated with
information security awareness. Problems such as phishing and password
protection are essential in this respect, because these threats are a problem
for the general public as well as for major corporations.

The main problem this paper addresses is that the general public and
employees are generally not motivated to learn about safeguarding
information. Companies sometimes use incentives in order to direct their
employees’ attention towards information security, e.g. a piece of
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chocolate with a note attached about password protection (Albrechtsen,
2007). Security campaigns such as this often fail, because the motivation
is directed towards the incentive instead of the information. Motivation
needs to be linked to information security in such a way to ensure that
knowledge is being gained by the employee. In other words, it should not
be possible to eat the chocolate without learning about password
protection.

This paper proposes the use of an educational computer game in
order to motivate people to learn about information security.

2 RESEARCH DESIGN

The project will design and implement a game to teach information
security concepts. Both qualitative and quantitative methods will be used
to determine whether the game is both fun and engaging, as well as
educational.

Initially a prototype will be developed. This prototype will conform
to the design considerations outlined in the following section. Further
prototypes should be developed against which the original game can be
compared.

It is impossible to develop a prototype of every single game type
known to man and it is also impossible for participants to play and
evaluate every type of game. For these reasons it has been decided that
only three games should be developed for this study. It is very difficult to
evaluate how much fun something is, however, it can be determined what
is more enjoyable between a small number of activities. In the same way
it is very difficult to determine what game type is the most fun to play,
however it is possible to determine which of these three types of games is
more enjoyable for a given test audience. A relatively fun game is
sufficient for the purposes of this study.

Although the second game will have the same features and lessons as the
original game, it will not abide by the recursion principle mentioned in the
following section. The game will not be limited to a time period, instead
the game will continue until the player has game points (money) left. The
score will be determined by how long the player had any game points left.
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This means that money threatening events will happen more often and will
affect the player’s total amount of game points more severely as the game
continues. One might argue that this is a better approach to teach someone
a lesson.

The third game will also have the same features and lessons as the
original game, however the game will explicitly tell the player what to do
in order to progress in the game. A story should be linked to a game such
as this. It can be argued that a lot of people do not want to guess what is
right through experimentation but rather be told what to do. This game
will test whether the previous statement is true.

These three games can be compared with each other because
essentially it is the same game with just different ways of playing it. They
can be compared to determine which game is more popular and thus
making it more fun. This is accomplished by placing all three games on a
network and digitally counting how many times the game was started and
how many times the game was completed. It is possible that there will not
be a clear-cut winner to the popularity test, in which case it is necessary to
consider having multiple games as part of the solution.

After it has been determined which game is the most fun, a survey
needs to be conducted to test what the players have learnt and what they
thought of the game. At the start of the survey participants will be
presented with a questionnaire asking them:

a How often do they play games?
a What game genres or style of game play do they like?
& How much do they know about information security?

Following the questionnaire, this group of participants should play
the game a couple of times and answer another questionnaire asking them:

a What did they think of the game?
& How much have they learnt about information security?

Note that the questionnaires should not give the impression that the
game is an educational game. Questions asking about information
security knowledge should be carefully constructed and placed close to
general questions which will hide the fact that the survey is mostly about
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what knowledge the player has acquired. It is also important to ask the
same questions about information security before and after the study to
ensure that knowledge is being increased.

A fundamental flaw with the solution proposed in this paper is that
some people are not interested in games and thus not motivated to play
them. The survey will also address this issue by determining what people
who do not like games, thought about the game. The survey might show
that those people changed their opinion based on this game or that more
research should be conducted to motivate these people.

The main aim of the survey will be to determine whether the game is
educational, thus proving that the game is fun and also teaches information
security knowledge.

3 PROBLEMS IN CURRENT INFORMATION SECURITY
EDUCATION AND AWARENESS

Information is a valuable asset to most businesses. Many ways exist that
mitigate risks that threaten the safety of information assets. Several of
these risks cannot be prevented if the users of the system are not educated
to act securely (van Niekerk & von Solms, 2007). Users are often ignorant
of the magnitude of their actions towards information systems.

Common methods that companies use to educate their employees on
information security include: posters, training sessions and online
tutorials. It can be argued that these methods cause several problems:

a Posters become part of the office sentry and only temporarily
remind employees of a specific information security threat.

Training sessions are usually expensive and waste time.

a Online tutorials are also time consuming and are difficult to
govern.

These and other methods have an underlining problem of sometimes
not motivating the employees enough for them to fully grasp the
awareness aspect of information security.

The general public also suffers from a lack of information security
awareness (Siponen, 2001). This is becoming an immense concern partly
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due to phishing attacks, the increasing use of email passwords and online
banking.

Email services and bank websites usually instruct their users what
not to do, however there are users who ignore risks thinking that nothing
will happen to them. A user who does not care about information risks
can be described as looking though rose-coloured spectacles (Siponen,
2001).

Again, the underlying problem can be largely contributed towards a
lack of motivation.

In order to understand why motivation is lacking with respect to
information security awareness the top information security threats should
be identified. The top eight recurring external information security threats
as described by (Deloitte, 2009) are:

a Email attacks, such as spam

Phishing/pharming

Virus/worm outbreaks

Spyware

Employee misconduct

External financial fraud involving information systems
Social engineering

Physical threats

> > > > > > >

(Rothke, 2005) identifies a lot of the same threats stating that these are
things that every employee should be aware of.

As mentioned earlier, the primary purpose of the research described
by this paper is to design an educational game that will hopefully help
address the motivational problems surrounding information security
education.

The following section of this paper explains the process which
should identify a suitable type of game to motivate people about
information security. The process extends in order to prove that this game
will make them aware of the top eight information security threats. This
should play a role in the solution of widespread information security
awareness.
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4 EDUCATIONAL GAMES

Video games have been very successful in the last couple of years. Good
games generate enough fun and enjoyment for the player to remain
engaged for long periods of time. Educational games are games that have
an added goal in mind: They also attempt to teach the player about a
certain topic.

Educational games have been described as “edutainment” (Moreno-
Ger & Burgos & Martinez-Ortiz & Sierra & Fernandez-Manjon, 2008)
and “Serious Play” (de Castell & Jenson, 2003) and they have been used
as a motivational tool for educators. Unfortunately some of them have
also been described as neither fun nor educational (de Castell & Jenson,
2003). Being neither fun nor educational should constitute an educational
game as being a complete failure.

There are mixed views of educational games in research, which
indicate that although it is a good idea in principle, it is, however, not
always implemented well enough. Here are two examples of security
related educational games which have been successful.

A CyberCIEGE as described by (Cone & Irvine & Thompson &
Nguyen, 2007) is an educational game that teaches the correct use
of computer networks. The game uses a 3D environment to
closely match what would happen in real life. CyberCIEGE has
been used successfully to teach the US navy about proper network
usage. This game shows that security can be taught through game
play, however it does not address our problem that relates to
information security awareness.

a Anti-Phishing Phil as described by (Shreng, et al) is an educational
game that teaches players to recognise potential phishing attack
URLs. This piece of research produced fascinating results when it
is compared to more traditional methods of phishing education.
The research proves that a video game can be more effective at
teaching phishing awareness than existing training material.
However, the game is very specific and only teaches security
prevention from phishing attacks. The game is also limited when it
comes to further investigation by means of additional research.
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5 THE GAME DESIGN

This paper proposes the design and development of a money management
game to motivate people to learn about information security. The players
will start the game with a small amount of money, after which they will be
faced with decisions that affect the total amount of money they own.
These decisions could be: investment decisions, banking decisions or job
opportunities. Some decisions will result in gaining money while some
decisions will result in spending money. Events are also prevalent where
the game attempts to steal your money. These events can be mitigated if
proper security processes are in place.

This is where information security awareness comes into play. Most
of the threats on the player’s money will be related to information
security. However, the game will not explicitly mention information
security (the medicine). This is what is meant by “Concealing the
medicine”. This technique is used because of the negativity surrounding
information security and educational games (Moreno-Ger, 2008).

The game will be presented as a regular game with only one goal:
To be entertaining. The players should be oblivious of the fact that it is
indeed an educational game about information security.

In order to keep the game engaging while exposing content the
following principles are proposed:

a The process of playing the game should directly relate to learning
the educational content in the game. As explained in the above
paragraph, in order to become good at the game the player must
successfully secure his/her assets, which can only be done by
having an understanding of information security. How tightly
integrated the learning process is to the game play should directly
relate to the overall appeal of the game. This also ensures that
someone cannot “cheat” their way out of learning, in other words,
to become good at the game is to become information security
aware!

A The fact that the game is an educational game should be hidden
from the player. This is called stealth learning (Prensky, 2001) or
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concealing the medicine by this author. As previously stated the
player should feel more comfortable thinking that the aim of the
game is to be entertaining. In the game money will represent
information assets while many of the risks involved will deal with
information security. It is not impossible that the player notices
that educational content is being exposed through the game which
is not a problem. The biggest goal of this principle is not to give a
negative first impression of the game.

Learning should be gained through recursion and experimentation.
A good way to learn something is to discover it yourself after
gaining some experience. Making the game quick and easy will
motivate the player to play it again and again, which is what is
meant by recursion. Giving the player the option to do something
the wrong way and clearly explaining why it is wrong will give the
player a sense of experience as they experiment with their options.
This process should make the learning experience more memorable
because the student has learnt something by himself/herself and
uses his/her findings several times.

However, some threats will not always penalise the player. In the
game, if someone suspicious offers you a business proposal
(pyramid scheme or otherwise), by buying into it will not
necessarily cause a loss of money, but might bring the player high
returns. This is essential to the overall appeal of the game because
it keeps the player guessing by changing the game every time.
This also maps closer to the real world. Indeed, to learn the lesson
a high percentage of suspicious business proposals will be scams,
thereby revealing that it is in fact a huge risk. What is being learnt
by using the system is being aware of risks, which will still be
accomplished by playing this kind of game.

The game should make mundane tasks fun. Irritating events can
spoil a good game, by making these events fun it can stimulate the
players while they are learning. Password protection could be one
such event. In the real world it is quite frustrating to enter one’s
password into the computer every time you use it. Why should the
same action put into a game be any different? Password protection
is an important lesson to be learnt. Thus by making the process
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more fun, it should make the overall game play better while giving
a positive reflection on tasks such as password protection.

a The game should make use of a points system. The player will
have points added when they do things correctly and points
deducted when they do things incorrectly. In the game presented
above money will serve as these points. On completion of the
game the final score (total amount of money) will be presented to
him/her. The player can clearly deduce whether this score is better
than his/her previous scores and whether this score is better than
their friends’ or colleagues’ scores. What often follows is that the
newly acquired score is less than the comparable scores, resulting
in a desire to play the game again in order to receive a better score.

Note that these principles can be applied to other educational games,
thus enabling further research being conducted, on these principles, in the
future.

6 CONCLUSION

Information security awareness is a big problem. By implementing an
educational game to spread awareness might be a big step in the right
direction. Using techniques such as “Concealing the medicine” can be a
key towards improving the quality of these educational games.

In order to test whether this educational game is successful, one has
to test whether it is fun and whether it exposes educational content.

Not all people like video games, in this case the authors are
“concealing the medicine in chocolate” for people who “do not have a
sweet tooth”. However, it is the author’s opinion that good game
principles can result in a game where quality may result in “chocolate”
that may be irresistible to virtually anyone.
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ABSTRACT

The use of cryptographic protocols as a means to provide security to web
servers and services at the transport layer, by providing both encryption
and authentication to data transfer, has become increasingly popular.
However, we note that it is rather difficult to perform legitimate analysis,
intrusion detection and debugging on cryptographic protocols, as the data
that passes through is encrypted. In this paper we assume that we have
legitimate access to the data and that we have the private key used in
transactions and thus we will be able decrypt the data. The objective is to
produce a suitable application framework that allows for easy recovery
and secure storage of cryptographic keys; including appropriate tools to
decapsulate traffic and to decrypt live packet streams or precaptured traffic
contained in PCAP files. The resultant processing will then be able to
provide a clear-text stream which can be used for further analysis.

KEY WORDS
Cryptographic, network, protocols.
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CRYPTOGRAPHIC NETWORK PROTOCOLS

1 INTRODUCTION

This paper describes research in the field of cryptographic protocols, cur-
rently being performed in the REMOVED. While this research is not entirely
novel, as it makes use of elements from existing research in the detection of
encrypted applications [2], we consider a generic solution to the given prob-
lem of analysing encrypted traffic with the intention of later extension to
provide support for multiple protocols and performing further analysis than
application detection. This paper provides a starting point for further re-
search into the evaluation and analysis of supposedly secure applications and
suggests an outline for the development of a framework which could perform
this.

Cryptographic protocols are a vital component of information security 9] as
a means of securing modern networks against would-be attackers by provid-
ing data integrity, encryption and authentication to network traffic at the
transport layer [12]. Sensitive information, such as banking details, that
transverses networks will most likely do so through an encrypted tunnel pro-
vided by the cryptographic protocol; it is thus imperative that both the pro-
tocol itself is secure and the applications use of the protocol is correct and
sensible. A recent paper by Lee et al. shows that in a study of over 19000
web servers, 98.36% of the servers provided support for TLS and 97.92%
provided support for SSLv3.0 and 85.37% provided support for SSLv2.0 [4].
These statistics serve to show the prevelance of SSL/TLS and the need to
support these protocols.

We now present cases for the need for such research and the development of
a framework that allows for the decryption of encrypted traffic.

HTTPS has become prevalent as a means to communicate with a web server
securely; however if an attacker were to use HIT'TPS as a means to per-
form an attack, it becomes difficult to detect such an attack due to the
encrypted nature of the traffic. Tt would be useful if a system existed to
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decrypt this traffic and then perform analysis. This is highlighted by work
done by Marklinspike [5] in developing a tool, SSLStripper, that removes the
secure components of a connection allowing for a new form of MITM (man
in the middle) attack where the user believes that his connection is secured
(using HTTPS) but in reality messages are passed through HTTP, and are
intercepted by a third-party. Furthermore the SANS institute announced
“Increasingly Sophisticated Web Site Attacks That Exploit Browser Vulnera-
bilities - Especially On Trusted Web Sites” as the top security menace in the
“Top Ten Cyber Security Menaces for 2008” with “Web Application Security
Exploits” in 8th position [7].

Wang et al. [14] comment that in the long term, software development can-
not afford to consider implementing security only after the application has
been developed or late in the development cycle as irreparable security com-
promises may already exist and that attempts to correct them would require
significant resources. Further we consider that security is one of the core
metrics in McCall’s Software Quality Checklist [1]. However, software de-
velopment is notorious for being over budget and far exceeding its expected
completion date; as a result we often find that security is left until late in the
development cycle and sometimes even after the application has been built
[14]. Often this causes poorly implemented security and this only serves to
degrade the quality of the system built as it provides the user with a false
sense of security; further an insecure application that passes and receives sen-
sitive information is as equally unusable as an application that fails to meet
its specifications in terms of correctness [14]. We could argue that the reason
why security is not part of many development cycles in earlier stages is due to
the difficulty and tedium of checking the correctness of security [10, 11|. To
put this in context, if we consider that between January 2004 and December
2008, there have been 26139 reported security vunerablities [6]. It would be
useful if there existed a framework that decrypted data and then provided
some analysis on issues pertaining to the implemented security.

The remainder of this paper will consider the construction of such a frame-
work, with the following sections. Section 2 contains related work, while
Section 3 provides a brief of overhead of the architecture involved for SSL.
Section 5 details the approach to be taken and Section 4 highlights the ex-
pected goals on completion.
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2 RELATED WORK

The analysis of cryptographic protocols is a subject that has been exten-
sively researched with algebraic models to provide descriptions of protocols
and techniques such as, BAN Logic and Running Mode Analysis, to provide
formalizations to determine whether a protocol is correct in terms of achiev-
ing its goals of authentication and data integrity. Research into security and
software development is also widely available for discussion of implementa-
tions of security into development lifecycles and evaluation of implemented
security mechanisms. Furthermore there are a number of systems which, to
some degree, provide some of the features already discussed. In this section
of the paper we discuss some of the related work around existing software
that could possibly be used to perform the functionality outlined in Section
1. We will consider some research that may be beneficial when considering
such a framework.

2.1 Running Mode Analysis

Running Mode Analysis is a technique for the formal analysis of crypto-
graphic protocols. It makes use of conclusions derived from model checking.
The central component of Running Mode Analysis involves creating a system
including an attacker, a protocol and two parties attempting communication
and then discovering all of the possible modes the system can enter. For ex-
ample, in a three-principal security system there are seven running modes; if
we can show that these seven modes do not exist then the protocol is deemed
to be safe within the system. When working with complex protocols, such as
SSL, it is a matter of decomposing the more complex protocol into a number
of smaller protocols and then performing Running Mode Analysis on each of
the simpler protocols. This sort of analysis is often done by hand and pro-
vides an interesting means of the verification of the correctness of a protocol.
In a by paper Zhang and Liu [15], running mode analysis is performed on the
SSL Handshake protocol. While it may not be important to perform such an
analysis, as such research already exisits; it’s important to understand that
many protocols are fundamentally flawed and identification of such flaws
when providing analysis of application security would be a useful addition.
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2.2 Practices in SSL/TLS

It has already been mentioned that cryptographic protocols are a popular
method of securing web servers. We need to consider that simply providing
support for cryptographic protocols is not sufficient to provide adequate se-
curity. Lee et al. [4]produce a tool, the PSST (probing SSL Security Tool), to
perform analysis of over 19000 web servers employing SSL/TLS. They con-
clude from their results that in 2006, 85.37% of the over 19000 web servers
still provided support for SSLv2.0, a fundamentally flawed protocol due to
weakness to Man in the Middle (MITM) attacks, while 66.55% of servers
still supported DES-40 encryption even though the US export laws limiting
the key length of DES to 40 bits is no longer in effect. It is unwise to still
provide support for SSLv.2.0 as its well documented that MITM attacks can
force the adoption of a weak encryption protocol like DES-40 creating a large
and exploitable vulnerability for brute force attacks. While adaption of new
algorithms such as AES, is prevalent, the rate at which old standards are
no longer being supported is not sufficiently rapid; it is, therefore, impor-
tant that these issues are highlighted when performing analysis of a systems
security.

2.3 Detection of encrypted applications

The use of libraries such as openSSL provides a means to add encryption to
generic traffic; this creates a problem for the analysis of network traffic as the
traffic is now encrypted. For example, most common torrent clients provide
a means to encrypt traffic or by means of using an encrypted tunnel provided
through SSH as a means to avoid the content blocking of p2p applications.
This makes it difficult to block or limit certain types of traffic which may
be the goal of a network administrator. Bernaille and Teixeira [2] suggest
a system for the early recognition of encrypted applications is outlined and
developed with a high degree of success in terms of identification of appli-
cations within an SSL. connection. They take the approach of using specific
parts of the TCP payload to identify the SSL connection by studying said
traffic in detail and then producing patterns to be used in detection methods.
A similar methodology of analysing the TCP payloads could be incorporated
into the research topic.
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2.4 Related tools

A number of tools exist that provide means to analyse SSL; these include
SSLDump and SSLSniffer. SSLdump [8] is an SSL/TLS network protocol an-
alyzer which identifies TCP connections on the chosen network interface and
attempts to interpret them as SSL/TLS traffic. When it identifies SSL/TLS
traffic it decodes the records and displays them in a textual form to stdout.
If given the cryptographic keys involved it can be used to decrypt the traffic
passing through. SSLSniffer [3] provides similar functionality as SSLDump
with the exception that it can act as a SSLv3/TLS and SSLv2 proxy server.
The issue with these sorts of tools is two-fold, they don’t provide any security
analysis and further they are protocol specific.

3 ARCHITECTURE OF SSL/TLS

It is important to understand the underlying architecture for each of cryp-
tographic protocols for implementation is intended. We will consider the
architecture of TLS focusing solely on the Handshake Phase, as it is the
most significant to the development of the framework. Extension to other
protocols would require similar understanding. Firstly, we consider some
of the goals of SSL/TLS as these goals dictate the structure of TLS [12].
TLS aims to provide a secure connection between two parties with interop-
erability, extensibility, allowing for incorporation of encryption algorithms or
hashing functions and efficiency provided by caching. We will consider the
basic architecture of TLS as it is very similar to the architecture of SSLv3.0.
For our purposes, we need only to consider the Handshake phase of SSL.

3.1 The Handshake

During this phase decisions are made as to what cryptographic parameters
are to be used for the actual TLS connection. This include deciding on the
protocol version, selecting a cipher suite and performing some secret key
exchange.

The client sends a client hello message to the server. The server then possibly
responds with a server hello message. If there is no response then a fatal er-
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ror occurs and the connection is closed. These hello messages establish: the
protocol version to be used, session ID, cipher suite to be used, compression
algorithm to use, clientHello.random and ServerHello.random. The actual
key exchange may consist of up to four messages containing: the Server Cer-
tificate, the Client Certificate, the Server Key Exchange and the Client Key
Exchange. If the Server Certificate is to be authenticated it is sent after the
hello messages phase. Following that the Server Key Exchange message may
be sent if necessary. If the server passes the authentication, it may request
the Client Certificate (if the client has one and if it is required by the cipher
suite). The server then sends a Hello Done message back to the client indi-
cating the end of the Hello Message part of the handshake is complete. The
server then waits for a for a client response. If the certificate request mes-
sage was sent then the client needs to respond with a certificate. The client
will then send its Client Key Exchange message with the contents dependant
on the public key encryption algorithm chosen. After the exchanges have
taken place a Change Cipher Suite Message is sent from the client to server.
The client then sends new messages containing the new algorithms and keys.
The server responds by sending a Change Cipher Suite Message back with
the new keys and algorithms. The handshake is then complete [12].

4 RESEARCH OUTCOMES

The authors intend to develop a framework that could be used to evaluate the
correct implementation of security protocols in software and other analysis
of encrypted network traffic. In this regard the framework needs to be able
to decrypt traffic that has been encrypted by a specific algorithm, further it
needs to be able to determine which algorithm has been selected to provide
encryption; in the case of SSL/TLS this is a case of inspecting packets sent
during the SSL handshake. Once plain-text has been obtained the developer
can inspect the payload of the messages being sent was and can use this
to perform a form of manual debugging. Seeing as a number of security
related parameters can be derived from examining the SSL. handshake , it
would be useful to alert the user to possible security issues such as the use of
keys generated on the Debian platform during the Debian/OpenSSL security
breach [13] or suggesting that certain cryptographic algorithm be removed
from the cryptographic algorithms supported during negotiation in the case
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of SSL/TLS. For example 40-bit DES is considered to be extremely insecure
as it is weak to brute-force attacks or even suggesting that support of SSLv2.0
is a security risk as SSLv2.0 is well-documented as a flawed protocol. It would
also be useful to check the entropy of the cryptographic keys used. Once the
system has been developed some form of assessment needs to be performed
on the usefulness of such a system; this could be performed by distributing
the system to a number of users and collecting feedback or by developing a
number of test applications with glaring security flaws and then evaluating
the output produced. In this way we can further determine if the system is
of any practical use to developers.

5 APPROACH TO RESEARCH

Firstly, we assume legitimate access to the data or network connection and
that the private keys used are available. As this system would be used in a le-
gitimate context, there is no reason for the private keys to not be available for
use; attempting to recover private keys is outside of the scope of the research
context of this paper. The objective is to produce a suitable application
framework that permits easy recovery and secure storage of cryptographic
keys; including appropriate tools to decapsulate traffic and to decrypt live
packet streams or precaptured traffic contained in PCAP files. The authors
propose the development of a system to capture packets, filtering for TCP
packets only (or to parse a dump files for TCP packets only) mostly likely
written as a simple C++ application and making use of libpcap or WinPcap
(implementation dependant). This application then removes the headers of
the packet and considers the SSL/TLS handshake that has occurred, so as
to recover the public key and cipher suites used. The resultant processing
will then be able to provide a clear-text stream which can be used for further
analysis. The framework should be implemented for protocols that use the
standardized hybrid cryptographic protection system such as IPSec, TLS,
SSL 3.0 and SSHv2. An issue of concern is the recovery of the nonce, which
could either be retrieved by changing the server applications or more practi-
cally by having another trusted system holding a second copy of the private
key. An investigation as to how to sensibly store cryptographic keys is also
required as they form a central component of this system. Figure 1 illustrates
this in diagramatic form.
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Figure 1: Diagram of Proposed System Design

6 CONCLUSION

This paper has discussed the need for a framework to provide a means to
decrypt encrypted traffic for debugging needs within software development
and also as a means to provide analysis of encrypted traffic and has outlined
the system to be developed. At this stage, the research is still in its formative
stage. We expect that if the system is developed correctly, and is adopted as a
component in system development, that it may provide a standard to ensure
correctly implemented security systems and that it would also be useful to
network analysts. The system could later be extended for development with
other protocols, possibly including [PSec and SSH.
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Abstract:

The explosive growth of mobile communications technology and services in emerging
markets has resulted that access to information resources and storage of sensitive information using
mobile phones is increasing. At the same time the capabilities of mobile terminals and bandwidth of
mobile networks is improving. To protect the information stored in mobile phones and to make it
possible for mobile phone owners to utilize the vast amount of different mobile ICT services, it is
important that security mechanisms with scalable encryption and authentication keys is available. The
need for such security mechanisms is increasing proportionally with the explosive growth in mobile
wireless communications. South Africa as one of the progressive emerging markets needs to address
mobile security issues with the aim to develop the mobile enterprise and consumer services sector.
Therefore CSIR modelling and digital sciences department, as a main stakeholder in the mobile ICT
technologies and services in South Africa, have started a mobile communications security research
group in collaboration with research institutes locally and abroad.

This paper will present the case study for and the proposed mobile communications security
research. The mobile security research is based on several years of work in mobile wireless
communications area and is composed of three parts:

» Secure mobile terminal platforms: Mobile data security and low power encryption
and authentication mechanisms.

» Next generation mobile wireless network security: Radio access and handover
security. (MS <> BTS,APs), and End-to-end security issues.

»  Secure Mobile Services : Scalable security architectures for the vast amount of
mobile services expected.

The research proposal also encompasses a human capital development aspect where several
research proposals in collaboration with research universities and institutes, is expected to result in
several research PhDs and the development of research and educational curriculum in the areas of
mobile wireless communications security. The idea with this paper is to highlight and promote
awareness to mobile-wireless security research and promote formation of collaborative research
projects with research institutes in South Africa. The following section discusses one of the areas that
the group at the CSIR is currently involved in. The research effort is focused to build a scalable
platform to make mobile services secure and usable.
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Research in Progress I:

A Scalable Platform for Secure Mobile Services

Nowadays mobile phone users are able to access a large number of services requiring some form
of authentication. Making mobile services reliable is possible only by building security and
authentication mechanisms, so that confidence and trust is built between service providers and
customers. At the same time secure mobile services reduce fraudulent and unauthorized access to
mobile broadband content and services, promoting the continued growth of mobile broadband
technology and services. Secure mobile services require the development of security aware mobile
platforms and network protocols. Depending on the type of services on demand the dimensions and
rigor of security mechanisms can vary. As shown in figure 1 below, mobile services such as financial
transactions (M-Banking, M-Payment) and mobile enterprise services will require high security, while
public information access such as an M-E-Government application might need a low security level.
Another important aspect that needs research is the interplay between strong/low security and less/better
usability aspect of mobile services.

Authentication, Secure Mobile
Customer . .
Encryption Services

" Strong 7

9

Convenience./.Commitment
Requirements

Lowlevel
/ Low Power....

Figure 1, Security Dimensions of Mobile Broadband Services
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