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Abstract— Information Security Governance has become one of
the key focus areas of strategic management due to its
importance in the overall protection of the organization’s
information assets. A properly implemented Information
Security Governance framework should ideally facilitate the
implementation of (directing), and compliance to (control),
Strategic level management directives. These Strategic level
management directives are normally interpreted, disseminated
and implemented by means of a series of information security
related policies. These policies should ideally be disseminated and
implemented from the Strategic management level, through the
Tactical level to the Operational level where eventual execution
takes place. Control is normally exercised by capturing data at
the lowest levels of execution and measuring compliance against
the Operational level policies. Through statistical and
summarized analyses of the Operational level data into higher
levels of extraction, compliance at the Tactical and Strategic
levels can be facilitated. This scenario of directing and controlling
defines the basis of sound Information Security Governance.
Unfortunately, information security policies are normally not
disseminated onto the Operational level. As a result, proper
controlling is difficult and therefore compliance measurement
against all information security policies might be problematic.
The objective of this paper is to argue towards a more complete
information security policy architecture that will facilitate
complete control, and therefore compliance, to ensure sound
Information Security Governance.
Keywords-Information security governance;
policy architecture; information security policies.

I.

direct-control;

INTRODUCTION

In today’s business world, information is one of the most
important assets in most organizations. It has been noted as one
of the three most valuable assets in most organizations,
namely: people, physical property and information [1, p. 83].
Information is no longer only used as a business enabler, but
also to gain a competitive advantage [2]. Therefore,
information security is of extreme importance as it helps reduce
information risks, ensures business continuity, and maximizes
return on investments and business opportunities [3]. If this
information is compromised, an organization may not only lose
its competitive advantage, but its very existence. This is due to
the fact that information has the potential to damage an

organization if it is inaccurate and error prone, in the wrong
hands or unavailable when needed [4, p.1]. Therefore,
information must be protected, through a process generally
called information security.
As information, and the related information and
communication technologies, is critically important to the
wellbeing and success of an organization, it is imperative that
the practice of information security is properly mandated and
instructed from the highest to the lowest levels. Executive
management, at the Strategic management level, should ideally
issue directives as to how this critical asset should be protected.
These Strategic level directives should ideally be interpreted
and expressed in related information security policies to dictate
to lower levels of management how the process of information
security should be interpreted and implemented. The
relationship between the directives and subsequent policies are
usually represented in a structure called the information
security policy architecture [5, pp. 21-30].
Governance in general, and therefore also Information
Security Governance, normally comprises of processes called
directing and controlling. Directing refers to the process of
stating what is to be expected or accomplished, usually
documented in the form of policies. On the other hand,
controlling refers to the process of determining whether the
individual policies have been complied with. This also is
generally referred to as compliance checking [2].
The objective of this paper is twofold, firstly; to determine
whether general information security policy architectures are
adequate to facilitate proper controlling and therefore
compliance checking. Secondly, if general information security
policy architectures are found to be not suitable for proper
controlling purposes, determine what should ideally be done to
make this possible.
The rest of the paper is structured as follows. In the next
section, governance in general will be discussed with the
emphasis finally in Information Security Governance. This will
be followed by a more detailed discussion on the governance
aspects related to information security. The directing and
controlling aspects, related to Information Security
Governance, will be discussed in detail followed by some
discussion of what would constitute a good Information

Security Governance environment. Finally, an ‘ideal’
information security policy architecture will be proposed.
II.

INFORMATION SECURITY GOVERNANCE

As information technology is so fundamental in the daily
activities of an organization, it is important for the information
technology infrastructure to be governed properly. The
Institute of Directors Report [6] on Corporate Governance
emphasizes the value of good Information Technology (IT)
Governance. It emphasizes that IT Governance should focus on
strategic alignment, value delivery, risk management, and
resource management. According to the IT Governance
Institute [7], IT Governance consists of the leadership,
organizational structures and processes that ensure that the
organization’s information technology sustains and extends the
organization’s strategies and objectives. Furthermore, IT
Governance should result in the amalgamation of good
practices to ensure that the organization’s information
technology supports the business objectives, maximizes
benefits and opportunities, and helps in gaining competitive
advantage [7].
The information technology infrastructure is used to
process, store and transmit information. As already noted,
information is a particularly significant asset to most
organizations. It is often described as the core of the electronic
economy and is vital for the successful operation of most
organizations. It has also been noted that information is no
longer only used as a business enabler, but also to gain a
competitive advantage [2]. Therefore, information assets
should be protected using good Information Security
Governance practices.
Information Security Governance should promote good
information security practices through clear direction and
should provide organizations with an understanding of what is
necessary for a comprehensive information security plan. This
information security plan should also reflect the organization’s
needs and risk appetite [8].
Comprehensive Information Security Governance practices
should include strategic direction for information security and
activities that ensure that executive management directives are
implemented and compliance to them is monitored [2].
III.

GOVERNANCE OF INFORMATION SECURITY

As stated previously, governance generally comprises two
main processes, namely, directing and controlling. Information
Security Governance practices should facilitate this through
strategic direction for information security and activities to
ensure these strategic directives are implemented and extensive
monitoring activities to ensure proper control should be
introduced. This section briefly discusses this concept of
directing and controlling further, with emphasis on the three
management levels that exist in an organization, namely:
Strategic, Tactical, and Operational.
Directing occurs when executive management gives
directives as to what needs to be done in order to achieve the
organization’s information security objectives. Controlling
occurs when compliance checking is undertaken to confirm

whether executive management directives are being adhered to.
Both directing and controlling should occur at all the
management levels, namely: Strategic, Tactical and
Operational. At the Strategic level, executive management
should indicate the importance of information assets to an
organization through the development of a set of directives
outlining the objectives to protect the information assets. At
the Tactical level, the directives from the Strategic level should
be used to create policies and organizational standards and
guidelines. These policies should then translate into lowerlevel policies at the Operational level. The output from the
policies at the Operational level forms the basis of execution of
these directives on the lowest level, as shown in Figure 1.

Figure 1: Information security governance model [2]
As can be seen in figure 1, directing should start at the
Strategic level, and continue through the Tactical level, to the
Operational level. In the direct process, the executive level
directions are disseminated and cascaded into lower-level
information security policies. Controlling captures the
operational data from the lowest execution layer to assist in
reporting to the Tactical level and subsequently to the Strategic
level.
If Information Security Governance practices are applied
effectively, it should be possible to trace executive
management directives from the Strategic, through the
Tactical, onto the Operational level. Further, control or
compliance checking should begin with the operational data
captured at the lowest execution layer, through the Operational
level, the Tactical level, to the Strategic level. It can be argued
that it is only when directing and controlling are done at all
management levels that an organization can truly claim
compliance to Information Security Governance [2].
Therefore, as seen in this section, the proper governance of
information security, to a large extent, is dependent on the
strategic directives of executive management for the protection
of information assets. These directives should then be
disseminated through the related information security policies
at both the Tactical and Operational levels. Data at the
execution layer, below the Operational level, should be
captured and used for control purposes to ensure compliance to
the information security policies at the Operational level,
Tactical level, and eventually executive management’s
strategic direction.

IV.

DIRECTING INFORMATION SECURITY

The importance of executive management recognizing the
significance of, and giving directives for information security
can never be overemphasized. These directives are normally
based on a number of factors, including the strategic vision of
the organization, legal and regulatory prescriptions, the role of
IT and its alignment with the organization’s strategy, and
competitiveness [2].
Executive management directives are normally ‘expanded’
into a Corporate Information Security Policy (CISP). This kind
of a policy is also sometimes referred to as the Enterprise
Information Security Policy (EISP), an information security
program policy, a general security policy, an IT security policy,
a high-level information security policy, or more simply an
information security policy [9, p. 113]. For the purpose of this
paper, these types of policies will be referred to as Strategic
level policies. These policies are normally the highest-level of
information security policies, and, together with management
directives, reside at the Strategic management level. They form
a basis for all related lower-level, more detailed policies related
to information security [10, p. 64].
As explained in the previous paragraph, the Strategic level
policies are normally expanded or disseminated into a series of
information security policies, providing more detail at every
lower level. Some refer to these policies as issue-specific
policies. These kinds of policies provide detailed instructions in
the use of the organization’s processes, technologies, or
systems [9, p. 118]. A few examples of aspects in these policies
include Internet usage, email usage, incident response,
disaster/business continuity planning, viruses and worms,
hacking, home use of organization’s computer equipment, use
of personal equipment on organization’s network, use of
telephones, fax, photocopying equipment, etc. [9, p. 119]. For
the purpose of this paper, these policies will be referred to as
Tactical level policies as they normally reside at the Tactical
management level. This is where organizational policies will
normally end.
These Strategic and Tactical level policies are normally
organized in an Information Security Policy Architecture
(ISPA). An ISPA is a representation of all the information
security related policies in a hierarchical format. This helps an
organization to be acquainted with all the information security
policies it has in use, as well as how they are related to one
another [5, pp. 21-30].
However, during the course of this study, it has been noted
that there could exist a problem of policy documentation not
being extended further down into the Operational level policy
documentation targeted to the technical audience or personnel.
A thorough literature survey has confirmed that an extremely
large portion of research has mainly focused on information
security policies and related documentation targeted to either
the general end-users or management. Less emphasis has been
given to the Operational level policy documentation targeted to
the technical audience. The following is a list of the main
sources of information security policy documentation literature
that do not take the technical audience into account [3]; [1932].

Therefore, it can be argued that in most cases in literature,
and therefore organizational practices, the ISPA does not
extend to policies that logically reside at the Operational level.
This does not necessarily mean these kinds of policies do not
exist in organizations. It could be they are just managed in
isolation to the rest of the organization’s information security
policies since they are not included in the ISPA.
Policies at the Tactical level are usually supported by
associated Procedures or even organizational Standards [9, p.
111]. However, Operational level policies might also be
supported by their own associated Procedures and/or
organizational Standards. Thus, Procedures and Standards or
Guidelines from the Tactical level are not the only
documentation supposed to reside at the Operational level, but
should coexist with the actual Operational level policies,
together with their Procedures, Guidelines and Standards.
Therefore, it can be claimed that there is indeed a ‘break’ or
‘gap’ in the direct process, as depicted in figure 2.

Figure 2: Operation level policies not included in
organization’s policy architectures
In the next section, information security related policies or
directives at the Operational level, that are seemingly excluded
from most ISPAs and therefore unrelated to the Tactical level
policies, will be discussed.
V.

OPERATIONAL LEVEL POLICIES

In an organization, information security policies are
targeted to different audiences, namely: management, endusers, and technical personnel [11]. Certain Operational level
policies (or Operational directives) are targeted to both endusers and technical personnel active at the Operational level.
However, the Operational level policies this paper is focusing
on are those that are primarily targeted to the technical
personnel.
There are different terminologies used to refer to these
Operational level policies, namely: system-specific policies [9,
p. 124], technical controls [9, p. 125], low-level policies [12],
application-specific policies [13, pp. 97-99], and may easily be
confused with configurations and tunings [12]. These
Operational level policies are most of the times differently
planned or structured than the higher level policies. They often
function as a documentation of technical standards or settings

to be used when configuring or maintaining systems, for
example, to configure and tune a network firewall.
This paper will focus on two typical broad categories of
these Operational level policies. The first category is access
control, which covers the low-level settings for controlling
logical access to organizational systems. The second category
is computer networking, which covers the network settings to
ensure a secure and reliable network. The configuration
settings for the following might typically be found in such lowlevel policies; aspects on remote access, VPN (virtual private
network), ACLs (access control lists), RBAC (role-based
access control), DAC (discretionary access control), MAC
(mandatory access control), firewall security, and routing [14];
[15]; [16]; [11]. Thus, it is clear that low-level security
configurations and setting are indeed recorded in low-level
policies that can typically be positioned at the Operational
management level.
Whitman and Mattord [9, p. 124] stated that the
Information Security Policy Architecture (ISPA) should ideally
tie together all information security related policies, from the
Corporate Information Security Policy (CISP) right down to
the lowest level technical or operational information security
policies. Thus, the Operational level policies should ideally be
motivated and directed by higher-level policies. This means
that these Operational level policies should technically dictate
what is directed in the higher-level policies, and they should be
included in the ISPA.
However, traditionally, organizations have adopted a
bottom-up approach in the creation of these low-level policies.
In this approach, the technical staff would initiate the process
of information security configuration and settings at the
technical level and then propagate their findings upward to
management as proposed policy recommendations. As a result
of this bottom-up approach followed at the Operational level,
these policies might not be tightly linked to the Tactical level
policies and therefore not necessarily contribute directly to the
directives stemming from the higher-level policies [17]. This
principle is graphically presented in figure 3.

This would further enhance compliance measurement, as
compliance would be measured from the Operational level to
the Tactical level, and then to the Strategic level. Ultimately,
this would enhance Information Security Governance. This
aspect of controlling is further discussed in the following
section.
VI.

CONTROLLING INFORMATION SECURITY

As highlighted previously, the relationship between the
functions of directing and controlling is cyclic by nature and is
often referred to as the Direct-Control Cycle [2]. Directing is
the process of stating what is expected through policies and
controlling is the process of verifying that the policies are
being complied with. In order to effectively control, it is
necessary to capture data to test for compliance with the
policies which were drafted and implemented through
directing. At the Operational level, this data could be extracted
from, for example, log files of operating systems, databases
and firewalls [2].
When measuring compliance, it is important for an
organization to do so in a comprehensive manner. Compliance
measurement should start from the Operational level. At the
Operational level, all policy related activities should be
captured and stored as compliance measurement data. After the
measurement data has been extracted from the Operational
level, compliance to the Operational level policies should be
measured, and information security reports should be
distributed to the Tactical level. At the Tactical level, further
compliance to the related Tactical level policies should be
measured. As a result, reports on compliance and conformance
to the Strategic level policies should be more accurate as they
reflect the data from all three management levels [18]. This
‘flow’ of control from the Operational level to the Strategic
level is graphically represented in Figure 4.

Figure 4: Control at all management levels

Figure 3: The traditional bottom-up approach to the
creation of Operational level policies
When tightly aligned with Tactical and Strategic level
policies, these Operational level policies could greatly aid in
capturing and implementing the original executive level
directives. Further, they can be used for controlling purposes.

Therefore, comprehensive and complete control, from an
Information Security Governance point of view, should ideally
begin with data from the Operational level, where compliance
is checked against Operational level policies, to the Tactical
level, where compliance is checked against Tactical level
policies, and then to the Strategic level, where compliance is
checked against Strategic level policies and directives.

VII. THE ‘IDEAL’ INFORMATION SECURITY GOVERNANCE
ENVIRONMENT: A COMPREHENSIVE INFORMATION SECURITY
POLICY ARCHITECTURE
Comprehensive Information Security Governance is, to a
large extent, dependent on the comprehensiveness of the
organization’s Information Security Policy Architecture
(ISPA). Directing and controlling functions should be achieved
through the information security related policies at all levels.
Ideally, directing functions should be evident from the
Strategic level, through Strategic level directives and policies,
to the Tactical level, through Tactical level policies, and then to
the Operational level through Operational level policies.
To enable this ‘ideal’ Information Security Governance
environment, it is necessary that the directing arrow,
represented in the figures, does not stop at the Tactical level,
but continues through to the Operational level. The Tactical
level polices should be derived from the Strategic level policies
and directives. Further, the policies at the Operational level
should be derived from the policies at the Tactical level. In an
ideal ISPA, this would then ensure that the direct arrow
continues unbroken from the Strategic level to the Operational
level. This, in turn, would allow for an unbroken control arrow
to extend from the Operational level, and the data collected
there, to the Strategic level.
It is of extreme importance that the Operational level
policies are developed from the Tactical level policies, rather
than the traditional bottom-up approach. Further, it is important
that these policies are included in the organization’s ISPA.
Managed this way, Operational level policies can benefit
Information Security Governance control, as control would be
measured from the lowest level of execution, guided by these
policies. Therefore, potentially, more accurate high-level
reports could be produced on the overall compliance to
management directives.
These Strategic, Tactical, and Operational level policies
should be logically organized in an Information Security Policy
Architecture (ISPA) as depicted in figure 5 below, contributing
to sound Information Security Governance.

VIII.

It is well accepted that information is no longer only used
as a business enabler, but also to gain a competitive advantage.
Therefore, comprehensive Information Security Governance
practices should be practiced by organizations. Proper
Information Security Governance has been noted to consist of
the direct and control activities that should be performed at all
management levels, namely: Strategic, Tactical, and
Operational level. Policies residing at each of these levels
should be represented in an organization’s Information
Security Policy Architecture (ISPA).
As was highlighted, however, in most cases, the ISPA does
not include those policies residing at the Operational level.
Very often, the Operational level policies that do exist in an
organization were developed following a bottom-up approach.
This means that, typically, Operational level policies are not
directly related to the Tactical or Strategic level policies.
Therefore, a ‘break’ or ‘gap’ is evident in both the direct and
control processes.
The ‘ideal’ ISPA, however, does not have any ‘breaks’ or
‘gaps’ in the direct and control processes from the Strategic, to
the Tactical, to the Operational level and therefore sound
Information security Governance can more easily be facilitated.
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