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Abstract—The study applied Decision Making Trial and factor of knowledge management [7]; Tseng appliagys
Evaluation Laboratory (DEMATEL) to analyze the casual Fuzzy DEMATEL to develop the causal decision-making
relationship and mutual impact level between the awtrol items of model of service quality [8]; Hu, Chiu, Cheng ancenY
the information security management system. Three ce control integrated IPA and DEMATEL to improve the order-niimg
items of the information security management systerare found,  conditions of computer network equipment manufasif9];
Security Policy (SC1), Access Control (SC7) and Huam | ee |j, Yen and Huang respectively applied DEMAT&nd
Resources Security (SC4) respectively. They can beopided to Fuzzy DEMATEL to the technology acceptance modethef
enterprises as the direction of continuous improveent, risk etching technology industry [10][11]; Chang, Chaargd Wu
reduction and the establishment of competitive advetages. The applied Fuzzy DEMATEL to ahalyze ,the evaluation
study applied the methodology value of DEMATEL, which ot importance of suppliers [12]; Ho et al. integrateulltiple
only has established the causal relationship and rtwal impact . vsi d DEMATEL ¢ ) d i ‘
level between the 11 information security controltems, but also regression analysis an . [0 amend importance
provided organizations with the least resource inputo resolve ngg:mgﬂgg ;nzgsg)sli,erinﬁm?pF,il\“sedsuléhtothis?‘r?;sqﬂwl(t));
practical intricate issues. DEMATEL has been successfully applied in many feld
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The purpose of Gabus and Fontela developing the
DEMATEL approach is to directly compare the intdi@at
between variables and obtain the causal relatiprestndl impact
level with matrix operation in an intricate systefind the core
I INTRODUCTION issue and improvement direction by setting the sthoi to

The Decision Making Trial and Evaluation Laboratory simplify the relationship of variables, apply thause-effect
(DEMATEL) was developed by the Battelle Memoriadtitute ~ diagram to express the variable features and fyptbe system,
through its Geneva Research Center; it is usegédolve the and find the core issue and improvement directionthie
issues of race, hunger, environmental protection, energy ~complicated system [1]. The study, therefore, appli
[1][2]. Scholars have applied DEMATEL to resolvetiss in DEMATEL to analyze the interactions and impact Is\a the
different fields; Hsu applied the Factor Analysisphoach and control items in an information security managemeystem,
DEMATEL to analyze the evaluation criteria and twusal and then further developed the continuous improveme
relationship of blog design [3]; Wu and Tsai apgplie Strategy of the information security managementesys
DEMATEL to analyze the causal relationship betweba
evaluation criteria of automobile spare parts [dhsshi, Il.  ISMSREVIEW
Mohamadnejad and Nasrollahzadeh applied Fuzzy DERAT
to establish the causal relationship and impadllef/strategy
maps [5]; Zhou, Huang and Zhang applied Fuzzy DEEAT
to identify the key success factor of energy managg [6];
Wu applied Fuzzy DEMATEL to distinguish the key sess

The International Organization for Standardizatissued
ISO 27001 Information Security Management SysteéaM@)
requirements in 2005 as the basis for organization
establishment, and information security management
implementation, maintenance and verification [li#]plays a



considerable key role for the contribution for imf@tion
security management [15]. ISMS has
terminology to establish an authentication framdwathe
general perception that information system deségpuires, and
the advantage of increasing interoperability angroxing

product service standards [16]. Information seguricludes
organization, law, technology and application, ¢i7][18],

and the traditional information security focuseddsts mainly
focus on information technology [18]. In recent igedhere are

some scholars who processed studies focusing on t
security

performance and framework of information
implementation [16][19], there are, however, nated studies
focusing on the causal relationship and mutual ohpevel
between the practical security control items of 132001

Information Security Management System and ISO 270
Information Technology- Security Techniques- Code of

improvement direction. The operation steps of DENEATare

the consistertbriefly described as follows.

A. Define variables and establish a measurement scale

Literature exploration and expert opinion are agplio list
the variables that impact the system, and the taeissionship
and impact level scale and symbols between vasahle
established. The scale is divided into levels ®,l1and 3, and
they respectively represent “No impact”, “Low impgac¢High
impact” and “Great impact” [13], and symbols “+"datt” are
applied to refer to positive impact and negativepant,
respectively.

OB. Establish Direct-Relation Matrix

When the amount of variables is n, the variables ar

Practice for Information Security Management [14][20]. As compared according to the impact relation and Ieased on

such, the study focused on the 11 security coitgois in the
information security management system to procesdysis
on the causal relationship and mutual impact lefie the
core security control items, and provide the kdgrimation for
developing a continuous improvement strategy.

The 11 security control items are shown as follows:
Security Policy

Organizing Information Security

Asset Management

Human Resources Security

Physical and Environmental Security
Communications and Operations Management

Access Control

© N o o A~ wDdb

Maintenance
9. Information Security Incident Management
10. Business Continuity management
11. Compliance

Information security management is a complicatestesy
with a causal relationship and mutual impact. Tplase the
mutual impact relationship of this type of issue a@entify the
core items, the study applied DEMATEL to analyze ¢bntrol
items of information security management to fin@ ttore
items that drive the information security managetnssistem,
allocate the resource to the core items, develégrrimation
security management strategy, and achieve the perpd
organization continuous improvement and competitas
improvement.

. METHODOLOGY

The Decision Making Trial and Evaluation Laboratory

(DEMATEL) directly compares the mutual impact relaship
between variables, obtains the system’'s final
relationship and impact level through matrix operat and

Information System Acquisition, Development and

dausa

expert opinions. If there are many expert opiniadhgn the
consensus decision or mean will be applied to ohkta nxn

direct relation matrix X. In the direct relation ma X, "
represents the level that variable i impacts végiab
DEMATEL assumes the variables have no self-impaats]

therefore, the diagonal of the direct relation imax, % =)
is set as 0.

0 X12 A X:ln
x =| %t 0 A X
M MO M

Xy X, N O

If the system has positive and negative impactsn th
symbol matrix is required to be established.

C. Calculate Normalized Direct-Relation Matrix

There are two methods for the calculation of a radizad
direct relation matrix, such as applying the grsatmlumn
vector sum as the normalized basis [9][10][11][184{; using
the greatest column or row vector as the normaliesis [21].

Set

1 1 @)
Max n " Max n
1<i< n[;)ﬁiJ 1<j< n(;’“)

Then through the calculation of formula (1) and, @yd
multiplying the direct relation matrix X with, the normalized
direct relation matrix N is obtained.

N = AX 2
There shall be at least one row in which i's sunstrmeet

A =Min

finds the core items of a complicated system and ththe requirement of Formula (3) in the DEMATEL asgtion.



; 1 3
;‘)(ij‘</] 3)

D. Calculatethe Direct and Indirect Relation Matrix

Multiply normalized direct relation matrix N, andidh all
the calculated mutual impacted results in the gyste obtain
direct and indirect relation matrix T, as shownfanmula (4)
[13]. In addition, exclude direct relation matrix, l[dnd only
sum up the calculated results with 2 or more mutughcts to
obtain the indirect relation matrix H, as shownfanmula (5)
[13].

4
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Set tij as the impact coefficient of the direct andirect
relation matrix T, in which i,j = 1,2,...,n. the roand column
sum of direct and indirect relation matrix T candadculated
from formula (6) and (7), and set Di as the surthefith row,
which refers to variable i being the reason thatdots the sum
of other variables; Rj is the sum of the jth colymwhich refers
to variable i as the result and is the sum thakiag impacted
by other variables. Di and Rj obtained from dirantl indirect
relation matrix T having included the direct andiiect impact.

(6)

T =lim(N+ N2 +A +N*)=N(i -N)”

H =lim(NZ+ N2 +A + N )= N2(1 - N)*

D = Zn:\t”\ (i=122A ,n)
j=1

R=3| (i=12A.n) ™

E. Cause-Effect Analysis

Define (Dk + Rk) as the prominence, and k = i = j
1,2,...,n, as the impact and impacted level of thevdriable,
which refers to the core level of variable k in gystem; and
(Dk - RK) is defined as a relation, which referstiie impact
and impacted difference level of the kth variabded the
causal level of variable k in the system. If théueas positive,
then the variable is a reason type, if it is negatthen the
variable is a result type. When Dk - Rk is positivel Dk + Rk
is great, it refers to variable k being the drivifagtor of
resolving core issues and can be listed as theitgritandling
object. In addition, through system causal relatigm analysis,
the improvement priority order of various variablesn be
determined. However, before the analysis, somestiotds,
which have smaller impacts on variables, shall éketdd to
simplify the analysis [10][11]. Therefore, the d®oh-maker
can find the driving variable for resolving the edssue in a
complicated system and plan suitable decision-ngakio
resolve the issue according to the causal reldtipnand
mutual impact level of variables. The study apptieel control
items of information security management as theabbes, and
found the core items that drive the information usitg
management system with DEMATEL to develop an
information security management strategy and aehithe
purpose of continuous organization improvement
competitiveness improvement.

IV.  ANALYSIS RESULT
The design of the study applied the 11 practicalisty

control items of the ISO 27001 Information Security
Management System and 1SO 27002 Information Tecigyel
Security Techniques- Code of Practice forinformation
Security Management as variables, and discussed @it
information security executives and 3 informatiecuity field
scholars. As the information security control iteals have
positive impact relationships, only the direct tielaship
matrix of the 11 security control items are develbpThe
measurement scale of the direct relationship aghgle four
point scale, with “0” referring to “No impact’, ant3”
referring to “Great impact”.

DEMATEL analysis is processed with information sgégu
control items to understand the causal relationshgeording
to Formula (4), the direct/indirect relation matrcan be
obtained, then the value D of each column and gleevR of
each line according to Formula (6) and (7) areutated, and
the prominence (D+R) and relation (D-R) is obtajresishown
in Table 1.

TABLE I. THE PROMINENCE AND RELATION COEFFICIENT TABLE OF THE
INFORMATION SECURITY CONTROL ITEM
Notation | Order-Winner Criteria D R D+R | D-R
SC1 Security Policy 1.771.0.269| 2.040( 1.502
scp | Organizing Information| 271 44| 1.149| 0.265
Security
SC3 Asset Management 0.32M.503( 0.823]-0.182
sca Human Resources | 4 4461 o695 2.141| 0.751
Security
scs _Physicaland | 5561 568 0.925|-0.212
Environmental Security|
Communications and
SC6 Operations Managememt0'538 0.954| 1.492(-0.416
SC7 Access Control 1.1011.124| 2.225(-0.023
Information System
SC8 |Acquisition, Developmer] 0.490| 0.337| 0.827| 0.153
and Maintenance
scg | [nformation Security | g 339 | 1 003 1.334-0.673
Incident Management
scio | BusinessContinuity | 5151 1 535 2 550-0.515
management
SC11 Compliance 0.92p1.575( 2.500] -0.649

Divide the sum of prominence and relation by the 11
information security control items to obtain the ame This
value can then be used to divide the cause-effagram into
four quadrants, as shown in Figure 1. Accordinth®analysis
of Figure 1, in the information security controérits, those
with high prominence and relation are Security &o[SC1)
and Human Resources Security (SC4), which repregbat
this type of information security control item feetcore item of
the system; those with high prominence and lowticalaare
Access Control (SC7), Business Continuity managémen

an (ﬁSClO) and Compliance(SC11), which representsthifatype

of information security control item will be impact by other
factors; those with high relation and low prominenare
Organizing Information Security (SC2), Informati@ystem
Acquisition, and Development and Maintenance (SG8)
due to the prominence and relation being lower thenmean



1.637 and 0.000, for other information security tognitems,
the causal relationship has a small impact, ang t@ be
regarded as independent.

Casual-Effect Diagram
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Figure 1: The causal matrix of information secudontrol items

Due to mutual impact relationship of the informatio
security control items being complicated, the stadgounted
the impact level of the causal relationship beinwlter than

0.150 as having no impact, remaining 25%~40% caus%

relationships which can simplify the complicatedusa
relationship and be provided to the organizatioma aecision-
making reference when implementing continuous imgneent
[10][11], shown as Table II.

TABLE II. THE CAUSAL RELATIONSHIP AND IMPACT COEFFICIENTTABLE
OF THE INFORMATION SECURITY CONTROL ITEM WITH THE THRESBILD OF 1.5

Matrix |SC1| SC2| SC3| SC4|SC5| SC6| SC7|SC8 SC9({SC1qSC1y
SC1 0.1690.1710.185 0.169 0.2700.27(¢
SC2
SC3
SC4 0.2050.215 0.1770.253
SC5 0.152
SC6 0.1990.179
SC7 0.17(¢ 0.159 0.1820.1890.225
SC8
SC9
SC10 0.2400.225
SC11 0.185 0.214

It can be seen from Table 2 that the organizatian c
actively put in resources toward the improvemen® s&curity
control items and then further drive the improvetmaiother
security control items. (1) When an organizatiotréases the
information security instruction and support for eth
management level focusing on Security Policy (S&Eprding
to operating requirement and laws and regulatiohgan
positively impact the improvement of Organizingdmhation

Security (SC2), Asset Management (SC3), Human Ressu
Security (SC4), Communications and Operations Mameamt
(SC6), Business Continuity management
Compliance (SC11). (2) When an organization syrictl
implements Access Control (SC7), it can positivietpact the
improvement of Human Resources Security (SC4),
Communications and Operations Management (SC6riBec
Incident Management (SC9), Business Continuity mganeent
(SC10) and Compliance (SC11). (3) When an orgdnizat
helps the employees, outsourcers, and third-pasgrsuto
understand their responsibility, fit in their idiied roles and
reduce the risk theft, fraud, and misuse focusingHuman
Resources Security (SC4), it can positively impdboe
improvement of Communications and Operations Mameegé
(SC6), Access Control (SC7), Business Continuity
management (SC10) and Compliance (SC11).

V. CONCLUTION

Past studies that focus on information securityagament
mainly concentrated on information technology and
management framework, and did not establish relstedies
focusing on the causal relationship and mutual ohpaf
information security control items. Therefore, ttedy applied
EMATEL to analyze the causal relationship and raltu
impact level between the information security coinftems,
establish causal relationship and system matnid the core
control and improvement item, and put in the leasburce to
resolve the complicated issue when there is caeksionship
in information security management and allow deaisi
making analysis to be more effectively and acclygieovide
the information required for business.

The study applied the DEMATEL methodology to praces
the decision-making improvement analysis and estaibkent,
and find the key improvement items, Security Po{&C1),
Access Control (SC7) and Human Resources SeciBB4),
which allows the organization to concentrate resesiron
improving the abilities of the aforementioned 3rite This not
only improves the quality conformity, but also iropes other
information security control items at the same tinmée
limitation of this study was based on 6 expertdaiences
and opinions to drive the causal relationships bfcbntrol
items of information security management, lack ofpgical
research to approve its general application. I wé the
important work for research in the near future.
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