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Abstract—Reputation is used to regulate relationships of trst in

online communities. When deploying a reputation syem, it

needs to accommodate the requirements and constrairof the
specific community in order to assist the communityto reach
their goals. This paper identifies that there is a eed for a
framework to define a configurable reputation systen with the

ability to accommodate the requirements of a varigt of online

communities. Such a reputation system can be defideas a
service on the Cloud, to be composed with the appétion

environment of the online community. This paper intoduces the
concept of RaaS (Reputation-as-a-Service) and diszses a
potential framework for creating a RaaS. In order b achieve
such a framework, research is conducted into feates of SaaS
(Software-as-a-Service) components, user requiremenfor trust

and reputation, and features of current reputation frameworks

that can be configured in order to support a reputéion service on
the Cloud.
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. INTRODUCTION

Online shopping has grown significantly in the pgsars
and it is predicted that such sales will increaseually by 10%
for the next 4 years [1] [2]. People are influendsdproduct
reviews to make purchasing decisions and tend o fimm
online stores with a good reputation [1]. As onlg®pping is
characterized by insecurity, anonymity, lack of tcohand
potential opportunism, online communities shoul#tetahe
necessary steps to ensure that participants atevotihy.

In such environments, a reputation system can bd ts
compute and publish reputation scores for servicwigers,
services, products or entities such as customethinwia
community. The calculation aggregates the collectiof
opinions or ratings that entities have about thgeab. The
ratings are given to a reputation system that asepecific
reputation algorithm to compute the reputation esd8]. In
order to be effective, such reputation managersd niee
accommodate the specific needs of the communitiesrav
they are deployed.

Consider a scenario of organization ABC, an onfitwe
for a start-up company that sells products to cowsa over
the mobile web. As trust and reputation is a magmnponent
to enable m-commerce, the online store of organizaABC
need to deploy a reputation system to control teistionships
between consumers, suppliers and their portal.hasetis no
off-the-shelf reputation system to integrate intbeit
application environment, and it is expensive ta@usdevelop,

without it. Ideally, organization ABC needs a regiitin system
that is simple to use with easy to understand gatlretween 0
and 5 to ensure the growth of the community. Inoafine
community that provides a platform to post and reéarime
incidents with mobile phones, a reputation systemeeded to
ensure that no malicious or false incidents ar@ned. The
requirements for this reputation system may be déffgrent
than those from the online store of organization CAB
indicating that a configurable or customizable tapan
system is needed to support multiple online comtiesmihat
will be cost-effective and efficient.

Recently, a business model for software application
namely SaaS (Software-as-a-Service) has emergeadhwhi
lowers the cost of development, customization, agpkent
and operation of applications [4]. As SaaS appbost
generally support the concept of software apphbcati
configuration and customization, this research pseg to
present a configurable reputation system as a SahSon.
This implies that the multi-tenant architecture fadlowed
where organizations only pay for features theyeascand are
able to configure or customize the reputation syste suit
their community’s needs.

The contribution of this paper is to identify reeuments
and challenges in order to define a RaaS (Repuntatea-
Service) framework. As trust and reputation systeas be
very complex, the focus of this research is thend&fn of a
service framework that provides similar but confahle
functionality currently supported by central onlireputation
systems.

In the next section, trust and reputation is defif@ this
research. Five general components of reputatiosersg are
given which is referred to throughout the paper.e Th
requirements for a RaaS component is identified by
considering SaaS configuration aspects, user geints for
trust and reputation and finally requirements frogputation
frameworks. A RaaS framework is presented and &pempis
concluded.

Il.  TRUST AND REPUTATION

Trust and reputation is present in a variety ofiranl
communities. Trust is the individual's perspectiom a
particular service or product and reputation is raug's
perspective on a particular service or product [&% trust and
reputation are concepts that are often used irdeggably,

the m-commerce web site may initially be implemdnte they are now defined for the purposes of this mesea



A. Trust

Trust is challenging to define as it manifestslitsemany
different ways in varying contexts. Almost everypeast of
daily life is supported by some form of trust. Example, in
Figure 1, consumer X, the trustor, orders productsn
organisation ABC, the trustee. For this reseatod,following
definition of trust is adopted. The trust of com&u X in
organisation ABC is defined as the level of sulbject
probability that organisation ABC will deliver highuality
products on time [6].
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Figure 1. Trust and Reputation

The trust of consumer X in organisation ABC is etféel by
trust properties such as transitivity, subjectiviznd the
asymmetric nature of trust [7]. If organization AB@s the
reputation of delivering high quality products, samers
automatically assume that any product of orgarinafiBC is
also of high quality due to the property of trangtiy,
suggesting that trust is transferable. But, as lootilsumer X
and Z can have different levels of trust towards #ame
organisation ABC, trust is subjective. The asymiogiroperty
of trust is defined by the fact that consumer Xdseto trust
that organisation ABC will deliver the necessarwiges, but
organisation ABC needs to trust consumer X to patiroe.

Closely related to trust, is reputation. In thetraection the
concept of reputation is addressed in order totifyeelements
that it consists of.

B. Reputation

Reputation can be considered as a collective measiur
trustworthiness [16]. In order to better regulatationships in
online communities, opinions about interacting ipatt past
behaviour can be collect and aggregated in ordatefme a
summary evaluation, or reputation. In Figure 1,utefon is
illustrated by a group of consumers’ opinion on peecific
product. The group of consumers in Figure 1 giveslpct Y a
good rating over time; this ensures that the prodilt have a
good reputation score [8]. In this paper the teratel" is used
to represent a participant or consumer who asgafinsys for

others. Reputation is calculated by incorporatingstp
experiences, direct experiences and recommendatising

various algorithms and models for this purpose (e party
can trust another based on their "good" or "bagUtation.

The five main components found in reputation systemd
models are [10]:

1. Gathering behavioural information where direct
experiences, and experiences of acquaintances of
consumers, recommendations from others, transaction
history, pre-trusted entities and raters reliapildre
collected.

2. Scoring and ranking of entities are done next resulting in
a reputation score, computed using averages, forg,
or Bayesian networks.

3. Entity selection is done next using the reputation score
and other utility functions as specified.

4. Transaction is carried out with the selected entity.

5. Reward and punishment is finally given by assessing the
transaction and giving a rating.

Most current reputation systems are built usingsehe
common components, but for a specific context gudiation
domain, using proprietary vocabularies [11]. Eaefires its
own method to query, store, aggregate, infer, [pmétrand
represent reputation information. The next seciiwestigates
requirements for a RaaS framework to suit the neeafds
different communities.

Ill.  REQUIREMENTS FOR ARAAS FRAMEWORK

In order to determine general reputation system
requirements to define a RaaS framework, this rebeaow
reports on general SaaS on configuration requiresrerRaaS
applications to direct focus of further analysishert
requirements elicited by users for trust managerf@ntand
finally an analysis of components of reputationteys to
determine a comprehensive list of requirementsafoRaaS
component.

A. SaaSapplication requirementsfor RaaS

The focus of a RaaS model is to deliver softwaretions
to many clients over the Web with a single instanea
software application running on a multi-tenancytfolan [12].
This model lowers the cost of ownership and alsppstts
higher levels of mobility for users over a web-lzhselivery
model. However, every tenant that needs to useaaSR
supported with this model can be unique, requidhgnges to
the reputation system.

Tenants may have a different industry focus, thegtomer
may behave differently, they may support diversedpct
offerings and have different regulations, orgamiret! culture
and operational strategy. These features requi@SRa be
tailored, by leveraging two major approaches namely
configuration and customization [12]. Configuratidones not
involve source code change of the RaaS applicatind



support differences through setting pre-definechpeters, or
leveraging tools to change application functionshimi pre-
defined scope, such as adding data fields, changeid
names, modifying drop-down lists, adding buttonsid a
changing business rules. On the other hand, cuzbiomn
involves RaaS application source code changes ¢ater
functionality, leading to a more costly approachfoth SaaS
vendors and clients.

There are seven fundamental configuration
customization requirements that can be tailorednéke the
RaaS component as flexible as possible [12] namely:
Support for different organization structures reghe
ability to add, delete and changes roles.

Support for different types of data can be madesiptes
by adding custom fields and types, and deleting dat
needed.

Support for different processes requires tasks o b

and

The quality parameters of a service should be obett

and certified by a trusted party; ratings of suchaaty

can be used as a starting point for trust compnati

Raters reliability must be controlled as they could
provide dishonest ratings.

An initial rating should not influence or bias sehaent
votes.

Use recommendations if recommenders preferences are
similar to own preferences.

Over time trust values decay and become invalid.

2) Scoring and Ranking

The need is for a single trust rating calculatedakmng
into account different service aspects and theighis.

The computation should be an aggregation of all
weighted aspects, similar to an "average".

switched, added and reordered and their roles to be

changed.
Business rules can be modified by changing or rggtti
rules and the rule triggers.

3) Entity Selection
When services are selected, they should be sorted
according to their trust rank and providers shobé

Reputation computations can be made more generic by made comparable to each other.

adding or changing actions or triggering actions at

different points.

The user interface can be changed with respebettobk
and feel, the data presented and the additiontaf da
Reporting can be changed with respect to styleasgt
used and query rules.

By considering such a user-centered design apprahaeh
proposed RaaS component can be created to fhlilheeds of
users as far as possible.

RaaS framework requirements are discussed next.

In summary, the RaaS should be developed to have

standardized software features to serve as mamptslias
possible using a configuration approach. The Raa®ldper
needs a strategy to enable self-defined configuraby their
tenants without changing the SaaS application sococe for
any individual tenant [12]. The RaaS environmeseds to be
thoroughly analyzed to determine the common condition
requirements. In conjunction, a sophisticated wated tool is
needed to allow clients to configure the RaaS eervi
themselves.

The next step is to investigate user requirememtgréist
and reputation systems.

B. User trust and reputation requirements for RaaS

Previous research [9] collected formal user requénets
for trust and reputation systems from system d@ezkn It
was found that these users required a clear, ldyara
pluggable architecture for representing the catmmnaprocess
of the trust score. Categorized user requiremsete found to
be closely coupled with the previously discussede fi
components found in reputation systems [10]. Ussda for
each of the components were identified as follows:

1)

Information Gathering
The success of each interaction needs to be ratdd a
quality parameters continuously monitored.
Simple and intuitive rating scales should be used.
Services from providers with good reputation shoodd
consumed.

C. Reputation system framework requirements for RaaS

The focus of this section is to identify major @dmeristics
of reputations systems to identify requirements tf@ RaaS
component. In order to achieve this, an adapteddveork is
defined from the work of others [13] [14] [15]. Teeare 8
elements which are discussed following the phasés o
reputation management components from information
gathering, to scoring and ranking and entity s&lactThe
elements, shown in Figure 2 include:

1) Network architecture

2) Information gathering

3) Inputs

4) Rating approaches

5) Incentives

6) Reputation measurement parameters
7) Reputation computation engines

8) Rating score
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Figure 2. Reputation manager framework

Figure 2 shows how the 8 elements at the top of th

diagram fit in with the 5 components at the bottom.

1) Network architecture

The network architecture of a reputation system aittrer
be a centralized, decentralized or hybrid archirec{16]. The
network architecture determines how informatiorgahered
and stored. For this research, the RaaS comporeausnto
follow the cloud architecture, thereby limiting tlseope of
architecture choice. In a centralized architectade,data is
stored in a central repository with all reputatiossores
publicly available to participants. For distributed hybrid
reputation systems, there is no central point whatiegs are
submitted or feedback can be obtained.
participant is given the responsibility to collgetings from
others. For a RaaS component this is not a vigitieroas the
cost and complexity level would be too high. A trelized
architecture is simple and cost-efficient, and oomf to the
RaaS and user requirements identified previoudys Thoice
directly influences the discussion of the next elatg, as they
need to comply with this requirement.

Next the information gathering stage is discus§exa. this
research, a transaction between two participarttseidasis of
a rating. Generally, a participant cannot rate laotone
without having had a transaction with him. Aftetransaction,
participants usually have no direct incentive fapyiding
rating about the other party. The information getige phase
should be carefully designed to address this issue.

2) Information gathering

The information gathering phase collects ratingitappver
a period of time. There are a numbers of imporsspects to
consider such as the collection channel, the inftion
sources, the type of reputation information andectibn costs.

Collection channels can be direct or indirect. Elire
channels collect information from raters just aftdre
transaction, by sending emails asking them to datiag or by
using a 3rd party for rating collection. Indiretiaminels collect

information from other reputations systems,
complexity of information gathering.

indrens

Most online reputation systems consider reputatitimgs
from a global perspective. For example, eBay's liec#
forum provides feedback profiles of sellers anddraypublicly
to the all users. The shortcoming of such a glefak is that
these values lack personalization [5].

Information can be gathered from past experiendiesct
experiences and recommendations [19].
information plays a major role to calculate a regioh score
for a particular user or product. This informatimight come
from several sources such as direct experiencel thi¢
targeting entity, neighbors of participants, acgtaices, the
group the participant belongs to or organizatiolmsthis regard
it is important to consider the set of raters, rtlesipertise and
credibility [23].

A sufficient number of raters who rate transactioas help
a reputation system to avoid personal bias whexeastriction
on the number of raters may influence level of il&@tween
raters and objects being rated. A reputation systam be
defined to have no restrictions on the number tdrsaleaving
ratings, which means anyone can rate; or only regd
participants can provide a rating; or only somasteged raters
can provide a rating after a transaction has fedskuch as
eBay allows. It should not be allowed to rate agetion or
object more than once, for example, in eBay if bsyand
sellers transact, the reputation system will onlpva one
rating per transaction to avoid the manipulation tok
reputation score.

Directly related to the number of raters who raibgbcts is
granularity [24], which indicates if the model i®ntext-

Insteadh eaclependant or not. As raters may have a good remutédr

their expertise in one domain, and a low reputafiwranother,
granularity identifies how information sources asates to the
reputation object. When a system allows any raterdo a
rating, the granularity is usually very loose. Ifrgputation
system requires information sources to have a goedibility

to leave reviews this increases the cost for a tatprovide a
rating which in turn reduces the number of invaditings.

The reputation of the rater should be consideretidwng
other participants to give feedback on those ratirfgome
reputation systems have a ranking mechanism for tisers,
called the ‘Karma’ mechanism that records everyoactf a
user and gives points to it [15].

Finally, the input collection costs should be cdesed.
This is the cost that indicates how much timeketato collect
a single unit of reputation information, where eotion
channels can have an important effect on this[28%t

Next, the type of information source is described.

3) Inputs
Different information formats can be chosen basedha
way in which they will be used in a reputation syst Some
reputation systems support arithmetic operationd ather
evidence where numeric quantification is more appate. It

The gathered



can also be possible to provide a mapping fromiigtiak to

numeric labels. For example, ratings such as adweween 0
and 10 can easily be aggregated to an overall stoigive a
comparable value between reputation objects. Onother

hand, text reviews contain detailed information akhcan be
very useful.

Generally, a rating can be expressed as eitheasatitptive
or Boolean format [13]. A quantitative metric igreeasurable
input such as a value between 0 and 10 whereasoledp
format is either 0 or a 1 to represent "like" oisli#te”. As it is
important that the reputation score is useful ® ¢bmmunity
where it will be used, the RaaS can be configudtlis
purpose.

In order to ensure the completeness of ratingecad,
rating approaches are discussed next.

4) Rating approaches
A larger variety of rating information can give etter view
of a reputation object as it provides a more cotappecture.
For example, travel reputation systems can allowtigigants
to rate hotels for their value, rooms, locatiorgaclliness and
service separately [23].

In single-criterion rating systems or binary ratsystems,
participants reveal their general opinion with melgato a
reputation object, resulting in reputation informatthat is not
too reliable and accurate.

In systems where multiple-criteria can be usedtebet
quality reputation scores can be defined. A sefitdria needs
to be defined and a rating is provided for eachis Thn allow a
participant to choose a partner based on spedifieria that
matches his own. On the down side, many ratingraitmay
reduce the evaluators' motivation on leaving ratinthis can
be overcome by making some criteria optional te.rat

Next the role of incentives in information gatheriis
discussed.

5) Incentives

exploiting opinionated incentives. Commercial mation, is
used to generate revenue and is categorized ag dineenue
incentives and branding incentives. Egocentric wation is
used for self-gratification and is categorized affilfnent
incentives and recognition incentives.

By explicitly rewarding participants for reportifigedback,
rewardanade by the reputation systems must cover theofost
reporting feedback to encourage more participamtseport,
giving a more representative set of ratings. Intaug rewards
must be designed so that selfish participants anwioced to
rate truthfully to advance themselves [24].

The next section now considers the next reputation
component namely the scoring and ranking of ratitgre,
the reputation computation engine and rating ambres are
discussed.

6) Reputation computation engines

One of the most critical features of a reputatigstesm is
the reputation computation aggregation algorithmachSan
algorithm integrates ratings into one score, andhatsame
time needs to ensure that bad raters are identfieldremoved
to obtain accurate ratings. There are many complex
aggregating algorithms that have been proposed asidhzzy
models and Bayesian systems.

Currently, most online reputation systems as eBag a
Amazon choose to use simple algorithms [16], sush a
summation, average or percentage. Simple summatids all
of the ratings, regardless if it is positive, nalibr negative and
the calculation is easily understood and adopteddeys [13]
[16]. Unfortunately, this feedback metric is flawedor
example, if a user has 10 positive feedback paintsof 10
transactions and another has 20 positive and l(Gtineg
feedback points out of 30 transactions, they wdadde the
same reputation score [5].

Average rating is based on the same principleirapls
summation, however average rating is perceived ase m
accurate. Ratings can also be calculated by m&ansighted
average ratings. This infers that each user hasedibdity
score that determines their weight ratio [5]. Manteresting

Raters of a reputation system may have differenhggregating algorithms have been proposed that kan

motivations for providing ratings. Incentives arsportant as
their absence drives only some of the users toevdieir
opinions and report feedback where those with a eraid
outlook are unlikely to provide ratings [24]. Thissults in an
unrepresentative sample of ratings and opinions.ekample,
reputation systems have incentives for raters sisckellers to
behave honestly in order to be chosen by buyerthiascan
increase their profit through the increased amouwrfit
transactions. These incentives are necessary letzhricated
ratings can promote specific sellers or to distrettiers - e.g.
authors can write fake reviews on Amazon in orddydost the
sale of their own books. In order for RaaS to bplé@mented
successfully, the motivations for providing a rgtishould be
identified.

There are various types of motivations [15] such
altruistic motivation which is in favour of doinggd to users
being rated and can be classified as tit-for-ta&ntiship and

as

classified into five categories [25].

e By averaging ratings, simplicity in algorithm desigs
ensured and low cost in system execution.

« Weightings are introduced by weighting the ratings
acquaintances but those of strangers are averaged.

e Only ratings from witnesses are used, who havedaoted
with the entity being rated. In such a weighted arigyj
algorithm only the ratings from witnesses are agaed,
and the weight of witnesses is decreased if iediffrom
self own recognition.

« Here, the weight of ratings is based on the siitylaf
the experience between the rater and the othdciparit
to improve accuracy.

* Ratings can be aggregated and weights of raterdbean
updated through deriving the expectation of theaBet
distribution.



In Simulation it was found that most complex altjuoris
will have better results. However, in several ainstances the
simple algorithm can outperform the complicatedodtgms.
In particular, the first average algorithm is fouttdbe more
resistant to different type of bad raters [25].

To configure the reputation aggregation algorithon &
RaaS, one of these aggregation algorithms can bsenohas
they may be able to accommodate a variety of contraan
and would be understood and adopted by users [5].

7) Reputation measurement parameters

There are crucial parameters which may increase thg

accuracy of the expected reputation score namalysitivity
rate and time [13].

Transitivity rate represents the fact that reconuaaéinns
from third-hand ratings with a transitivity degrekethree may
have the least influence on the trustworthinesssomement.
Therefore, in a recommendation chain, recommenagfiom
known participants who already have had interactiith the
requested party should have more weight as finsttha
recommendations, than those who are known but havbad
any previous interactions with the requested parthhose who
are unknown.

Time influences the effect of ratings on the corafiah as
the most recent rating will have a higher weighiordghan
ratings that are older. Thus ratings decay over.tiffihe
advantage is that users benefit from having agataiue that
reflects how the most recent services performedes&h
parameters attempt to ensure that ratings are awmmerate as
weight ratios are an effective way to counteraed™traters.

Finally, the entity selection component is constdewhere
the resultant reputations is now used.

8) Rating score
The reputation system finally reports its resultsusers in
two different formats namely aggregated reputaticores and
individual ratings and opinions [23]. Reputatiomms are the
result of the scoring and ranking component, whertee
individual ratings are collected through the infation
gathering component.

When reputation scores are presented, the time itine
represents should be provided to assist users ddtision-
making. Reputation information is disseminated mal @sers
via different access methods such as web sited|sea1aRSS
(Rich Site Summary) feeds. Certain information rbaymade
publicly available, whereas others may require lassuption
fee.

Next a summary is given of the requirements forfRaa

D. Summary of requirements for RaaS

Table 1 briefly summarizes the most relevant regments
for a RaaS framework. The requirements are giveording
to the first three components of reputation systeWikere a

high cost is associated with a set of requirementsas been
indicated.

The first column addresses the input to the system
information gathering. From the three sets of neuents, the

design of the RaaS can be driven by considering the

configuration of input data such as roles and dgtas, the
rating of transaction by considering who can ratewhich
circumstances and aspects such as collection clsaane
context and incentives. A high cost factor is tudlection
channels used to source ratings and feedback.

In the scoring and ranking component
computations are performed and can be configurédnespect
aspects such as tasks executed, choice of thigasti rules
and weightings of criteria. This is not a trivial apply and it
will be associated with a high cost as it is vegmeplex in
nature.

The result of the reputation computation is usedha
entity selection component, where aspects suclke@sgts and
ranks are provided to end users.

reputation

INFORMATION SCORING AND ENTITY
GATHERING. RANKING SELECTION
SAAS e add, delete and | etasksswitched, « reports changed
APPLICATION changes roles added and with respect to
REQUIREMENTS « custom fieldsand reordered and task style, datasetused
types, and deleting roles to be changed and query rules.
data notneeded sbusiness rules
= user interface look modified by
and feel, data changing or setting
presented. rules and the rule
triggers.
*adding or changing
actions or riggering
actions at different
points.
(HIGH COST)
USER TRUST AND « each interaction *a single trust rating | e services should be
REPUTATION needs to be rated calculated by sorted according to
REQUIREMENTS and quality taking into account their trust rank and
parameters different  service providers should
continuously aspects and their be made
monitored weights. comparable to each
+ simple and intitive | *computaton should other.
rating scales be an aggregated of
« initial ratings should | all weighted
be treated aspects, similar to
differently an "average".
« the quality (HIGH COST)
parameters of a
service should be
controlled and
certified by a trusted
party
» raters reliability
must be controlled
+ similarity between
recommenders is
important.
« trust values decay
and become invalid
over time.
REPUTATION = direct or indirect = complexity of « Reputation score
SYSTEM collection channels aggregation individual ratings
FRAMEWORK * restrictions on who algorithm e time reported
REQUIREMENTS can rate s weighting of
+ context-dependant recommendations
ratings e decay of trust
= collection costs (HIGH COST)
» simple rating format
 single/multiple
criteria
* incentives
(HIGH COST)

Table 1. Summary of requirements for RaaS

Next Raa$S architecture is discussed in light ofdieatified

requirements.




IV. RAASARCHITECTUREMODEL

In this section a RaaS architecture model is dgeaito
illustrate how RaaS can be deployed as a cloudicapiph.
The architecture is discussed by only considergajures of
reputation services, and no SaaS business comgosgctt as
billing and metering.

This research assumes that the RaaS will be inesbvaith
the applications of the tenant. Users will not clie interface
with the Raa$S, but all interaction will be over rgtardised
protocols such as SOAP (Simple Object Access Pohtend
REST (Representational state transfer) betweenicapiphs.
Such integration can be underestimated in compleaiid
effort as it is a very similar endeavour as intéggaexternally
hosted systems.

Qp Qo
: O Users of Users of
........ Tenant ABC tenant XYZ tenant ABC
\ i !
Applicati f XYZ Applicati f ABC
\\ [/ pplications o \] _— Applications o ~
;'—/ %‘—/
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3 Inpu.t Incentives Calculate Entlt.y
3& collection selection
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Raa$
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Figure 3. RaaS architecture

Computing platform
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Figure 3 gives a basic architecture diagram of aRa
component. The Raas is defined over a basic clahdtecture
found in data centres where hardware and softwareised to
define virtual machines that are provided to temémtrun their
applications on.

A tenant such as the online store of organisati@CA
needs to integrate the provided functions of theSt@ support
ratings, and display results in the web applicatitrey expose

to their customers who are using browsers or mobile

applications. Communication between the RaaS airot
applications is with REST messages [23].

In the diagram, it is shown how tenant ABC confagr
their features to suit their needs using the camfition tool.
The configuration of features gives a unique exgrexe to the
users of tenants of the RaaS application, evergtihtiue code
base does not change. To be cost-effective, custdion of
code should be avoided as far as possible. Thagtwafion
tool should be designed to be easy and intuitive tfe
administrators, but at the same time be able tefgdhe needs
to tenant requirements. Without this feature, ituldo be

impossible to use the single instance of the soéwir
different tenant applications. The administratored® to
configure the RaaS component and define configumadiata
for the users of his organisation. This suppores dbntext of
interaction when the users of tenant ABC interaith whe
service, as shown in Figure 3.

The RaaS component is defined by a number of ssvic
shown such as input collection, incentives, usemd eoles.
Each service contributes to the operation of theutedion
system and is integrated using workflow. The canfigion of
the collection of ratings, their format and prodegsis no
trivial matter, and much intelligence will be recad to ensure
that options are set that do not contribute toua teputation
score. Careful consideration should be given teetspsuch as
the user interface and the type of data that iogeq, the type
of rating format is required by specific algorithmshether
weights can be set or not, which groups of rateey fne
granted the ability to rate, which objects can dted and the
number of criteria to be used.

Considering the above mentioned complexities in
configuring reputation computation this researctv pooposes
a two level reputation configuration approach, émenovice
users, and one for knowledgeable users who underste
implications of their choices.

For novice users, there may be a few options aailto
select from such as:

e Simple reputation computation with basic summatdn
values.

« Reputation computation that encourages strangers by
treating them lightly initially.

« Reputation computation that is strict with "badhaeiour
as the risk is high.

An advanced configuration panel may be made availab
knowledgeable users to select a variety of options.

In both cases, the RaaS should make available dagion
feature that will illustrate to the administratohat the effect of
the choice will be, in order to avoid any misuntimdings.

There are many challeges that stem from the creatia
RaasS framework:

Configuring reputation computation and behaviour is
complex. As workflows allow automation of processes
involving human and machine-based activities it rhay
important to apply it in this context.

» Each tenant will have specific needs with respecheir
data requirements. To address this, a templatstdoing
data can be provided that meets most requiremefits,
options to add fields to tables.

e As tenants of the RaaS component have a largetyaifie
users, and the responsibility for creating indiadu
accounts for end users, and granting access toIreEso
lies with the tenant, a well-developed access obntr
component should be provided.
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In most cases, user accounts are managed and stored
independently by each tenant and authenticatiomrecc (€]

within the organizational boundary. This means that
identity of the user, with any relevant credentialsent to

the RaaS to allow identification and access controlg

Different types of identities and credentials neede
managed.

V. CONCLUSION

The aim of this paper is to identify requirememtsd RaaS

framework. Here, this has been done only at a dtieat level.
Although a comprehensive set of requirements hagenb
identified, more research and analysis is stilldeele To the
best of our knowledge, this is the first attempitdantifying
requirements for such a framework.

The need to create a reputation system that isgroable

to accommodate a variety of online communitiesl&igible
from the given scenarios. This research focussedl@ments
that are present in a reputation systems and hesetelements
can be configured. The RaaS framework requiremesie
identified from considering SaaS application reguients,
user requirements and reputation framework req@rgsn A
possible architecture has been defined to expoa8 Rervices.

Future work will address the creation of a Raa%itgni.

Simulations will be performed to experiment witte thifferent
configurable components to identify which elemeats more
appropriate to configure.
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