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Abstract—International research has shown that users are  Traditionally less attention is paid to human factors com-
complacent when it comes to smartphone security behaviour. pared to technical security controls (such as firewalls and
This is contradictory, as users perceive data stored on the 5n4virys), but there is a crucial need to analyse human aspects

‘smart’ devices to be private and worth protecting. Traditionally technol | t deli let it luti
less attention is paid to human factors compared to technical as technology aione cannot deliver complete securty solutions

security controls (such as firewalls and antivirus), but there is a [6]. Understanding users is necessary to bridge the perceived
crucial need to analyse human aspects as technology alone cannotisconnect between security managers and users in creating
deliver complete security solutions. Increasing a user’s knowledge more effective and workable security measures; as well as

can improve compliance with good security practices, but for ¢ iaining good security practice by ensuring cooperation and
trainers and educators to create meaningful security awareness
engagement [6]-[8].

materials they must have a thorough understanding of users’ - . . .
existing behaviours, misconceptions and general attitude towards ~ Increasing a users knowledge can improve compliance with
smartphone security. good security practices [9]. However, for trainers and educa-

The primary purpose of this research was to assess the tors to create meaningful security awareness materials they
level of smartphone security awareness displayed by the public, must have a thorough understanding of users’ existing be-

determining whether a general level of security complacency havi . fi d | attitude t d t
exists amongst smartphone users. The study was undertaken in aviours, misconcepuons and general aftiiuge towards smart-

a South African context (a multi-cultural developing nation) and Phone security [10]. The main objective of this research is to
included demographics as a variable in assessing any differencesexplore the level of smartphone security awareness in South

in smartphone security awareness between population groups. A Africa through analysing security perceptions (knowledge) and
modified version of the instrument developed by [1] was used. related behaviours

A survey of 619 South African users examined trust of . . .
smartphone application repositories, users’ considerations when ~ 1h€ paper proceeds as follows: first a literature review of
installing new applications and their use of protection mech- security, specifically related to smartphones is presented. Next
anisms (security controls). The sample proved complacent in the chosen research methodology is discussed. Thereafter the
their smartphone security behaviours with users displaying high cgllected data is analysed and findings are presented. The

levels of trust towards smartphone application repositories, rarely - oo conciudes with recommendations for future research.
considering privacy and security considerations when installing

new applications and also not adequately protecting themselves T
through adopting smartphone protection mechanisms (controls).
The research did not find any conclusive associations to suggest Information security can be defined as “the protection

that a user's home language impacts their information security of jnformation and information systems from unauthorised
behaviour or trust. However, an association between IT expertise 5. 0q5 yse, disclosure, disruption, modification, or destruction

and the adoption of smartphone security controls was found. . . . P . L
Index Terms—Smartphone, Awareness and Training in Secu- IN Order to provide confidentiality, integrity, and availability

. LITERATURE REVIEW

rity, Mobile Computing Security. [11]. Information security and privacy is a key concern for
modern enterprise with the Society for Information Manage-
. INTRODUCTION ment (SIM) survey consistently ranking security and privacy

International research has shown that users, and univierthe top ten concerns facing US IT managers and top twenty
sity students in particular, are complacent when it comes ¢oncerns globally [12]. Information security and privacy is not
security behaviour in using smartphones [1]-[3]. This is @anly a concern for organisations but should be mirrored by
contradictory phenomenon as users perceive data storediratividual end-users who also perceive their information to be
the ‘smart’ devices to be private and worth protecting [4], [Sprivate and worth protecting [4], [5].

Smartphone adoption is ever-increasing with sales forecast&nd-users are increasingly reliant on mobile devices and it
showing that the number of smartphones shipped now exceedexpected that the stated growth in smartphone adoption will
that of basic and feature phones. These devices are proesult in mobile internet usage exceeding that of traditional

to theft, loss and damage and resultantly pose a significalesktop computers by the year 2015; with the stated change
information security risk to individuals and organisations alikén device adoption, consumers are increasingly using mobile
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devices for sensitive tasks such as email, banking and ps¥chof general-purpose applications termed apps [20]. Applica
ing goods and services [5]. This is evidenced by the gradugins range from familiar web browsing, email and calenugri
conversion from E-Commerce to M-Commerce [13]. applications to interactive 3D applications, social netirg
Information security research and practice has traditipnaand mapping tools [5]. Smartphones do not run uniform
focused on mostly external facing technical solutions lisuoperating systems or hardware platforms; as a result each
as firewalls and antivirus) to secure information assets aadhilable operating system or variant thereof, has its own
has paid little attention to behavioural information ségur unique attributes and employs different approaches. Gtlyre
but this is no longer effective [6]. Security controls alsavé there is a global convergence in the market towards two
to be designed with human behaviour in mind [8]. Informationperating systems: Google’s Android and Apple’s iOS.
security should be a holistic approach involving technical Smartphones face several of the same threats as traditional
behavioural, philosophical and organisational approsifh4]. computers but are different in that they are prone to physica
That said, this paper is primarily focused on the behaviourass and theft, physical damage and are often improperly
aspects of information security. disposal of which results in these devices being of consid-
. . erable risk [21]. [22] identified several threats which act n
A. Security-related Theories dissimilar to those of traditional computers: malwareaeks
Behavioural information security focuses on human bemn individuals, hacking and denial of service [3]. The term
haviour through awareness and education and aims to proig@ghcks on individuals is vague, and is likely to includeesal
information systems from a human perspective. Informatiqireats such as eavesdropping, unwarranted surveillamte a

security awareness is defined as an end-users general knewcking, identity theft, social-engineering, phishingdathe
edge about information security and their ramifications [8jhcreasing direct billing fraud [23].

Researchers have used or adapted several theories iniagsess
users’ behaviour and security awareness — the most fregueft- APP Repositories as an Attack Vector
used theories include: A salient difference between traditional shrink-wrapped
« The theory of reasoned action (TRA), or the extended theeftware and smartphone applications is the manner in which
ory of planned behaviour (TPB), posits that intentions agpplications are disseminated. Smartphones increasinake
rational antecedents of any actions or behaviour [15]. [16Fe of centralised distribution architectures termed apos-
applied the framework to information security, suggestingories or marketplaces — which may be operated by platform
that an employees intentions are positively influenced¢ndors or third parties [1]. Smartphone vendors have taken
by normative beliefs and self-efficacy to comply wittdifferent approaches to the installation of third-partyléga-
security policies. tions which can be placed on a continuum depending on the
« General deterrence theory (GDT) focuses on rationamount of control retained by the vendor [24]:
decision making to misuse information systems based on. The walled gardenmodel is characterised by the vendor
knowledge of sanctions or punishment [17]. retaining full control as users can only install applica-

Protection motivation theory (PMT) posits that dealing
with threats is a result of predicting protective behavsour
Research into employees has shown that attitudes are
shaped by evaluating the threat and coping appraisal [16].
The technology acceptance model (TAM) introduced by
[18] has been applied in an information systems context
to suggest that the intention to safeguard information ,
assets is influenced by both perceived usefulness and
perceived ease-of-use [19]. .

tions distributed through the vendors official application
repository. These applications are vetted and monitored
and can be removed, remotely uninstalled or disabled by
the vendor at will. This is the strongest approach in terms
of security as most security decisions are retained by the
vendor.

The guardian model is similar to the walled garden but
security decisions are left to a trusted third party.

Unlike the walled garden thend-user controlmodel

leaves the user responsible for security decisions and
users are able to install software from any source; con-
sequently this is a far more flexible approach but is also
weaker as all control and vetting by the vendor are lost.

When combined these theories tend to suggest that security
awareness (knowledge) influences users attitude to intavma
security and their behaviour. This is supported by resebych
[16]. Further research has shown that the perception of-info
mation security may be likened to a type of risk percepti
and that there is a positive correlation between this peimep
(through knowledge) and both the adoption of IT appliancesApproaches and controls are not dissimilar from traditiona
and the following of security practices [9]. PCs but smartphone platforms are not as mature and as such

often limit users ability to secure their devices and infation
properly [26]. Fragmentation in smartphone user intesaee
Smartphones are mobile phones which have advanced beh in various menus and settings for configuring smartghon
yond ubiquitous telephony functionality; increasinglyrmar-  security controls which decreases the ease in which sgcurit
ing functionality found on computers as a result of havingontrols can be deployed [27]. Security controls includé bu
modern mobile operating systems which support a wide ranges not limited to: authentication — password and personal

OB. Smartphone Security Controls

B. Smartphone Risks and Threats



TABLE |
RELATED RESEARCH ONSMARTPHONE SECURITY AWARENESS

Authors Sample Demographic | Findings

Chin, Felt, Sekar, and Wagner (2012) [2]| USA Users are less likely to perform sensitive tasks on mobilecdsvas there is g
lack of edification and misconceptions about security of iapfibns exist.

Jones and Heinrichs (2012) [3] USA College students do not practice good smartphone secustyaking in high-

risk activities while not making use of security controls.iSTetudy confirmed
previous research.

Kelley, Cranor, and Sadeh (2013) [25] USA Android respondents view and read permissions screens g Iraited

understanding of the messages. Sample was unaware of semkstassociated
with mobile apps and market places.

Mylonas, Kastania, and Gritzalis (2013) [1] Greece General security complacency exists, with smartphone usersting appli-

cation repositories, not fully using security controls afisregarding security
during application selection and installation.

identification number (PIN), firewalls, remote management, 1) Do smartphone users trust applications from the official

and encryption and antivirus software [21]. app repository?

Passwords, which are more complex in nature, allow for 2) Do users consider security while choosing and down-
better protection than PINs; however their use is curtailed loading applications?
users preferring the convenience of not entering passwords8) Do smartphone users enable security controls on their
each time they wish to use their device [21]. Antivirus s@itev devices?

is available for most smartphone platforms with numerous4) Does home language or culture influence user security
vendors supporting products; however the efficacy of the awareness?

solutions is questionable [4]. B. Research Instrument

E. Related Research A modified online instrument based on the questionnaire

Previous research has shown that users, and univerQK/[l] was us_ed. Modif_ic_ations consisted m_ainly of adc_iitiona
students in particular, are complacent when it comes ta th&PNtrol questions, additional response options and rewgrd
security behaviour. A summary on related studies is shown 9% duestions for improved understanding. The final research

Table 1. instrument consisted of 35 questions. The research instmtim

Historically there is a lack of academic research to assétdestions were intended to answer one, or several, of the

general security awareness in developing countries Whé?éearl(:h questions, as mapEed in Table ”.h o
socio-cultural environments, constrained resourcesiamiteti 2 Pilot study was undertaken to ensure that there were no

knowledge present higher barriers to the promotion of mcurt_echnical problgms with the online survey platform, instru
awareness [28]. In addition, [1] and [3] are limited as thiONS and questions were clear and unambiguous, and to gauge
research does not compare security awareness acrosentiffiee duestions’ validity and reliability.

demographics and user sub-groups. The next section descugs Target Population and Sampling

the research methodology employed in the current study. .
dy empioy 4 The target population for the study was smartphone users

I1l. RESEARCHMETHODOLOGY whose devices were not controlled and protected by organi-
sational IT policies using tools such as mobile device man-
The intention of this research is to provide an exploratoré[gemem (MDM) or mobile application management (MAM).
and descriptive examination of users’ smartphone se(_:L_J@écurity controls imposed on users by IT managers potintial
awareness. A survey strategy was used, with a positivigipacts their ability to install applications at will, aniet pro-
approach to guide the quantitative analysis. An inductpe anosed research intends to assess user perception of dipplica
proach formed the basis of the research by providing answegrsy official application repositories.
to the exploratory research questions within a South Africa Non-probability, self-selection sampling was used as i wa
context. difficult to ascertain potential respondents’ charactiess
beliefs or practices when it comes to security awarenesskA |
to the online research instrument was distributed eletadip
The primary purpose of this research is to assess the lei@lvarious segments of the population using social media
of smartphone security awareness displayed by users irplatforms and a mailing list at a large university.
South African context (a multi-cultural developing nafiott The next section presents the data analysis and findings of
includes demographics as a variable in assessing any-diffigre primary data collected from the research instrument.
ences in smartphone security awareness between population
groups. The potential relationship between home languade a
smartphone security awareness is also explored. This teads A total of 856 recorded questionnaire responses were re-
the following research questions: ceived. Of the 856 recorded responses, 100 (11.7%) were

A. Research Questions

IV. DATA ANALYSIS AND FINDINGS



TABLE Il

RESEARCHQUESTION TOINSTRUMENT MAPPING Information Technology, Telecommunications, and Sofevar
and Computer Services industries. There was a definite asso-
Research Question Instrument Questions ciation between having an information security qualificati

1) Do smartphone users trust applicatiohsl5, 16, 17, 18, 34, 35

from the official app repository? and perceived IT expertise, as expected.

2) Do users consider security while choos-16, 19, 20, 22, 23, 24 _ The brea_‘kdown of top mobile pl_atforms used bY respondents
ing and downloading applications? is shown in Table Ill. The dominant platform is Google’s
3) Do smartphone users enable security cpn25, 26, 27, 28, 29 Android (46.7%) with even more adoption than in [1]. For

trols on their devices? . . . - .
4) Does home language or culture influence’, 8 comparison South African industry statistics from 2012Is®a

user security awareness? shown [29].

B. Trust in App Repositories

rejected during the analysis, as the respondents falledll'gof As expected the majority of respondents who use i0OS
complete the questionnaire. Of the remaining 756 comple®g.6%) trust the official Apple app store as Apple has taken
responses, 12 respondents stated that they do not residg iRalled-garden approach where they retain full controk ove
South Africa and their responses were rejected as the o¥seahe installation [24]. What is of concern is that the majonfy

is intended to assess smartphone security awareness ¢omsggimbian users (88.89%) trust the official Symbian repogitor
cally. Of the remaining 744 participants a respondent ii#i¢ as Nokia has chosen an application installation approaah th
that he/she was less than 18 years old and for ethical reaspas between the guardian and end-user control.

the respondent was not allowed to continue with the researchanmong the sample respondents woman were more trusting
questionnaire. Furthermore 81 respondents indicatedtie®t than men (85% vs. 77%) concerning the official application
did not own smartphones and of the smartphone owners @dositories of their chosen platforms. In addition, usens
indicated that their devices were managed by a third parfhared their phones with others were more likely to trust
All of these responses were rejected. After the aforemeatio application repositories (87.33% who share vs. 73.98% who
data cleaning, the remaining 619 responses will hereatter don't),

referred to as ‘the sample’ for analysis. Although high levels of trust were displayed towards ap-
plication repositories, 64% of respondents were unaware as

A. Demographic Profile o : ) g .
to_whether applications available in the official repositor

The majority of respondents were between the age of 184 undergone any form of security testing. Only a small

(64.9%), with a further minority (12.9%) being between 265, (25 794) stated that they believed applications! ha

| : I N df : v(x)/g & similar to [1], who found 54.6% of respondents were un-
almost equal among males (53.8%) and females (46'2{3 vare. As expected, respondents who believed that apphcat

The _majority of respo_ndents stafcecll their native language l%?)ositories do test applications were more likely to eithib
English (66.88%). While the majority of respondents Were. i<t towards official application repositories.

white (51%) all other race groups (in a South African conjtext Smartphone vendors have taken different approaches to

were represented in the sample, as illustrated in Figure 1. . i/ and the installation of third-party applicatiomot
As illustrated in Figure 2 most respondents had a seﬁ- y party app

perception that their level of IT expertise was above awerag

with the majority of respondents classifying their IT exper

tise asGood (38.4%), followed byModerate (30.69%) and

Excellent [ 111 18%
Excellent(17.93%).
. . Good e 238 38%
Only a small minority of respondents had completed ai
information security course (7.4%), most of whom work in the Voderat I— 190 | 31%
Fair == 66 1%
Poor i 14 2%
Answer Response % Total 619 100%
Black . 142 23%
Chinese | 7 R Fig. 2. Respondents’ Self-Perceived IT Expertise
Coloured = 66 1%
Indian ] 40 6% TABLE Il
White | 317 51% RESPONDENTS BY MOBILE PLATFORM
Oth | 7 1%
° . Platform Current Research | RSA 2012 [29] | GRC 2013 [1]
Prefernot to answer il 40 6% Android 26.7% 3% 38.4%
Total 619 100% Blackberry 26.2% 48% 9.2%

i0S 18.4% <4% 23.8%
Fig. 1. Respondents’ Ethnicity Symbian 4.4% 40% 16.6%




all applications repositories test and vet applicationforge m_
e 163

allowing distribution to users and as such it is useful tgSmarehone PR
assess differences between platform user groups. A signif C-epiopNetbook INIIIIIIIINNN———— o4 0685%
cant number of respondents from each platform incorrectl ™ — 8| 14%%
stated that applications available on the official appiizat °" o L e
repositories are not tested: Android 13.49%; iOS 6.14%;
Blackberry 8.64%; Windows Phone: 10.53%. Interestingly,
of those who (incorrectly) stated that applications awdda

on the official application repositories are not tested13% Not surprisingly 80.3% of all respondents (74.8% of stu-
trusted application repositories as secure. Additionatlys gents) stated that they do not prefer pirated applications t
of concern that a majority of users who perceived their lthe purchasing of authentic applications. Respondents who
expertise asExcellentwere the same users who incorrectly;se the Android platform showed the highest propensity to
stated that application repositories do not test appicati  prefer pirated applications, whereas iOS users displaged t

least — this could be because of the difficulty in installing
C. Security in Application Selection and Installation pirated applications on iOS devices where devices need to
e jail-broken to circumvent the control over the installation

th_ltdwastfoundl_tha:_t gg_ogo/ihof_ part|C||t3arr]1ts install ;flldd.'t'on f applications imposed by Apple. South African responsglent
ird-party applications on their smartphones (an i were far less likely to prefer pirated applications than in

example of.the popular Whats_App.appllcann.was given in ﬂff]. Younger respondents were more likely to favour pirated
guestionnaire). Data utilised in this sub-section was &esub pplications than older respondents

of the filtered dataset — only including those that express‘ﬁfl

. . 2 . YA small yet significant 9.5% of respondents (8.5% of
state_ that 'Fhey ms_tall th!rd-party appllcatlons. The rT“‘"ﬂd students) admitted tgil-breaking their devices. Respondents
consideration for installing new third-party applicatiomwas

perceived usefulness (47%), followed by price (9%), ratin who have actively jail-broken their devices were more lkiel

) . . refer pirated applications but this was to be expectedibs ja
and reviews (9%), popularity (9%), and perceived ease of Feakir?g circumpvlzants certain application installaptionwéy ]
(8%).

. model controls to allow users to install pirated applicasio
The majority (76.3%) of respondents were aware of the

existence of smartphone malicious software. UnderstdndaP. Security Controls Used
users who perceive their IT expertise to be better, or thoseas Figure 3 illustrates, few users use smartphone

with information security training, were more knowledgiab security software (27.03%), compared to a traditional
about the existence of malicious smartphone software. & WaC/Laptop/Netbook (96.85%). Of the respondents, 61.4% in-
also found that men were more likely to be aware of maliciouficated that they were aware of the existence of smartphone
software than women (84.68% vs. 66.43%). security software and 50.52% stated that they have seaashed
Only 6.95% of respondents claimed to consider privacy amgplication repository for free smartphone security safty
security ramifications before installing new applicatiomBe Strangely, of the respondents who were aware of smartphone
majority of respondents (51%) stated that they only somegimsecurity software and believed it to be essential (55.53%) o
pay attention to security messages during the installaifom 42.11% used smartphone security software.
new application; only 10% stated that they never pay any formUsers of Apple’s iOS were the least likely to have adopted
of attention to security messages. There was no significawicurity software, which is likely a result of limited aatil-
difference between life stages. Symbian users (48%) wétg of such software given Apple’'s garden-wall approach to
most likely to always pay attention to security messagepplication installations. Android users were the mostliik
during installation, followed by 41.32% of Android usersto have adopted security software. [1] suggests this coeld b
Blackberry users were the least likely to pay attention tgecause of perceived resource (battery) usage, howewver ver
security messages. few respondents indicated that ‘resource intensity’ waera ¢
Respondents seemed to be more concerned with sesigleration when installing applications. Respondents were
rity messages than licensing messages (agreements) withaamare of smartphone security software were more inclined
alarming total of 37.6% of respondents never paying ang consider smartphone security software as being eskentia
attention to licensing messages — a mere 18.7% always payaddition such users were also more inclined to search
attention to licensing messages. 41.1% of students newer pgplication repositories for free smartphone securityvefe.
any attention to licensing messages. Windows Phone useré large proportion of respondents (72.24%) have adopted
were the most likely to pay attention to licensing messag#tse most basic smartphone protection mechanism (SIM PIN).
(27.78%) followed by Android (20.14%) and Blackberry userslowever, this may be historically enabled on old SIM cards
(18.63%). iOS users were the most ignorant when it comesSIM PINs are part of GSM specifications and not new to
to paying attention to licensing messages. Those that paisartphones. The second most popular security control was
attention to licensing messages were more inclined to pdgvice password/pattern lock (with or without data wipe),
attention to security messages as well. which when combined was adopted by 59.07% of participants.

Fig. 3. Respondents’ Use of Security Software in Variousiey
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SIM PIN 72.24%
Device Password/Pattern Lock (with data wipe) 140 24.91%
Device Password/Pattern Lock (without data wipe) I — 192 34.16%
File Encryption — 71 12.63%
Remote Wipe ] 157 27.94%
Device Location Service e 209 37.19%

Fig. 4. Respondents’ Use of Smartphone Protection Mechanisms

Device location service was adopted by 37.19% of particds. Summary of Findings

_pant_s. The responses to all protection mechanisms are showpygerg place significant amounts of trust on application

in Figure 4. repositories which can leave them vulnerable. Most users
Concerning all controls men were significantly more inggo.459%) trust official application repositories as thejidve

clined to adopt security controls than woman, which may Rfey are secure. This trust may be founded on a perception tha

related to the fact that woman are more trusting of appbeati the applications available on official application reposés

repositories. have been tested. Respondents who perceive their IT experti
Of the respondents 35.38% have had their phone stolenidnbe better or those who have completed information securit

addition, 30.05% have their phone insured against los$t, theourses have more deterministic views on applicationrtgsti
or damage. Thus a general awareness of risk should be preg@fith affects levels of trust.

amongst users. Users pay very little attention to privacy and security
when installing applications on their device. The majority
E. The Influence of Language and Culture of respondents (76.3%) claimed to be aware of malicious

No significant security relationships were found when cofgmartphone software (especially men with higher perceived
sidering home language and culture. This is surprising, SYels of IT expertise or information security training) tbu
smartphones almost exclusively use English as the langud§sy few considered privacy and security when choosing to

of choice, which may lead to uncertainty and misconceptiofi&Stall smartphone applications on their devices. Only 35%
regarding security. The result could be attributed to thepda resppndents hab.|tuqlly reylewed security messages before
or the fact that the business language in South Africa f@lling new application with an even smaller number (1§.7%
predominantly English — the relatively high purchase poge Naving reviewed licensing messages; however respondeatts t
smartphone devices may limit the population to individuatls "€Viewed either message type were likely to review the other
higher economic means, purely on affordability, which coulYP€ as well. A small minority (predominantly younger respo
imply that the same population has a good command of tfENtS) preferred pirated applications which were potéptia
English language. compromising their security. _

Although there were differences between adoption levels of
smartphone security controls, specifically related to gend

there was not a satisfactory level of smartphone security
Similar to [1] the South African sample did not displaycontrol adoption prevalent in the sample.

good information security behaviour and could also be deeme From the research data it was not evident that home
complacent as they place undue trust in official applicatiaanguage or culture influences user security awareness in a
repositories, do not assess privacy and security imptinati significant way.
when installing new applications, and do not adequately pro

tect themselves through adopting pre-installed securgghm

F. Comparison with International Data

. ? ) TABLE IV
anisms. Table IV provides a further comparison of these two CURRENT RESEARCH Vs [1]
studies.
It can be seen that this research sample appears similar|iffem Current Research 1]
age, with a better gender balance. The security knowledde a Sample 619 458
ge, with 9 . Yy ! YAge 18-30 (77.8%) | 15-30 (81%)
IT expertise of the current sample is less than [1]. Addaibn Gender (Male) 53.8% 70.1%
there is less concern about privacy despite a similar ammunt |_Information security training 7.4% 43.7%
rsonal n th martohone. In ition there is arl SP'T expertise ‘ Good Excellent
personal data o t .e smartphone addition there is arles Concerned about privacy 83.8% 95.2%
awareness of malicious smartphgne SO_ftW?lI’E. ] Personal data on mobile phone 75.9% 75.8%
A summary of the most significant findings — in order of| Business data on mobile phorje 30.2% 35.8%
the research questions — conclude this section. Aware of malicious software 76.3% 81.4%




V. CONCLUSION [14]

This research shows that in a South African context users are
complacent in their smartphone security behaviours, ajspl [1°]
ing high levels of trust towards smartphone app reposgorie
Users rarely consider privacy and security when instalfiagy [16]
applications and also do not adequately protect themselves
by adopting smartphone protection mechanisms (controls).
This research contributes to the existing body of knowledger]
on smartphone security behaviour, adding knowledge from a
developing country (South African) context.

The research did not find any conclusive associations [t3]
suggest that a users home language impacts their informatio
security behaviour or trust. However, an association bnertwe[19
IT expertise and the adoption of smartphone security ctstro
was found. 0

Gender has shown unexpected relationships with secur[l%y]
behaviour, which should be explored further. In addition
the African continent, with its diverse set of languages and
ethnicities, provides an opportunity to study the influente [21
culture on user behaviour and the adoption of smartphone
security controls. Future research should add rich quiakta 2]
data to answer deeper ‘why’ questions related to thesesissJe

[23]
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