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Abstract - We live in a technology-driven world, where
information communication technology (ICT) is increasingly
affordable, obtainable and accessible to all technology users,
especially to school learners. Information communication
technologies (ICTs) include a wide range of devices such as
mobile phones, internet access, tablets and desktops. More and
more school learners are exposed to ICT devices at school, at
home and among friends. Besides being used for social purposes,
these devices greatly assist school learners with education.
However, a number of disadvantages in the form of risks and
threats also prevail if learners do not protect themselves and
their personal information. ICT or online risks are a cause for
growing concern, and awareness and education are urgently
required to ensure that school learners understand the risks and
threats and how to avoid them. A number of countries have
already started to focus on online safety, but South Africa is
numbered among those that are falling behind. This paper
investigates the current online safety situation of high school
learners in South Africa. A number of short- and long-term
initiatives are proposed for incorporating online safety into the
school environment in an effort to improve online safety among
school learners in South Africa.
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I.  INTRODUCTION

Millions of people throughout the world use different forms
of information communication technologies (ICTs) daily [1].
Two key technological advancements to have emerged in the
past decade are mobile devices and the internet [2]. Mobile
communication and internet access are crucial to the lives of
many cyber users and over the past few years the users of these
ICT tools have expanded to include children (school learners).
School learners utilise their mobile phones and internet access
for socialising, education and knowledge gathering, and also
out of pure curiosity [3,4].

The benefits of access to mobile communication and the
internet are enormous, and this access must be promoted in a
proper and safe manner. However, dependence on and use of
these ICT tools pose new and dangerous cybersecurity risks
and threats [5]. It is therefore essential that all cyber users,
especially school learners, understand the online safety risks
and threats associated with using the internet and mobile
phones [6]. School learners are becoming increasingly at risk
when using ICT tools, and are vulnerable to the danger of
revealing compromising personal information or being exposed

to inappropriate material online. Online users must understand
that they are ultimately responsible for their own safety in an
online environment [7]. Online dangers associated with mobile
and online activities include the following [8]:

e  Cyberbullying

e |dentity theft

e Access to inappropriate material
e Stalking

e Viruses and malware

In most instances there are no boundaries when school
learners connect to the internet or use their mobile devices.
Without proper knowledge and supervision, they could
therefore access inappropriate material or unwittingly
compromise their personal information. It is therefore vital that
school learners be educated about all the possible online risks
and how to protect themselves. It is also important to educate
teachers, parents and caregivers to ensure that they are also
aware of the risks, as they need to assist children in this regard.

In a number of countries, online safety receives serious
attention and plans have been introduced to educate school
learners.

e The government of the United Kingdom (UK) made a
deliberate decision to educate school learners aged 11 to 14
about cybersecurity [6]. According to the report entitled
Cyber Security Skills: Business Perspectives and
Government's Next Steps, teachers will receive training to
enable them to teach pupils about cybersecurity [9].
Teaching teachers about cybersafety is one step closer to
ensuring cybersafety among school learners; in fact, the
topic of online safety has already been formally included in
school curricula in many European countries [10].

e Australia is also proactively implementing cybersafety
measures, and the Australian government is focusing on
educating parents and teachers in an endeavour to protect
children online. A number of measures have been
implemented to protect Australian children [11].

Unfortunately no similar measures have been taken or are
currently being introduced in South Africa [12], and the fact is
that online crime and awareness have been largely ignored in
this country [13]. According to a leading international expert in
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cybersecurity, Prof SH von Solms from the University of
Johannesburg, cybercrime is unregulated by government in
South Africa [13]. Online crime should be viewed not only as a
technology issue, but also as a human issue [14]. South Africa
must develop a culture of cybersafety awareness so that
children are properly forewarned and forearmed within a
school environment [2].

It is vital to start creating and implementing policies,
procedures, measures and initiatives for the education of all
online users in South Africa. The research reported on in this
article focuses primarily on school learners and their online
activities. Moreover, a number of recommendations will be
made concerning the incorporation of online awareness and
education into the South African school curriculum.

Il. PROBLEM STATEMENT, RESEARCH QUESTIONS AND
METHODOLOGY

This article reports on an investigation of current online
activities among high school learners in South Africa. To
improve online safety awareness and education among school
learners in South Africa, it is vital to obtain and analyse
statistical information on the use and the results of online
activities by this group. Our research focused primarily on
school learners between the ages of 16 and 19 to obtain
realistic statistical data regarding cyberbullying.

Answers were sought to the following research questions:

e What are the current online activities among high
school learners in South Africa?

e What initiatives can be implemented to improve
online safety within South African schools?

The data for this report was collected through a web-based
survey comprising both open-ended and forced-choice
responses. Participants were sent a web-link to the survey and
assured that responses would be anonymous, as no identifying
data was being collected. The questionnaire focused on several
areas, including respondent demographics; cell phone and
internet use; access to inappropriate material; cyberbullying,
and perceptions and experiences.

The final sample comprised 503 respondents (of which 278
were male), representing all races across all nine provinces in
South Africa. The respondents were high school learners (67%
of whom attended government schools) between the ages of 16
and 19, all with access to the internet.

I1l.  ONLINE ACTIVITIES ENGAGED IN BY SCHOOL LEARNERS

The first part of this section discusses the online activities
engaged in by the school learners who participated in the
survey. The second part investigates the findings that emerged
from the survey with regard to the current cyberbullying
situation among school learners.

A. Online Activities

The survey investigated the length of time the learners
spent using their mobile phones and connecting to the internet.

e Three out of five respondents (60%) indicated that they
spent more than three hours a day on their mobile phones.
This included activities such as sending/receiving SMSs,
using WhatsApp/BBM and making/receiving calls.

e The time spent connected to the internet was also shown to
be very high, with 41% of the respondents spending more
than three hours in an average day on the internet. This
included activities such as surfing the internet, playing
games and visiting chat rooms.

With regard to parental involvement in the learners’ online
activities, the following emerged from the survey:

e 82% of learners had access to the internet from inside
their bedrooms.

e 35% of learners hid their online activities from their
parents.

e 15% of learners used their mobile phone during school
hours, even if this was against schools rules.

e 61% of learners indicated that parents and teachers did
not monitor their internet use.

e In the case of 62% of learners, no parental guidance
software was installed to regulate their internet access.

e 63% of
material.

learners accessed inappropriate internet

o 93% of learners believed that there are possible dangers
and threats associated with internet use.

The majority of respondents were most concerned about the
possibility of online scams or the compromise of their privacy
or personal information. Threats such as exposure to online
predators and inappropriate content, computer viruses and
internet addiction were identified as key issues associated with
internet usage.

Seeing that cyberbullying — a phenomenon that has gained
prominence with increasing internet access — was perceived as
an online threat by 41% of learners, the next section will
investigate cyberbullying in more detail.

B. Cyberbullying

Although only 4% of learners (20 of 503 learners) claimed
to have been victims of cyberbullying and 4% remained
uncertain, 65% of learners reported that they were aware of
cyberbullying incidents in their schools. In addition, 18% of the
learners said they had a friend or family member who had been
cyberbullied in some way. An interesting fact was that while
8% of respondents admitted that they had previously
cyberbullied another person, 14% of the respondents were
uncertain. This uncertainty (for both victims and perpetrators)
suggests that more clarity and education regarding this
phenomenon is required.

The majority of cyberbullying incidents reported during the
study had occurred on instant messaging platforms such as
BBM, WhatsApp or Mxit, and on Facebook or in chat rooms.
Over 90% of learners used their cell phones to access these
networks. The opportunity to remain anonymous that is



associated with these social platforms and the internet in
general supports the results of the study, which showed that the
majority of respondents who experienced cyberbullying were
victimised by an anonymous individual (42%), or by someone
they had met online and did not know personally (37%).

According to our study, perpetrators were also likely to
attend the same school as the victim (37%), but were not
generally from the victim’s home community. These findings
suggest that cautious and informed online navigation, as well
as cybersecurity awareness education in schools may influence
the nature and prevalence of cyberbullying.

Victims of cyberbullying were mostly likely to speak about
the incident to their siblings, and were least likely to discuss
the incident with their teachers. The majority of those who did
not discuss the incident at all indicated that they did not
consider the issue sufficiently important to discuss (45%).
Others stated that they were too embarrassed to disclose details
(37%), did not feel comfortable talking about it (21%), or did
not think that talking to anybody would actually help and make
a difference (21%). Despite the fact that 32% of these
individuals stated that the cyberbullying incident had no impact
on their lives, 32% claimed that they had become depressed
and started to avoid digital online mediums.

Feedback regarding cyberbullying by the school learners in
our study included the following:

e Someone just sent me threatening messages to my cell
phone and later called to scare me more.

e | was called by an unidentified caller and he said |
must buy airtime and what was | wearing to bed.

e They picked on how | looked and said | would never
be successful because of my appearance.

The survey findings showed clearly that cyberbullying and
other online activities are indeed having an impact on school
learners and their online safety. The next section offers a
discussion of different methods by means of which school
learners can be made aware of and educated regarding online
safety.

IV. ONLINE SAFETY INITIATIVES

Ninety per cent of the learners in the survey indicated that
there was a need for more education relating to the prevention
of cyberbullying. Furthermore, 46% of respondents were in
favour of the inclusion of online or cybersecurity awareness in
general as part of the school curriculum.

A. Curriculum

The following (verbatim) phrases are quoted from the
suggestions made by school learners regarding online/cyber
awareness within a school environment:

o Include lessons of bullying in life orientation
o Using the life skills period to give awareness
e By educating the learners in life orientation classes

e By including it in the Life Orientation curriculum

The above feedback given by the learners suggests that Life
Orientation classes would offer a suitable opportunity to
promote online awareness. Life Orientation deals with the
holistic development of the learner throughout childhood. The
South African Department of Basic Education (DBE) has been
highly responsive in terms of incorporating real-world skills
into the school curriculum, because the government recognises
that there is value in teaching children how to navigate in the
‘real world’. Nevertheless, online safety (which is
unquestionably a real-world problem) is not at present included
in any of the primary or high school curriculums [12].

The findings of our research therefore indicate that there is
growing support among school learners for the inclusion of
online awareness in the Life Orientation curriculum at school.
This would be the responsibility of the government through the
DBE. The Life Orientation curriculum is part of the new CAPS
(Curriculum Assessment Policy Statements) curriculum that
was introduced into the South African education system in
2013. CAPS is a single, comprehensive, and concise policy
document for all the subjects listed in the National Curriculum
Statement Grades R-12 [15]. Life Orientation modules for the
new CAPS curriculum include the following [15]:

Intermediate Phase (Grades 4-6): Ages 10-12
e Development of self
e Health and environmental responsibility
e  Social responsibility

Senior Phase (Grades 7-9): Ages 13-15
e Development of self in society

e Health, social and environmental responsibilities
e  Constitutional rights and responsibilities

e  Physical education

e  World of work

FET Phase (Grades 10-12): Ages 16-18
o Development of self in society

e Social and environmental responsibilities
e Democracy and human rights

e  Careers and career choices

e Study skills

e Physical education

Currently, no online safety aspects are included in the
curriculums of any of the phases mentioned above. The DBE
must understand the threat posed by online activities and
proactively contribute to the design and implementation of
online safety education in schools. Including the latter in the
South African school curriculum is the best strategy for
improving online safety among school learners. Since this will
involve a lengthy process that will take a number of years to
complete, online safety education must be recognised as a
long-term goal before a suitable curriculum is implemented in



schools. The next section investigates various short-term
strategies that schools can adopt to enhance online safety.

B. School Initiatives

If schools require immediate intervention to improve online
safety, the introduction of short-term online safety initiatives is
advisable. Below are some (verbatim) suggestions made by
learners:

e Through a school campaign

e Have a lot of talks regarding this (cyber safety),
posters and people who have been involved to speak

e Call an assembly and get someone who has
experience to talk about the matter

o Discussions and talks
e Bring in experts to talk to the learners

It is also important to note that online safety should not be
dealt with separately, but must instead be incorporated into all
aspects of education. According to one of the survey
participants, cyber safety must be dealt with “not in isolation
but in conjunction with a topic that are (sic) being discussed”.
This ties in with the notion that education must deal with real-
world issues. It would therefore be important to incorporate
cybersafety as part of a real-life scenario presented to school
learners.

Although short-term initiatives may be a good solution,
they can add to the already demanding workload of teachers
and result in extra costs in terms of materials and training. It is
therefore vital to ensure that any initiatives adopted by schools
must take all the constraints (time, money and training of
teachers) into consideration.

Government can greatly assist here. While the curriculum is
being developed, the DBE can assist schools with short-term
intervention by developing online safety awareness materials,
training manuals and awareness activities. It is evidently vital
to consider the unique South African environment by taking
account of the different languages, the different financial
situations of schools and learners’ different degrees of ICT
exposure. Any intervention should ensure that all schools, no
matter which languages they have selected and irrespective of
their financial or ICT situation, should benefit from the interim
measures that are introduced. In the section below, some
possible initiatives are proposed.

C. Suggested Short-term Initiatives for Online/Cybersecurity
Awareness

This section will touch on short-term initiatives that were
designed within the framework of the research undertaken to
support online security in the South African school
environment.

1) Posters and Personal Pledges
Posters and pledges (as depicted in Figure 1) are
inexpensive methods of conveying the concept of online safety.

There are 11 official languages in South Africa, and the
Constitution states that all school learners have the right to
receive education in their own language.
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Figure 1: Posters and pledge

It is therefore vital to ensure that all material is made
available in all 11 languages. Figure 2 shows posters in English
and isiZulu.
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Figure 2: Posters in English and isiZulu

Pledges are inexpensive and a pledge form can be supplied
to each school learner to sign and take home. This gives
learners the opportunity to discuss cybersafety with their
parents or caregivers. Growing an online safety culture
includes both learners and their parents or guardians. Schools
with internet access can download the pledge free of charge
and distribute it among learners. However, these initiatives will
have greater impact if combined with discussions and
worksheets.

2) Discussions and Workbooks
As part of the research project, workbooks in various South
African languages were designed; these included posters,
general information and worksheets. The workbooks focused

on the different age. Figure 3 depicts the English and Sesotho
versions of the workbook.
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Figure 3: English and Sesotho versions of the workbook

The workbooks include general information on a number
of online safety issues, as well as suggestions that learners can
follow to protect themselves against online risks and threats.
The workbooks also contain a number of worksheets. Figure 4
depicts two possible activities for different age groups.

All workbook and worksheets that are designed for school
leaners must adhere to the new CAPS curriculum. They
activities can be used in conjunction with class discussions on
relevant online safety issues.
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Figure 4: Activities for different age groups

3) Combining Long-term and Short-term Initiatives

The research reported on in this article investigated the
need for both long-term and short-term online safety initiatives
to be designed and implemented within a school environment.
The main contributor to any online safety initiatives should be
the DBE, which should design and implement online safety
within the school curriculum and assist with short-term
initiatives, as depicted in Figure 5.
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Figure 5: Short-term and long-term initiatives

Figure 5 depicts two possible paths towards enhancing
online safety awareness in schools. The first involves the DBE
by incorporating online safety awareness in the curriculum.
This is seen as a long-term initiative. It is important to note that
the DBE must also take responsibility for training teachers
regarding online safety and how to engage with school learners
about becoming and staying safe online.

The second option is the short-term initiative, which can
become the responsibility of either the DBE or of the schools
themselves. Short-term initiatives could include awareness
strategies such as posters, workbooks, discussions and
competitions.

Both short-term and long-term initiatives (school-based and
DBE-based respectively) will satisfy the request made by
school learners for the greater promotion of online awareness
in schools. Teacher training is important not only for long-term
initiatives, but for short-term initiatives as well. This online
safety awareness will increase online safety among school
learners and will contribute to cultivating a healthy online
safety culture among all children in South Africa.

V. CONCLUSION

The research reported on in this article focused on
examining the current situation pertaining to online activities
and the online safety of high school learners in South Africa. A
quantitative approach was used to obtain data from the target
group by means of a survey that focused on determining the
online activities of high school learners and their position
regarding online safety awareness in schools.

The findings of the research were discussed and methods
were proposed for incorporating online safety into the school



environment. These methods included short-term and long-
term online safety initiatives, and it was argued that the main
driver of these initiatives should be the DBE, in conjunction
with schools. If the DBE and schools start integrating these
initiatives in a school environment, the overall online safety of
South Africans in general may improve and a culture of
cybersecurity awareness may be fostered among all learners.
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