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Abstract—An aspect of database forensics that has not received In digital forensics these steps are more commonly referred
much attention in the academic research community yet is the to as processes. There have been a number of process models
presence of database triggers. Database triggers and their developed to guide the digital forensic investigator [1]. The
implementations have not yet been thoroughly analysed to digital forensic process that matches the collection and
establish what possible impact they could have on digital forensic preservation step in the physical world is the acquisition
analysis methods and processes. Conventional database triggers process. Traditionally, this process involves the making of
are defined to perform automatic actions based on changes in the oyt digital copies of all relevant data media identified [19].
database. These changes can be on the data level or the dataHowever database forensics needs to be performed on
gefinti)tion level. Di%ital forﬁnsic investigators rEight thuks fer(]al that informatic,)n systems that are becoming increasingly complex
atabase triggers do not have an impact on their work. They are . . . )
snpy gt h dta and et winou makng any SSYERL B0 WLence e vy Ut e s foenscaly
changes. This paper attempts to establish if the presence o ; o o .
triggers in a database could potentially disrupt, manipulate or context, business continuity, storage archltectur_e, storage size
even thwart forensic investigations. The database triggers as and database models. These factors and their influence on
defined in the SQL standard were studied together with a database forensics are examined further in Section Il.
number of database trigger implementations. This was done in
order to establish what aspects might have an impact on digital
forensic analysis. It is demonstrated in this paper that some of the
current database forensic analysis methods are impacted by the
possible presence of certain types of triggers in a database.

Database triggers are designed to perform automatic actions
based on events that occur in a database. There is a wide
variety of actions that can be performed by triggers. These
actions can potentially have an effect on data inside and outside
Furthermore, it finds that the forensic interpretation and of the_DBMS.‘ Thus t”ggers‘. and the actions they pefform are
attribution processes should be extended to include the handling forenSI_caIIy Important: This was already recognised bY
and analysis of database triggers if they are present in a Khanuja and Adane in a framework for database forensic
database. analysis they proposed [4].

The effect that triggers can have on data raises the concern
that they could compromise the integrity of the data being
investigated. Could triggers due to their nature in combination
with the way databases are forensically analysed lead to the
I. INTRODUCTION contamination of the data that is being analysed? Another

Forensic science, or simply forensics, is today widely use@oncern revolves around the automatic nature of actions
by law enforcement to aid them in their investigations ofP€rformed by triggers. Can the current attribution process
crimes committed. Forensic science technicians, which ar@orrectly identify which party is responsible for which
specifically trained law enforcement officials, perform achanges?

number of forensically .sound steps .in th.e. exgcution of t.heir This paper attempts to establish if these concerns around
duties. T_hese steps |_nclude the identification, coIIectlor}triggerS are justified. The database trigger is defined in the
preservation and gnaly3|s o_f physical artefacts and the reportingo/IEC 9075 SQL standard [5]. Triggers were first introduced
of results. One critical part is the collection and preservation qf, the 1999 version of the standard and subsequently updated in
physical artefacts. The collection needs to b_e performed in sughe 2008 version. The specification could thus be examined to
a manner that the artefacts are not contaminated. The artefagigermine on a theoretical basis if there is reason for concern.
then need to be preserved in such a way that their integrity i$owever, the standard is merely used as a guideline by DBMS
maintained. The reason why this part is so critical is so that ayanufacturers and there is no requirement to conform to the
evidence gained from the analysis of these artefacts can not §@ndard. Certain manufacturers also use feature engineering to
contested. The evidence found would be used to e'thg]ain a competitive advantage in the marketplace [6]. They
implicate or exonerate any involved parties. Any doubt abougight implement additional triggers based on actual feature
the integrity of the artefacts collected could lead to thgequests from high profile clients. Standard triggers might be
evidence being dismissed or excluded from legal proceedingsennhanced or other additional triggers implemented based on
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perceived usefulness by the manufacturers. Thesatirés
could be used to overcome certain limitations irtibBMS
implementations. It is therefore necessary to stadjual
trigger implementations, rather than the standadfi

There are thousands of database implementatiorilsialea
and to investigate the trigger implementations bftlose
databases that use triggers would be prohibitideusT the
database trigger implementations of a few propyetand

data being examined. Once the copies have been, thade is
no more need for the preservation of the origingk
However, if the data being examined is to be usedather
evidence in legal proceedings, some jurisdictiormy mequire
that the originals are still available.

A different approach is to perform live acquisitiobhis
involves the collection and preservation of bothatite data
(e.g. CPU cache, RAM, network connections) and valatile

open-source DBMSs were chosen. The DBMSs investigat data (e.g. files). Since the acquisition is periednwhile the

were Oracle, Microsoft SQL Server, Mysql, PostgreSfpd
DB2. These selected relational database managesysiams
(RDBMS) are widely adopted in the industry. Theminance
in the market means that they would be encountémety
often by the general digital forensic investigatdrhese
RDBMSs are also the most popular based on the nuotbe
web pages on the Internet according to solid I'&sking
method [7]. The official documentation of these RIBs was
used to study their trigger implementations. Theedh
published version of the documentation was retdefvem the
manufacturer's website [8][9][10][11][12]. At thane of the
investigation the latest versions available werefd®ws:
Oracle 11.2g, Microsoft SQL Server 2012, Oracle ilys7,
PostgreSQL 9.3 and IBM DB2 10.

system is running, there are some risks that afffecteliability
of the acquired data. These risks however can tigatgd by
employing certain countermeasures [20].

In today's modern information systems there areersév
instances where it has become necessary to perfioan
acquisition. Firstly, in a permanently switched-cand
connected world, the context around the imaged netp be
required to perform the forensic analysis. Thidudes volatile
items such a running processes, process memorworiet
connections and logged on users [19]. One areaewte
context gained from live acquisition is particwadseful is
when dealing with possibly encrypted data. Thisdsause the
encrypted data might already be open on a runnjstgs and

the encryption keys used cached in memory [21]. The

Section Il provides the database forensic backgtounincreasing prevalence of encryption usage to pradata by

against which database triggers will be investigiaBection 1
describes the database trigger implementationsiigated and
is divided into four sub-sections: Firstly the trggs defined in
the standard were explored. Then the implementatidnthe
standard triggers by the selected DBMSs were exanin
Thereafter, other non-standard triggers that soB&8s have
implemented were looked at. For each type of trigte
guestion was asked as to how the usage of thaicydart
trigger could impact the forensic process or methabtly it
was established on which objects triggers couldapglied.
Section IV asks whether the current forensic preegsvould
correctly identify and attribute actions if triggewere used by
attackers to commit their crimes. Through the ube dew
hypothetical examples as to how triggers could beduby
attackers to commit their crimes,
investigated. Section V concludes this paper amderoplates
further research.

II. BACKGROUND

Historically, digital forensics attempts to colleend
preserve data media in a static state, which emed to as
dead acquisition [19]. Typically, this process tstawvith
isolating any device that is interacting with aadatedium by
disconnecting it from all networks and power sosrdenen the
data medium is disconnected or removed from thécdeand
connected via a write-blocker to a forensic wortisia The

both individuals and organisations increases tteel fier more
live acquisitions to be performed.

Another instance where live acquisition is perfodmie
when business continuity is required. For many oiggdions
information systems have become a critical part thodir
operations. The seizure or downtime of such infeiona
systems would lead to great financial losses anuaded
reputations. The shutdown of mission critical systemight
even endanger human life. During forensic invetiiga, such
important information systems can thus no longesthgdown
to perform imaging in the traditional way [19].

The complex storage architecture of today's infaiona
systems also necessitates the use of live acguiggchniques.

this question wasTo ensure availability, redundancy, capacity andopmance,

single storage disks are no longer used for importa
applications and databases. At least a redundaay af
independent disks (RAID) or a full blown storageaanetwork
(SAN) is used. Both of these technologies groupadable
number of physical storage disks together usindemint
methodologies. They present a logical storage diskhe
operating system that is accessible on the blogdkle

In such a storage configuration a write-blocker can
longer be efficiently used. There simply may beriwany disks
in the RAID configuration to make it cost and tiefgective to
image them all [19]. In the case of a SAN, the alcphysical

write-blocker ensures that the data medium cannet bdisks holding the particular logical disk might et known, or

contaminated while being connected to the
workstation. Software is then used to copy the eustto a
similar medium or to an alternative medium with egio

capacity. Hashing is also performed on the origicahtent
with a hash algorithm such as MD5 or SHA-1 [19]eTtashes
are used to prove that the copies made are expiEscof the
originals and have not been altered. The hashealsoeused
throughout the analysis process to confirm thegiitie of the

forensigénight be shared among multiple logical disks. The#eer

logical disks may form part of other systems thratunrelated
to the application or database system and shoefeénably not
be affected. Attaching the disks in a RAID configimn to
another controller with the same configuration caake the
data appear corrupt and impossible to access. RAMoller
and server manufacturers only support RAID migratio



between specific hardware families and firmwaresizgrs. The
same would hold true for the imaged disks as well.

While it is still technically possible to image thegical
disk the same way as a physical disk, it may ndiehsible to
do so either. Firstly the size of the logical disly be bigger
than the disk capacity available to the forensicestigator
[24]. Secondly the logical disk may hold a lot ofher
unrelated data, especially in a virtualised envitent. Lastly
organisations may be running a huge single applicabr
database server containing many different apptinatiand
databases. Due to hardware, electricity and liognsosts, the
organisation may prefer this to having multiple Hema
application or database servers.

Lastly, database systems have their own complexitiat
affect digital forensic investigations. The modated by the
database manufacturers are tightly integrated itfteir
database management systems (DBMS) and are magy am
a proprietary nature. Reverse engineering is petpdseing
made difficult to prevent their intellectual propebeing used
by a competitor. Sometimes reverse engineeringidiogly
prohibited in the licensing agreements of the usafy¢he
DBMSs. To forensically analyse the raw data digeidl thus
not very easy, cost-effective or always possiblee @ata also
needs to be analysed in conjunction with the médablacause
the metadata not only describes how to interpretddta, but
can also influence the actual seen informationT8E usage of
the DBMS itself, and by extension the model it eamg, has

become the necessary approach to forensically smaly

databases.

The database analysis can be performed in two ways:
labgrato the ISO/IEC 9075 SQL standard regarding the typeigders.

analysis on site or an analysis in a clean
environment. On site the analysis is performed ten dctual
system running the data base. In the laboratofganaopy of
the DBMS with the exact same model as used in thgnal

system is used to analyse the data and metadatarextd3].

Both ways can be categorised as live analysis dukeing
performed on a running system. In the first instatie real
system is used, while in the second a resuscitsigm in a
more controlled environment is used e.g. singler,use

network connection.

Due to all these complexities associated with appthns
and particularly databases, live acquisition is fheoured
approach when dealing with an information system aof
particular size and importance. Fowler documenth sulive
acquisition in a real world forensic investigatibe performed
on a Microsoft SQL Server 2005 database [23]. tusth be
noted that both the operating system and the DBMSised to
access and acquire data after being authentichtegreserve
the integrity of the acquired data, he uses his olean tools
that are stored on a read-only medium [20]. Howether mere
accessing of the system will already cause chatogdee data,
thus effectively contaminating it before it candmpied. Since
all the operations performed during the acquisitiare
documented, they can be accounted for during aesuiest
analysis. Hence, this kind of contamination is atalgle as it
can be negated during analysis.

Against this background of how forensic acquisitimd
analysis is performed on a database system, tdggee
examined.

lll.  TRIGGER IMPLEMENTATION

This section firstly examines what types of triggere
defined in the standard and how they have beenemmghted
in the DBMSs surveyed. It then looks at other typesiggers
that some DBMSs have implemented. Lastly, the deatab
objects that triggers can be applied to, are exadin
Throughout the section, the possible impact on bdes@
forensics is explored.

A. Déefinition

The ISO/IEC 9075 standard part 2: Foundation defiae
trigger as an action or multiple actions takingcplas a result
of an operation being performed on a certain objé&tte
operations are defined as being changes made te byw
inserting, updating or deleting them. Therefores¢htrigger
types are being defined: the insert trigger, tHetdarigger and
the update trigger. The action can take place inmmtelg
before the operation or immediately after the ofjema A
trigger is thus defined as a BEFORE trigger or dATEBR
trigger. The action can take place only once, oait occur for
every row that the operation manipulates. The #iigg thus
further defined as a statement-level trigger oma®mw-level
trigger.

B. Sandardtriggers
The first aspect that was looked at was the cordana to

All DBMSs surveyed implement the three types ofadat
manipulation language (DML) triggers defined. Thalyo
implementations that match the specification eyaictlterms
of trigger types are those of Oracle and PostgreS@Qey have
implemented all combinations of BEFORE/AFTER/Stagatn
level/Row-level triggers. The others either plagstrictions on
the combinations or implement only a subset ofdéfnition
from the specification. DB2 has no BEFORE Statenvégger,
but all the other combinations are implemented. S&glver
does not implement BEFORE triggers at all. Mysgésimot
have any statement-level triggers.

Since all three types of DML triggers defined rain
changes of data taking place i.e. either the iisedf new data
or the changing or removal of existing data, thendard
methods employed by the forensic analyst are npaated.
These methods are specifically chosen because dbegot
cause any changes and can be used to create pabaf tfact
no changes have occurred.

Some members of the development community forums
have expressed the need for a select trigger [A3$elect
trigger would be a trigger that fires when a selgoération
takes place on the object on which it is definedn&l of the
DBMSs surveyed implement such a select trigger.rddiaft
however is working on such a trigger and its redsens have
presented their work already [14]. Oracle on theeohand has
created another construct that can be used torpedoe of the
tasks that the developers want to perform withcsdhiggers:



manipulate SQL queries that are executed. The mmst
Oracle has created is called a group policy. Ihsparently
applies the output from a user function to the SQécuted on
the defined object for a certain user group. Tinetion can be
triggered by selecting, inserting, updating or tietedata. The
good news for the forensic analyst is that thesetfans will
not be invoked for users with system privileges.aSdong as
the forensic analyst uses a database user withhitjgest
privileges, the group policies will not interfereithv his
investigations.

2) Non-data triggers

The second group of non-standard triggers are m@te-d
triggers. These are triggers that fire on everdsdloscur during
the normal running and usage of a database. Simeset
triggers do not need any data changes to fire, pudgntially
have the biggest impact on the methods employedhby
forensic analyst. Fortunately the impact is isalatecause
only a few DBMSs have implemented such triggers.

Both SQL Server and Oracle define a login triggeris
trigger fires when a user logs into the databa€d. Server's

~ The existence of a select trigger would have gyeatllogin trigger can be defined to perform an actidthez before
impacted on the standard methods used by the databepr after the login. Authentication however will performed

forensic analyst. One of the methods used to gathtxr and
metadata for analysis is the execution of SQL sal@atements
on system and user database objects such as salolegews.
This would have meant that an attacker could haee such a
trigger to hide or even worse destroy data. A hackeld use
select triggers to booby-tap his root kit. By piariselect
triggers on sensitive tables used by him, he cmitate the
cleanup of incriminating data or even the compietaoval of
his root kit should somebody become curious abbote
tables and start investigating.

C. Non-standard triggers

The second aspect that was investigated was thigosedl
types of triggers that some DBMSs define. The maason for
the existence of such extra trigger types is tovalievelopers
to build additional and more specialised auditingd a
authentication functionality, than what is supplieg the
DBMS. However that is not the only application arad
triggers can be used for a variety of other purpodeor
example instead of having an external applicatiamitoring
the state of certain elements of the database aeridrming an
action once certain conditions become true, theldese itself
can initiate these actions.

The non-standard triggers can be categorised wm t
groups: data definition language (DDL) triggers aftiter non-
data triggers. From the DBMSs investigated, onladlr and
SQL Server provide non-standard triggers.

1) DDL triggers

The first group of non-standard triggers are thelLDD
triggers. These are triggers that fire on changedento the
data dictionary with DDL SQL statements e.g. creat®p,
alter etc. Different DBMSs define different DDL SQL
statements that can trigger actions. SQL Servealswort list
that contains just the basic DDL SQL statementacférhas a
more extensive list and also a special DDL indicttat refers
to all of them combined. Since DDL SQL statemeras be
applied to different types of objects in the datdidnary, these
triggers are no longer defined on specific objettsey are
rather defined on a global level firing on any atence of the
event irrespective of the object being changed.hB8QL
Server and Oracle allow the scope to be set toezifsp
schema or the whole database.

These triggers once again rely on data changeg bedae
in the database to fire and thus pose no probleimeference
during the forensic investigation.

first in both cases, meaning only authenticatedrsusmn

activate the trigger. That means the login triggger be used to
perform conditional login or even completely blcalk logins.

An attacker could use this trigger to easily perfa denial of
service (DoS) attack. Many applications today us@es kind

of database connection pool that dynamically growshrinks

depending on the load of the application. Instgllan trigger
that prevents further logons to the database worfiple the

application during high load. It would be espegidihd after
an idle period where the application would haveuced its

connections to the minimum pool size.

Oracle's login trigger is only performing its actiafter
successful login. Unfortunately that distinctioredaot make a
significant difference and this trigger can also umed to
perform conditional login or completely prevent alogin.
That is because the content of the trigger is execin the
same transaction as the triggering action [16].ughany error
occur in either the triggering action or the triggtself, then
the whole transaction will be rolled back. So singlising an
explicit error in the login trigger will reverse ehsuccessful
login.

Microsoft has considered the possibility of complet
lockout and subsequently created a special methtmin to a
database that bypasses all triggers. Oracle oatiiee hand has
made the complete transaction rollback not applécéb users
with system privileges or the owners of the schetogsevent
a complete lockout. Both SQL Server and Oracle hbpee a
special kind of single-user mode the database eapub into,
that will also disable all triggers [15][16].

A hacker could use this trigger to check if a usdth
system privileges, that has the ability to looktghe root kits
attempts to hide itself, has logged in. Should suciser log in,
he can remove the root kit almost completely, mgkin
everything seem normal to the user even on deeppection.
He can then use Oracle’'s BEFORE LOGOFF triggereto r
insert the root kit, or use a scheduled task [h#} the root kit
hides to re-insert itself after the user with sysgivileges has
logged off.

Another non-data trigger defined by Oracle is tkever
error trigger. This trigger fires when non-criticsérver errors
occur and could be used to send notifications afopa
actions that attempt to solve the indicated error.

The final non-data triggers defined by Oracle oméywe a
database scope due to their nature: the datablsehange
trigger, the database startup trigger and the databhutdown



trigger. The role change trigger refers to Oragetprietary
Data Guard product that provides high availability using
multiple database nodes. This trigger could be usedend
notifications or to perform configuration changekating to the
node failure and subsequent switch over.

The database startup trigger fires when the dagalms
opened after successfully starting up. This triggeuld be
used to perform certain initialisation tasks thatrbt persist
and subsequently do not survive a database restas.
database shutdown trigger fires before the datamshut
down and could be used to perform cleanup taskréefo
shutting down. These last two triggers can be aityil
exploited as the login and logoff triggers by akeado manage
and protect his root kit.

D. Trigger objects

The third aspect that was investigated was whidhbdee
objects the DBMSs allowed to have database triggeng
standard generically defines that triggers shoytdrate on
objects, but implies that the objects have rowsvds found
that all DBMSs allow triggers to be applied to deatse tables.
Additionally most DBMSs allow triggers to be appli¢o
database views with certain varying restrictionslyOMysq|l
restricts triggers to be applied to tables only.

None of the DBMSs allow triggers to be applied yetsm
tables and views. Triggers are strictly availabfdyaon user
tables and views. Additionally there are restritsico the kind
of user table and user views that triggers cambpéeal to.

This is good news for forensic investigators, sitiegy are
very interested in the internal objects that forant pf the data
dictionary. However there is a move by some DBMS8s
provide system procedures and views to displaydtta from
the internal tables [22]. To protect these viewd procedures
from possible user changes they have been madeopére
data dictionary. The ultimate goal seems to beamptetely
remove direct access to internal tables of the diatenary.

t

This might be unsettling news for forensic investigs as
they prefer to access any data as directly aslgessi ensure
the integrity of the data. It will then become imamt to not
only use a clean DBMS, but also a clean data dhiatip (at
least the system parts). Alternatively the forerisiestigator
first needs to show that the data dictionary isommgromised
by comparing it to a known clean copy [11]. Onlgrihcan he

Consider the following example of the salami attack
technique: An insurance company pays its brokensnzigsion
for each active policy they have sold. The commnaisgimount
is calculated according to some formula and theltrstored in
a commission table with five decimal precision.thé end of
the month, a payment process adds all the indiVidua
commission amounts together per broker and stéregatal
amount rounded to two decimals in a payment takie. data
from the payment table is then used to create payme
instructions for the bank.

Now an attacker could add a BEFORE trigger on the
insert/update/delete operations of the commissadaetwhich
would get executed before the insert/update/dedptration
happens. In the trigger, the attacker could triectie
commission amount to two digits; write the trundapmrtion
into the payment table against a dormant brokerthadwo
decimal truncated amounts into the commission talblee
banking details of the dormant broker would be deainto an
account the attacker controlled and the contaatrintion
removed or changed to something invalid so that rewed
broker would not receive any notification of theypent.

When the forensic investigator gets called in affee
fraudulent bank instruction gets discovered, hé fivitl either
of two scenarios: The insurance company has aricatiph
that uses database user accounts for authenticatioan
application that has its own built-in authenticatimechanism
and uses a single database account for all databasections.
In the first case, he will discover from the aultigs that
possibly all users that have access in the apitéd manage
broker commissions, have at some point updateédheulent
bank instruction. Surely not all employees are waykogether
to defraud the company. In the second case, thie lagd will
attribute all updates to the fraudulent bank ircdtom to the
single account the application uses.

In both cases it would now be worthwhile to quédry tlata
dictionary for any triggers that have content taectly or
indirectly refers to the payment table. Both Oraatel SQL
Server have audit tables that log trigger everfitthd trigger
events correlate with the updates of the paymeble tas
indicated in the log files, the investigator wilhve proof that
the trigger in fact performed the fraudulent paytiastruction
updates. He can now move on to determine when yamechbm
the trigger was created. Should no trigger be fouthe
investigator can move on to examining the applicaand its

use the functions and procedures provided by thta dainteraction with the database.

dictionary.

IV. IDENTITY AND ATTRIBUTION

The login trigger example brings up another intémgs
problem. Once the forensic investigator has pi¢ogdther all
the actions that occurred at the time when the wihrsystem
privileges was logged in, he will attribute all thetions to this
specific user. This is because all the actions lvéltied to him
by the audit information. Without looking at trigge the
investigator will miss, that the particular usersw@mpletely
unaware of certain actions that happened, evengthdloey
were triggered and executed with his credentials.

Another more prevalent crime that gets a lot of imed
attention is the stealing of banking details oftomsers of large
companies [18]. The most frequent approach is teadh of
the IT infrastructure of the company and the lasgmale
download of customer information including bankidetails.
This normally takes place as a single big operati@at gets
discovered soon afterwards. A more stealthy approesuld
be the continuous leaking of small amounts of custo
information over a long period.

Triggers could be used quite easily to achieve #hahe
insurance company in our previous example. Thelatacan
add an AFTER trigger on the insert/update operatioihthe
banking details table. The trigger takes the newupdated



banking information and writes it to another tafilaere might
already be such a trigger on the banking detaltde tdor
auditing purposes and so the attacker simply haadtb his
part. To prevent any object count auditing picking his
activities, the attacker can use an existing unuable. There
is a good chance he will find such a table, becdlusee are
always features of the application that the dambess
designed to have, that simply were not implemeatedi might
never be. This is due to the nature of the dynamisiness
environment the companies operate in.

Every evening a scheduled task runs that takeghall
information stored in the table, puts it in an draad clears the
table. There is a possibility that some form of g#meatification
method has already been setup for the databasaiattator's
own auditing process. The attacker simply neegsggy back

data definition level. This will normally not affethe work of

a forensic analyst, since he is primarily viewimjormation
(be it data or metadata) without making any chanigjesvever
some DBMS's allow triggers to be set on the acogssi
information. If the forensic analyst works with &racle or
SQL Server database, he needs to consider the atan-d
triggers. He should take great care in how he cosn® the
database to prevent unintended changes from hampeamd
thus potentially having to do time consuming retamtsion to
get back to the initial state of the database.

Furthermore triggers can be used to facilitate ciais
actions on the back of normal application or opena actions
on the database. These changes would be executéte in
context of the initial change and the standard taoditerial
would attribute all changes to the same user. thé&efore

on this process and as long as he maintains thee samecessary to examine database triggers as péanedbtensic

conventions, it will not stand out from the otheidd process.
Otherwise he can invoke operating system commanods the
trigger to transmit the information to the outsiddée can
connect directly to a server on the Internet antbag the
information if the database server has Interneteotivity.

Otherwise he can use the email infrastructure efdbmpany
to email the information to a mailbox he controls.

The forensic analyst that investigates this datt thill
find the same two scenarios as in the previous phkanThe
audit information will point to either of the folldng: All the
staff members are stealing the banking informatimether or
somebody is using the business application to ttedbanking
details with a malicious piece of functionality. I@nby
investigating triggers and any interaction with tiable that
contains the banking information, will he be alaedentify the
correct party responsible for the data leak.

The actual breach of the IT
subsequent manipulation of the database could happened
weeks or months ago. This creates a problem fofdtensic
investigator that tries to establish who comproohighe
database. Some of the log files he normally useghtmio
longer be available on the system because they bhaee
archived due to space constraints. If the compmmwias very
far back, some of the archives also might no longer
available because the backup tapes for examplet raigdady
have been rotated through and reused. The factathagger
was used in this example is very useful to the rfsie
investigator. The creation date and time of trigggen give him
a possible beginning for the timeline and more irtgodly the
time window in which the IT infrastructure breacbcaorred.
He can now use the log information he can still fgetthat
time window to determine who is responsible fordaga theft.

V. CONCLUSION AND FUTURE RESEARCH

Two concerns were raised around the presence abatsd
triggers during forensic investigations. Can triggeause the
contamination of the data being analysed and caratiions
performed by triggers be correctly identified antrilzuted
without analysing triggers?

Database triggers are generally defined to perfactions
based on changes in the database, be it on thdedtataor the

infrastructure and the

interpretation and attribution processes. All typdstriggers

should be examined for out of the ordinary and isicys

actions that relate to the compromised data. Thiseeded to
separate the user actions from the automatic triggtons.

Further research is being conducted to determine too
best analyse the different kinds of triggers. Aitemalso needs
to be given to the fact that some DMBSs allow th&uscation
of the trigger content. An aspect that has not lzkehressed in
this paper is what impact triggers have when therfsic
investigator does make intentional changes on g cfpghe
data. The investigator could be testing a hyposh@srforming
data reduction, reconstructing deleted data or Igilog storing
his results in a temporary table.
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