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Abstract—There are a number of considerations before one
can commence with establishing a Computer Security Incident
Response Team (CSIRT). This paper presents the results of a
structured literature review investigating the business require-
ments for establishing a CSIRT. That is, the paper identifies
those things that must be in place prior to commencing with
the actual establishment process. These include characterising
the CSIRT environment, funding, constituency, authority and
legal considerations. Firstly, we identified authoritative CSIRT
literature. Thereafter we identified salient aspects using a concept
matrix. The study enumerates five areas of primary business
requirements. Finally, a holistic view of the business requirements
is provided by summarising the decisions required in each area.

Index Terms—incident response, security team, CSIRT, CERT,
establishing requirements.

I. INTRODUCTION

Popular IT news sites [1], [2], security-related conferences
[3], [4] and talks of global cyber-war [5], [6] evidence the real-
ity of the information security landscape today. 2014 marked
a year of particular significance with Distributed Reflective
Denial of Service (DRDoS) attacks on the rise1 followed by
the revealing of critical vulnerabilities in core libraries of
systems connected to the Internet. Names like “Heartbleed”
(OpenSSL vulnerability), “Shellshock” (Bash vulnerability),
and the exploitation of these vulnerabilities,2,3 show just how
fragile this ecosystem really is.

Hacking, virus outbreaks and denial of service attacks
are primary examples of computer or information security
incidents. Formally, an information security incident is defined
as

“a single or a series of unwanted or unexpected
information security events that have a significant
probability of compromising business operations and
threatening information security” [7, p. 3].

The Internet community has adapted to recognise and deal
with these incidents. Policies and procedures not only define
normal operations but should include mechanisms to act on
infringement. Ultimately, all mechanisms involve people in
some sort of team structure and collaboration: individuals

1https://www.us-cert.gov/ncas/alerts/TA14-017A
2http://www.fireeye.com/blog/technical/2014/09/shellshock-in-the-

wild.html
3https://www.mandiant.com/blog/attackers-exploit-heartbleed-openssl-

vulnerability-circumvent-multifactor-authentication-vpns/

cannot fight alone. Therefore, the establishment of a team
responsible for incident handling is the preferred approach to
establishing an incident response capability [8, p. 1].
A Computer Security Incident Response Team (CSIRT) is
defined as

“an organization or team that provides services and
support to a defined constituency for preventing,
handling, and responding to computer security in-
cidents” [9, p. 1].

A CSIRT is a group of information security experts pri-
marily responsible for handling security incidents in an IT
environment. These include all kinds of malicious activity on
a network and PC level, ranging from Denial of Service (DoS)
attacks and hacking attempts to malware and compromised
systems. A CSIRT attempts to isolate, mitigate the effects
of, disable and assist with recovery from these incidents.
Secondary responsibilities may include incident prevention,
advisory dissemination and security consultancy services in
order to minimise risk and reduce actual incidents. The exact
services provided depend on the needs of the constituency
(customer base) and the available resources (finances and staff)
[10].

The team can be formalised or called together on an ad
hoc basis as needed [11]. In addition, a CSIRT can coordinate
incident response activities between groups or organisations
[8] and even facilitate education and training [12].

II. RESEARCH PROBLEM

[13] present a number of challenges faced through the
authors’ experience of establishing a national CSIRT in a
developing country. These challenges include: an unclear
mandate or mission, lack of management support, finding
investments, selecting a revenue model, and interacting with
the constituency and external parties. A lack of funding, man-
agement support and a clearly defined mission and authority
were confirmed as challenges by [11] in a survey among
CSIRTs.

A mechanism is needed to address these challenges. There
are a plethora of guidelines and processes to follow when
setting out to establish a CSIRT, though where to start is
not clear. A lot of advice is provided about what aspects to
consider without a consistent method or process to follow
ensuring that the most important of these requirements for
establishing a CSIRT are catered for.
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This paper therefore presents the first part of a solution to
this problem of where does one start when aiming to establish
a CSIRT? More specifically, this paper examines the business
requirements, i.e. the objectives within the organisation [14,
p. 61], needed prior to building a CSIRT.

III. METHODOLOGY

Standards, recommended practices, guidelines and the like
provide useful recommendations for establishing a CSIRT
or similar team. The best current practice for the Internet
community is documented in RFC 2350 — Expectations
for Computer Security Incident Response [15]. SANS 27002
[16] is an ISO-based implementation that covers information
security techniques and provides valuable insight to consider
when establishing an incident response team and its associated
services. The National Institute of Standards and Technology
(NIST) provide a guide [17] for handling computer security in-
cidents including incident response team structures, collabora-
tion and services. Finally, two recognised authorities providing
guidelines for use when establishing a CSIRT are the Software
Engineering Institute at Carnegie Mellon University (CMU-
SEI) [8], [18] and the European Network and Information
Security Agency (ENISA) [10], [12].

A comprehensive study of the relevant literature was per-
formed utilising a concept matrix for categorisation [19] as
the foundation for this research. The primary requirements and
specific decisions required prior to establishing a CSIRT were
then identified and isolated.

This section introduces the primary literature and presents
the resulting concept matrix.

A. Primary literature sources

A comprehensive search was performed with the objective
of determining the primary sources of literature relevant to
CSIRT establishment. The search concepts were therefore
selected as:

1) CSIRT or CERT (“incident response team”,“computer
emergency response/readiness team”) and

2) establish (create, start, found).
Searches were conducted on ScienceDirect, Scopus, Springer-
Link and IEEEXplore using these terms. To ensure that
no important publications were missed, Google Scholar was
searched using the terms CSIRT OR CERT OR “Incident
Response Team” OR “Computer Emergency Response Team”
establish. To reduce the volume of returned publications, the
results were filtered for relevance based on the title followed
by the abstract or summary text. Then, as recommended
by [19], the processes of going backwards and forwards
through citations was utilised to ensure that the final set was
as complete as possible. Finally, when no significant new
concepts emerged, the primary source of each concept was
identified and the search terminated [19, p. xvi].

Reading through the material revealed a pattern of authorita-
tive sources from respected authors. It was found that the main
institutions affiliated with these sources include the Software

Engineering Institute of Carnegie Mellon University (CMU-
SEI) [8], [9], [11], [18] (who established the first CERT
in 19884), the European Network and Information Security
Agency (ENISA) [10], [12] and the National Institute of
Standards and Technology (NIST) [17]. The latest publications
from these institutions, filtered for relevance to the business
requirements, were selected as the primary sources for this
study5. Other related sources include the Australian Computer
Emergency Response Team (AusCERT) [20] and the Univer-
sity of Auckland (AUCK) with Sun Microsystems (SUN) [15].
The rest of this section presents a brief summary of these
sources ordered as in table I. It is important to observe that
although there are only a few primary sources here the volume
of material is quite large as these articles and reports range
from 37 [20] to 291 [11] pages with an average of 141 pages
between them (total 1271 pages).

1) Forming an incident response team [20] (AusCERT):
Based on the author’s experience of building the Australian
Security Emergency Response Team (SERT), this paper looks
at what it takes to form and maintain an incident response
team. Topics include the constituency, policies, information,
equipment and tools as well as partner relationships and
interactions [20, p. 1].

2) Handbook for Computer Security Incident Response
Teams (CSIRTs) [18] (CMU-SEI): Providing guidance on
building and running a CSIRT, this handbook has a particular
focus on the incident handling service [18, p. xv]. In addition,
a basic CSIRT framework is provided covering the mission,
constituency, organisational placing and relationships of the
CSIRT to other teams. Detailed descriptions of CSIRT ser-
vices, policies and team operations (including staffing issues)
are supplied.

3) Organizational models for Computer Security Incident
Response Teams (CSIRTs) [8] (CMU-SEI): This handbook
provides guidance on selecting the correct model for an or-
ganisation’s incident response capabilities. The primary focus
is on the organisational model and operational structure of the
team. Common CSIRT models with their attributes, respective
advantages and disadvantages and typical service offerings are
discussed.

4) A step-by-step approach on how to set up a CSIRT [10]
(ENISA): This document, provided by the European Network
and Information Security Agency (ENISA), covers business
management, processes and technical aspects of CSIRT estab-
lishment. It provides a definition of a CSIRT, a description of
services that can be provided as well as a process to follow
for getting started [10, p. 4].

5) State of the practice of Computer Security Incident
Response Teams (CSIRTs) [11] (CMU-SEI): A comprehensive
survey forms the basis of this technical report intended to
present the status quo of CSIRTs across the globe [11, p. xii].

4http://www.cert.org/about/
5Although some of these references may appear “dated” the foundations

are still applicable and provide good academic value particularly due to the
authoritative nature of the sources. The most recent references were utilised
where possible.



The findings are presented in detail with a summary of what
CSIRTs require to be effective. This was complemented by a
literature review which includes a basic framework of areas
and factors to consider when developing an incident response
capability [11, p. 84]. This information is helpful to both new
and existing CSIRTs.

6) Good practice guide for incident management [12]
(ENISA): Also by ENISA, this more recent guide provides
practical information and good practices for managing network
and information security incidents. This handbook is especially
useful to developing CSIRTs in the establishment phase as it
contains guidelines on structuring incident management and,
in particular, the incident handling service [12, p. 4].

7) Expectations for computer security incident response
[15] (AUCK, SUN): This best current practice Request for
Comments (RFC) provides a general framework of what can
reasonably be expected of a CSIRT and presents the important
subjects that are of concern to the community. A template
for CSIRTs is provided as an aid for implementing and
communicating the recommendations. Although quite old, this
RFC is still used as the basis for defining many CSIRTs. This
is evidenced by the results returned of RFC 2350 descriptions
when googling cert OR csirt rfc 2350, showing the relevance
of RFC 2350 to this research6.

8) Computer security incident handling guide [17] (NIST):
This guide from the National Institute of Standards and Tech-
nology (NIST) provides recommendations for establishing a
successful incident response capability. Incident handling in
general is also featured with the primary focus on detecting,
analysing, prioritising and handling incidents.

9) Defining incident management processes for CSIRTs: A
work in progress [9] (CMU-SEI): This report takes a process-
centric approach to identifying the resources and roles required
for incident management. The process definitions are accom-
panied by workflow diagrams and descriptions. The resulting
process maps provide a best-practice model outlining the
requirements for a successful incident management capability
in terms of the primary functions and tasks [9, p. 8].

B. Concept matrix

A concept matrix was used to synthesise the litera-
ture (as recommended by [19]). The concepts (or topics)
emerged while reading the literature as natural groupings
of CSIRT business requirements with the resulting matrix
shown in table I. The number of ticks show our perceived
strength/influence of the resource, that is, how much it has to
say on a topic as reflected in the following sections.

As seen in the table, [20] (AusCERT) and [18] (CMU-SEI)
were the most influential sources for this research, making
contributions in all areas of the business requirements except
for the environment. Two additional publications from CMU-
SEI ([8], [11]) and the two from ENISA ([10], [12]) followed
with the next highest inputs. In addition, [10] had the highest

6Examples of the use of RFC2350 include: http://www.ren-isac.net/csirt/
and https://www.cert.at/about/rfc2350/rfc2350 en.html

TABLE I
BUSINESS REQUIREMENTS CONCEPT MATRIX

Source Environment Constituency Authority Funding Legal

AusCERT [20] 3 33 33 33

CMU-SEI [18] 3 33 3 33

CMU-SEI [8] 33 33 33

ENISA [10] 333 33 33

CMU-SEI [11] 3 33 33

ENISA [12] 333 3

AUCK, SUN
[15]

33 3 3

NIST [17] 3 3

CMU-SEI [9] 3

inputs towards the environmental requirements and [12] had
the most to say regarding the constituency.

RFC 2350’s [15] main contribution was also with the
regards to the constituency. The final two sources, [17] and
[9], provided inputs towards the environment, the constituency
and legal considerations as shown.

IV. BUSINESS REQUIREMENTS FOR ESTABLISHING A
CSIRT

Successfully providing CSIRT services requires an holistic
approach. Smith [20, p. 32] argues that policies, procedures,
equipment, premises, contacts and staff must be established be-
fore commencing operations even though it is likely that some
of these may be missing or inadequate. To address this problem
of ensuring that everything has been sufficiently considered,
we need a place to start. The primary business requirements
(or organisational inputs) that need to be considered when
establishing a CSIRT are thus described in this section.

A. Environment

The CSIRT environment can be defined by the sector which
will be served by the CSIRT as well as the geographic region
of operations [17, p. 47]. Table II briefly describes the follow-
ing types and sectors (or business areas [8, p. 3]): national,
academic, CIP/CIIP, government, military, SME, commercial,
internal, vendor and other CSIRTs.

As noted by [10, p. 10], a team may serve more than
one sector, with subsequent impact on the scope of the
constituency. How these different types of CSIRTs typically fit
into the CSIRT hierarchy can be seen in fig. 1. As shown, an
individual CSIRT can belong to any (or even more than one)
sector. It is important to understand where the CSIRT fits into
the national hierarchy and identify the sector early on so that
contact can be made with potential partners and coordinators.

The existing organisational structure of the hosting organ-
isation (if any) is regarded as part of the environment. The



TABLE II
CSIRT SECTORS AND TYPES (BASED ON [10, PP. 8–10])

Sector Serving

Academic Research and education organisations

CIP/CIIP Critical Information and/or Infrastructure Protection (energy, transportation, critical ICT infrastructure, etc.)

Government Government agencies (and sometimes citizens)

Military Military departments

SME Small and medium enterprises or special interest groups (usually self organised)

Type Serving

National Whole country (usually in a coordinating/intermediary role)

Commercial Commercial services to paying clients

Internal Hosting organisation only

Vendor Specific hardware or software vendor (also called a Product Security Incident Response Team (PSIRT))

Other Any type or sector not fitting into the above

National 
CSIRT

Military
Sector CSIRT

Academic
Sector CSIRT

SME
Sector CSIRT

Internal  
CSIRT

Vendor CSIRT
CIP/CIIP 

CSIRT

Commercial 
CSIRT

(incl. MSSPs)

Government
Sector CSIRT

Other
Sector CSIRT
(e.g. Banking)

Other

N
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n
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Fig. 1. National CSIRT hierarchy — types and sectors

organisational requirements will determine whether the CSIRT
will be established as an independent entity, embedded in
an existing organisation, distributed between campuses and/or
consist of volunteers from the community [10, pp. 21–24].

Thus, the environment comprises the CSIRT sector, geo-
graphic area and organisational structure. The environment
reveals the constituency and provides input to the CSIRT team
model and services.

Some questions and implications related to the organisa-
tional environment include the following:

• Will the CSIRT be established as an independent entity
with its own management and employees?

This leads to what is known as the independent model. This
model requires the most human resources as the CSIRT needs
to be fully staffed including administrative roles such as an
office manager as well as an accountant, legal consultant and
communications officer [10, p. 21].

• Will it be embedded within an existing organisation?
The embedded model caters for the re-use of existing resources
which can be shared with the CSIRT team; it is also useful
for scenarios where the CSIRT workload is uncertain (i.e. staff
can be temporarily assigned to the CSIRT) [10, p. 22]. This
lowers overheads and also allows the team to focus on CSIRT
activities with a supportive base.

• Will it be distributed between independent campuses?
Referred to as the campus model, this structure is used
mostly by research and education CSIRTs with a core team
coordinating various university or campus internal teams [10].
As argued by [10, p. 23], operating the CSIRT in a distributed
campus model (rotating core services between campus teams)
results in lower costs of operation for the central team.
Possible challenges with this approach include the level of
authority and a conflict of interest for campus staff with other
responsibilities.

• Will it consist of volunteers from the community?
The voluntary model represents an informal group of people
with an interest in information security working together for
the common good (sharing advice, recommendations, etc.) [10,
p. 24]. As the commitment of the participants is crucial to
successful operations, this model is risky for environments
where participants have other obligations or priorities meaning
that security-related work could “fall through the cracks”. It
can therefore be labelled a best-effort or ad-hoc approach and
is generally not regarded as a formal CSIRT model [8].

The answers to the above questions will influence the
decisions made in the following sections.

B. Constituency

The constituency is defined as:
“the group of users, sites, networks or organisations
served by the team” [15, p. 17].

The constituency must be defined clearly and early on [10].
This is important because the people served by the CSIRT
need to know that they have one and the team needs to
know who it is serving [20]. Furthermore, partners and other
CSIRTs need to know who the constituency is so that reports
and coordination requests can be appropriately directed [20,
p. 4]. A constituency can either be internal (within the same
organisational structure as the CSIRT) or external; centralised
or distributed (across cities, countries or even time zones) [8].
The constituency can be as broad as a whole region or country



or as narrow as a single branch of an organisation to any
other logical grouping. Government, banking, and research and
education network beneficiaries are examples of constituencies
served by sector-specific CSIRTs [11].

To identify the constituency, the CSIRT environment (or
industry sector) and geographic region is determined [17,
p. 47].

Thereafter, the constituency can be defined by [12, p. 14]
• IP address range,
• domain name,
• autonomous system number(s), and/or
• free text.

IP address range, domain name and free text are most often
used by research and education CSIRTs; AS number(s) are
typically used by ISP CSIRTs [12, p. 15]. Free text is clear
but can make it difficult to determine if a host (identified by
IP address) is in fact part of a specific constituency or not.

Active, reliable and trusted contacts should be established
as soon as the constituency is defined [12]. Refer to [20, p. 5]
for an idea of how to go about this.

C. Authority

“Authority describes the control that the CSIRT
has over its own actions and the actions of its con-
stituents related to computer security and incident
handling activities” [8, p. 37].

There are four types of authority relationships that a CSIRT
can have over its constituency [18, p. 15]:

1) full — the CSIRT can undertake any actions or decisions
on a constituent’s behalf;

2) shared — the CSIRT can influence the decision-making
process;

3) indirect — the CSIRT can exert pressure on a constituent
(e.g. an ISP can disconnect services if actions are not
taken); or

4) none — the CSIRT can only advise but not enforce
actions.

The level of authority should be supported by management
and clearly conveyed to the constituency [8, p. 38]. It has been
argued that the lower the CSIRT authority, the more likely it is
that constituents will report incidents and seek assistance [20,
p. 9].

D. Funding

Funding has been highlighted in section II as a challenge
when establishing a CSIRT. The available budget influences
the resources that can be utilised by the CSIRT, especially
people. Funding considerations can be divided into sources
of income and sources of expenditure. Costs are primarily
determined by the hours of operation and staff salaries [10,
p. 18].

More specifically, costs are incurred for [11, pp. 53–54]:
• start-up equipment and infrastructure,
• staff salaries and benefits, and
• operational and other personnel expenditures (e.g. travel).

These all need to be budgeted for during the initial planning
phase of the CSIRT.

Revenue models include the use of existing resources,
membership fees, a project subsidy, or charges on a per-use
basis [10, p. 19].

Most CSIRTs are funded by a parent organisation (e.g.
university, NREN or government) [11]. A combination of
revenue models is also possible, for example, core CSIRT
services can be funded from existing resources and then
premium services can be offered on a pay-per-use basis. More
detailed funding strategies for CSIRTs are available from [11,
p. 54].

E. Legal considerations

Finally, the CSIRT should be sensitive to local laws and
regulations which may include specific requirements for re-
porting and confidentiality [15, p. 12]. An awareness of laws
in other countries, with which the CSIRT cooperates, is also
useful [12].

CSIRTs should be aware of laws related to [10], [11]:
• telecommunications and IT services,
• data protection and privacy,
• evidence handling,
• data retention, as well as
• notification requirements (e.g. law enforcement, national

CSIRT).
The specific laws relevant to the CSIRT will depend on the
CSIRT environment and could include statutory and common
or case laws [11, p. 112]. More information on legal issues is
available in [18, p. 51-58] and [20, pp. 11–12]. Legal experts
should be consulted when considering the legal requirements
as this is an area where specialised skills and knowledge are
essential.

The following section discusses the detailed decisions re-
quired in each of the business areas.

V. DECISIONS AND LINKS FOR THE BUSINESS
REQUIREMENTS

The previous section highlights the following questions
which need to be answered prior to establishing a CSIRT.

A. Environment

To determine the environment, as argued in section IV-A,
the following questions need to be answered:

1) What type of CSIRT
a) Is it a national, sector or individual CSIRT?

This affects the scope of operations, constituency,
reporting, authority and CSIRT services selection.
A national CSIRT has a broader constituency and
mandate than an individual company CSIRT. The
national CSIRTs focus will be on coordination,
trends and incidents of national interest/relevance
rather than individual cases. A company CSIRT
will be concerned with protecting the company’s
infrastructure and information and should be more
individual-focused.



b) To which sector does the CSIRT belong (if appli-
cable)? [Table II].
Different sectors have different priorities. For ex-
ample, banking sector CSIRTs will be concerned
about protecting credit card information and online
banking security. Academic sector CSIRTs will
be concerned about protecting student records and
intellectual property theft. A military CSIRT may
be subject to stringent compliance and secrecy
conditions.

c) Alternatively, which type of individual CSIRT?
[Table II]
This alludes to suitable funding models. A com-
mercial CSIRT typically charges for CSIRT ser-
vices utilising membership fees and/or paid for ser-
vices while an internal CSIRT is typically funded
by the host organisation.

Some typical examples of CSIRT types include:

• An NREN CSIRT is an academic sector (research
and education) CSIRT.

• A bank CSIRT is an internal individual CSIRT
(stand alone or under a banking sector CSIRT).

• A university CSIRT is an internal individual CSIRT
(usually under an academic sector CSIRT).

• A law enforcement CSIRT could be an internal,
government sector or other CSIRT depending on the
specific environment.

The South African Cybersecurity Hub described by [21]
is an example of a national CSIRT.

2) What geographic area will be covered by the CSIRT?
A global or regional CSIRT has very different implica-
tions on the constituency and services, for example, than
an internal CSIRT for a single site. These include time-
zones (hours of operation), languages, viable services
and other issues. In addition, a CSIRT can span single
or multiple cities, provinces or even countries. The
geographic area has a significant influence on the team
model selection.

3) Which organisational model(s) will the CSIRT use? Will
it be

• independent — with its own management and em-
ployees,

• embedded — hosted in an existing organisation,
• independently distributed among campuses, or
• voluntary — made up of team members from the

community?

Answering these questions provides a mission for the CSIRT
and subsequently reveals the constituency. The environment
additionally scopes the legal considerations by revealing ap-
plicable laws and regulations (see section V-E).

These associations are summarised in fig. 2. Clearly, de-
termining the environment is the first step for establishing a
CSIRT.

ConstituencyEnvironment
reveals

Legal
scopes

Fig. 2. Links from the Environment

determines
AuthorityConstituency

Fig. 3. Link from the Constituency to Authority

B. Constituency

Once the CSIRT sector and geographic region (i.e. environ-
ment) is identified, the constituency can be defined by one or
more of the following (see section IV-B):

• IP address range,
• domain name,
• autonomous system number(s), and/or
• free text.
Together with the environment, the constituency influences

the services that will be provided by the CSIRT. Their needs,
skills, expertise, etc. all have an effect. The constituency also
provides insight into the type of systems and network(s) the
CSIRT needs to support as well as possible funding models.
For example:

• If the constituency are the employees of a single organi-
sation then central funding is likely.

• If applicable, would the constituency be willing and able
to pay for CSIRT services?

• Should this be a government-funded CSIRT?
• Does a business case need to be made to secure manage-

ment support and/or to apply for funding?
As explained next, the constituency is highly correlated to the
authority that the CSIRT may have.

C. Authority

The nature of the constituency determines the type of
authority which the CSIRT may have and exercise. Figure 3
shows this link. Once the type of authority — full, shared,
indirect or none (section IV-C) — has been determined,
it needs to be communicated back to the constituency. As
argued previously, CSIRT management staff must support the
authority relationship.

Authority affects the services which can be provided by
the CSIRT. For example, it is not possible to provision some
CSIRT services, e.g. incident tracing and intrusion detection,
without some level of authority [20, p. 9].

D. Funding

As part of establishing a CSIRT, the source(s) of funds
need to be identified [10, p. 19]. Section IV-D provided four
main options: existing resources, paid membership, project
subsidy and/or paid for services. Clearly, income relies on
the environment as well as the nature of the constituency (e.g.
whether they would be willing to pay for CSIRT services).
These links are shown in fig. 4.



Funding

revenue model

Environment Constituency

Fig. 4. Links to Funding/Budget

In section IV-D it was argued that the main contributors to
CSIRT expenses are the hours of operation and staff salaries.
Conversely, the available budget determines how many people
can be employed (and at which skill level). Thus, the team
model and staffing decision go hand-in-hand with funding,
determining the primary costs. The other area influenced by
funding is the equipment required by the CSIRT. Although
these two areas fall outside of the business requirements, their
consideration is a logical progression following the business
decisions.

E. Legal considerations

As noted in section IV-E, relevant laws are dependent on
the CSIRT environment. A global CSIRT requires a different
understanding of laws and regulations as compared to a CSIRT
operating in a single country (though at least an awareness
of the most important laws affecting external partners is
required). This relationship to the environment is shown in
fig. 2.

When establishing a CSIRT, legal advice should be sought
on the relevant laws detailed in section IV-E. In South Africa
for example, the following legislation should be considered:

• the Electronic Communications and Transactions (ECT)
Act 25 of 2002,

• the Regulation of Interception of Communications and
Provision of Communication-related Information Act
(RICA) 70 of 2002,

• the Protection of Personal Information (POPI) Act 4 of
2013, and

• the Cybersecurity Policy of South Africa (currently in
draft form).

These acts and policy can be accessed through the download
links provided in table III7.

VI. COMBINING THE BUSINESS REQUIREMENTS AND
SUMMARY OF DECISIONS

The business requirements need to be addressed at an
organisational level prior to establishing a CSIRT. As revealed
in the previous sections, the initial decisions that must be made
are

1) determining the environment,
2) figuring out who the constituency of the CSIRT will be,

7Note that this list is not intended to be exhaustive, some amendments have
been made which should be investigated for relevance and the identification
and implications of legislation should always be done in consultation with
legal experts.

determines

AuthorityLegal

scopes
(applicable laws)

Funding / 
Budget

Environment Constituency
reveals

revenue model

Fig. 5. Relationships between the business requirements

Business requirements

Authority
Types:

· full
· shared
· indirect
· none

Constituency
Defined by:

· IP addresses
· domain
· AS number
· free text

Environment
Determine:

· type of CSIRT
· geographic area
· organisational 

model

Legal
Consider:

· compliance
· relevant laws & regulations

Can include:
· telecoms & IT services
· data protection & privacy
· evidence handling
· data retention
· notification/reporting

Funding/Budget
Costs:

· equipment & infrastructure
· staff salaries & benefits
· operations

Revenue models:
· existing resources
· paid membership
· project subsidy
· paid for services

Fig. 6. Summary of the business requirements

3) understanding the subsequent authority relationship,
4) selecting a suitable funding model, and
5) identifying and applying any relevant laws and regula-

tions.

These decisions and their inter-relationships are shown in
fig. 5. Authority and legal considerations can be directly
determined from the definitions of the environment and con-
stituency as explained earlier. Funding represents the material
“resource” for equipping the CSIRT.

The primary decisions that need to be made in each of
these areas are summarised in fig. 6. For the environment,
these decisions include determining the type of CSIRT, the
geographical area covered and the organisational model. The
constituency is then determined from one or more of IP
address range, domain, autonomous system and/or a free
text description. Following that comes the authority of the
CSIRT. Will it have full, shared, indirect or no authority over
the constituency? Costs can be estimated based on required
equipment and infrastructure, staff salaries and benefits, as
well as operational expenses. This leads to a budget which
can be used to motivate for funding. The revenue model can
be determined from the environment and constituency as one
or more of the following: existing resources, paid membership,
project subsidy and/or paid for services. Finally, relevant laws
and regulations must be identified and studied for impact.



TABLE III
SAMPLE OF APPLICABLE LEGISLATION FOR A SOUTH AFRICAN CSIRT

Act/Policy Link (verified 10 April 2015)

ECT Act http://www.gov.za/documents/electronic-communications-and-transactions-act

RICA http://www.gov.za/documents/regulation-interception-communications-and-provision-communication-related-information--13

POPI Act http://www.gov.za/documents/protection-personal-information-act

Cybersecurity Policy http://www.gov.za/documents/electronic-communications-act-south-african-national-cybersecurity-policy-draft

Compliance to these laws and regulations must be included
in CSIRT activities going forward. Only once these decisions
are made should one proceed with the establishment process.

VII. CONCLUSION

Experience has shown that establishing a CSIRT is all but
a straightforward process [13], [20]. The aim of this paper
therefore, is to address the possible deficiencies and challenges
by identifying and correlating the business requirements that
need to be considered upfront when establishing a CSIRT. To
do this, we conducted a review of related literature to identify,
firstly, the primary sources, and secondly, the core CSIRT
business requirements. The resultant concept matrix (table I)
clearly shows that none of the selected primary literature
sources addresses all of the areas with respect to the business
requirements. In addition, the different sources each emphasise
diverse areas of consideration (with varying levels of detail).
Potential implementers of a CSIRT are therefore exposed to
the real danger that some of the pre-establishment issues might
not be considered or only partially addressed.

An oversight, e.g. not selecting a revenue model, might
jeopardise the complete implementation of the CSIRT. Re-
work, resulting in delayed implementation and cost overruns
might be another outcome. For example, selecting services
without considering the constituency and related authority of
the CSIRT may result in impractical offerings.

This paper presents a comprehensive list of the identified
business requirements together with associated decisions in
five areas: the environment, constituency, authority, funding
and legal considerations. Key questions are posed and mo-
tivated to assist with making the required decisions. The
relationships between these areas are explored as an indication
of the order with which the decisions should be addressed —
thus feeding into the subsequent areas for consideration. This
allows for better planning and a more methodological approach
to establishing a CSIRT.

Once the business requirements have been “satisfied” and
the viability to continue establishing the CSIRT determined,
the next step would likely be determining the CSIRT services
and staffing the initial team. These are topics for future
research.
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