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Abstract—Mobile devices have created a situation where system-
focused security may not be sufficient in an environment where 
security requirements can change depending on the location of a 
mobile device.  The security on a network at a corporate 
company may be different in a boardroom, where sensitive 
information is discussed and acted upon, than at an employee’s 
desk, where the employee works with his normal line of business 
application.  The Neo Model is a conceptual model that describes 
a hypothetical black box, called the Neo device, which uses secure 
containers and mutual authentication to connect to specialised 
gateway controllers.  The gateway controllers have the ability to 
control and manage the Neo devices to ensure that specialised 
secure containers can be provisioned to Neo devices and activated 
or deactivated, depending on where the Neo device is physically 
located on the network.  The Neo Model allows companies to 
define security controls that is applicable depending on where the 
mobile device is located on the network. 
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I. INTRODUCTION 

In a company, the typical “Bring Your Own Device” 
(BYOD) policy concerns itself with the security of company 
assets, the confidentiality of corporate data and the privacy of 
its users [1].  

Mobile devices are here to stay and has had a significant 
impact on corporations [2].  Mobile devices create an 
environment where system-focused security requirements may 
not be capable of addressing the risks exposed by these 
devices.  Examples of risks can include the following:  A user 
can record a potentially sensitive meeting and then access it 
from her desktop computer, using an integrated cloud based 
storage solution.  While the sensitive information is stored in 
the cloud based storage solution, the information is susceptible 
to unauthorized access by anyone that has access to the user’s 
cloud login credentials. 

In some companies the use of the camera in a mobile 
device is strictly controlled to ensure compliance with 
regulations, specifically where minors are involved.  The use of 
a camera by childminders in the United Kingdom is allowed, 
but for only specific reasons and the photos must be controlled 
after a picture is taken [3] [4]. 

BYOD implementations imply that the device used by the 
employee is private property.  Employees are hesitant to allow 
a company control over their devices, potentially exposing 
private data to the company [5] . 

The problem addressed in this paper can be formulated as 
follow:  Some corporations need to control mobile devices 

depending on the location of the devices on their networks, as 
well as assuring employees that their privacy will not be 
breached. 

This paper describes the Neo Model [6], with specific 
emphasis on how the Neo Model approaches location aware 
device management so that personal data and information is 
kept secure. 

The Neo Model has two important properties.  These two 
properties allow corporations to control access to specific 
applications and data, depending on where the device is 
located, while assuring privacy of personal information.  The 
two properties of the Neo Model are: 

 The secure container property (SCP).  The Neo Model 
isolates user data and applications using virtualisation.  
Any user must first be authorised access to the Neo 
device before they can use a container on the device.   

 The mutual authentication property (MAP). Any user, 
peripheral or network must first be authorised before 
they can connect to a container on the Neo device.  
Authorisation is granted to a specific container and not 
the device in general. 

This paper is organised as follows. 

Section II gives an overview of the Neo Model, providing 
background information on how information is stored and 
controlled.  Section III describes how the Neo Model allows 
data and applications to be isolated between company and 
personal data and applications.  Section IV describes how a 
company can control access to its network and control access 
to company specific applications and data.  Section V 
concludes with a summary of the problem and how the Neo 
Model can be used to control access to company applications 
and data depending on physical location. 

II. OVERVIEW OF THE NEO MODEL 

The Neo Model was first described in 2015 by [6] to 
address the problem of private devices being used to capture 
company data and then using potentially insecure methods to 
share, backup and gain access to the data that was captured. 

At its core, the Neo Model describes a hypothetical black 
box, called the Neo device.  The Neo device consists of a 
number of secure containers and controls access to the secure 
containers through an identification and authorisation layer. 

Other characteristics of the Neo device is that it has no built 
in screen or does not have any other Input\Output (I\O) 
peripherals connected to it.  The device primarily uses wireless 
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peripherals to communicate with the device.  This gives the 
user the flexibility to select different form factor peripherals 
that he prefers. 

The Neo device, displayed in Figure 1 consists of a number 
of containers that hosts a fully functional operating 
environment, including virtualised network interface cards.  
Each container is separated from each other.  Any user and I\O 
peripheral must first be authenticated and authorised before it 
can gain access to a specific container. This is known as the 
secure container property (SCP) of the device.   

 
Figure. 1. Overview of the Neo Model [6]. 

The Neo device has an authentication and authorisation 
layer that controls the access between the Neo device and the 
I\O peripherals that connects to it.  Each I\O peripheral also 
consists of an authentication and authorisation layer which in 
turn also authenticates and authorise the Neo device to connect 
to it.  This means that there are mutual authentication between 
the I\O peripheral and the Neo device and is known as the 
mutual authentication property (MAP). 

The Neo Device can be used in a number of scenarios. 
They are: 

 Connecting different I\O peripherals.  The Neo 
Device is not limited to a specific size or type of I\O 
peripheral.  This means the user of the Neo device can 
have a mobile phone sized touch screen with 
microphone and speaker while commuting to and from 
work, while it can use a specialised docking station 
when at work to interact using a physical screen, 
keyboard and mouse. 

 Corporate connectivity.  While at the office the Neo 
device is granted access to a specific docking station or 
wireless network.  This allows the user to use the Neo 
device not only for personal use, but also for company 
use.  Wireless connectivity at a company is managed 
through a specialised Gateway Controller.  The 
Gateway Controller authorises and authenticates 
different users and Neo devices.  This aspect of the 
Neo Model is described in more detail in section IV of 
this paper. 

 Device interconnectivity.  The mutual authentication 
model that exists between the Neo device and its I\O 
peripherals also exists when one Neo device connects 
to one or more other Neo devices.  This allows the Neo 
device to share and interchange information between 
Neo devices for specific secure containers that exists 
on the Neo devices. 

This section gave a high-level overview of the Neo Model.  
The Neo Model makes use of a hypothetical device called 
the Neo device.  The Neo Model has a secure container 
property and a mutual authentication property.  The next 
section goes into more detail about the SCP and how it 
ensures isolation of corporate data and personal data. 

III. BUSINESS ACCESS USING SECURE CONTAINERS 

The two components in the Neo model that allows the 
system to be used for both personal and company use are: 

 Secure containers.  The Neo device stores personal 
data and applications in a personal container and any 
company related applications and data in corporate 
containers. 

 Identification and authorisation service.  The 
identification and authorisation service controls access 
to the personal and corporate containers ensuring 
privacy of user information, but also allowing 
corporate control over company data and applications. 

These two aspects are now described.  The first aspect 
described is the secure containers 

A. Secure containers 

Strategies to isolate personal and company applications and 
data can be categorised into three categories [7]. 

 Secure Containers are achieved by using application 
level activity to separate and manage user and 
company applications and data.  This is usually 
managed by using some type of management 
framework and policies in the mobile operating system 
or third-party applications [8] 

 Mobile Virtualisation creates operating system 
environments with their own set of virtualised 
hardware separate from the physical hardware on the 
device.  The virtualised systems are managed through a 
hypervisor and has been widely used on traditional 
computers [9]. 

 Operating System Extensions are built into mobile 
operating systems to categories data and applications 
as either personal or company.  The operating system 
then ensures that any mobile device management 
(MDM) system can only access content categorised as 
company [10] [11] 

Secure containers have the advantage of running as an 
application inside the mobile operating system. It does not 
require any changes to the mobile operating system image [7]. 

Mobile virtualisation ensures isolation of not just data and 
applications, but also hardware.  Mobile virtualisation can 
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produce a more isolated environment for data and application 
isolation.  The disadvantage of mobile virtualisation is that the 
ARM processor has limited hardware virtualisation capacity, 
which makes full virtualisation on today’s hardware slower 
than native applications [12]. 

Both Apple with iOS 8.x and Google Android 5.x support 
categorisation of company and personal data and applications.  
In the case of MDM systems, the operating system ensures that 
only applications and data marked for company use can be 
accessed [10] [11].  The functionality of these mobile operating 
system extensions fall short of some of the requirements where 
a company may have different levels of access and thus require 
different levels of categories of company data and applications. 

The Neo Model describes the Neo device with multiple 
secure containers by using virtualisation as a method to achieve 
the secure container property.  The virtualisation techniques 
and how they apply to the Neo Model is described in more 
detail in [6]. 

 
Figure. 2. Software architecture on the Neo device [6]. 

Figure 2 shows the Neo device with three distinct 
containers (A, B and C) and the ever present identification and 
authorisation service (D). 

The first container that always starts up in the Neo device is 
the management system (A in Figure 2).  The management 
system controls the identification and authorisation service and 
starts up and shuts down other containers.  Users cannot store 
personal information in the management system, instead they 
interface with the management system when they select a 
specific personal or corporate container. 

The first user that makes use of the Neo device is known as 
the owner of the system.  This user has the ability to give other 
users or corporates access to the Neo device.  Every user on the 
Neo device has its own personal container (B in Figure 2). 

The Neo device creates one or more corporate containers 
(C in Figure 2) to store and access corporate data and 
applications.  These corporate containers can be linked to 

different companies, or even different areas inside a specific 
company. 

The corporate containers have no access to the personal 
containers on the Neo device.  In fact the corporate containers 
have access to nothing outside their own containers.  This 
means that the Neo device can be used not just at one company, 
but other companies as well, and each company can be assured 
that their data and applications are isolated from each other. 

Each container is encrypted while at rest and can only be 
decrypted by either the correct user account, in the case of 
personal containers, or through the connection to an authorised 
gateway controller, in the case of corporate containers. More 
information regarding the encryption properties of the 
containers can be found in [6].  More information regarding the 
gateway controller can be found in section IV. 

Corporate containers are created when a user enrols their 
device on a corporate network.  The company authorises the 
Neo device access to the network and then the device creates 
the corporate container according to policies defined by the 
MDM system.  The policies and how the MDM accesses the 
Neo devices is described in more detail in section IV. 

The SCP of the Neo model ensures data and applications 
are isolated in the Neo device.  Then next component in the 
Neo Model that ensures isolation and controlled access of 
personal and company data and applications, is the 
identification and authorisation service. 

B. Identification and authorisation services 

The identification and authorisation service (D in Figure 2) 
controls access to the different containers for users and other 
I\O peripherals and devices. 

The identification and authorisation service uniquely 
distinguishes between users, I\O peripherals and gateway 
controllers.  Access to the different containers are controlled 
using rules.  These rules are stored by the management system 
and used by the identification and authorisation service. 

Figure 3 shows two rules that the identification and 
authorisation service uses to control access to a specific 
container in the Neo device.  It shows that at a specific time 
various security objects and subjects can interact with each 
other.  The two access rules ensure that a user account using a 
specific I\O peripheral will firstly have access to the Neo 
device (Access Rule 1) and secondly that it can access 
Container A on the Neo device (Access Rule 2).  The 
interaction between gateway controllers and the Neo device is 
explained in more detail in section IV of this paper. 

When a user enrols the Neo device on a corporate network, 
the Neo device creates a corporate container on the Neo device.  
The owner of the Neo device does not have default permissions 
to the corporate container, except to delete the container. 

The company makes use of a MDM system that ensures 
that only a specific user on the Neo device, using a pre-defined 
combination of I\O peripherals have access to the corporate 
container. 

This means the company can control which user on a Neo 
device, if there are more than one user, has access to the 
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corporate data.  The company can further control which I\O 
peripherals the user can use to access the company data.  That 
means that the company may choose to lock down corporate 
data to only be accessible when using the corporate owned 
docking station at the office, or only the tablet-sized touch 
screen device that the user owns. 

The identification and access control service handles the 
encryption and decryption of containers in the system.  Each 
container handles its own network encryption established 
between the corporate container and the gateway controller.  
This ensures that data in transit is protected not just on the 
network, but also from other containers on the Neo device. 

The user cannot change the rules used by the identification 
and access control service.  The rules are created and controlled 
by the company in the case of company access, or created and 
controlled in the case of personal data. 

 
Figure. 3. Access control rules [6]. 

The SCP of the Neo Model ensures data and applications 
runs in isolated secure containers.  The MAP ensures that 
whenever data gets accessed by I\O peripherals or company 
networks, that both the Neo device and the connecting I\O 
peripheral or network device are mutually authenticated and 
authorised. 

The next section describes how the Neo Model ensures 
company control over company data and applications being 
accessed in a company network. 

IV. NETWORK AUTHORISATION AND ACCESS CONTROL 

Computer devices normally access a company network 
either through a wired network or a wireless network.  This 
section will first look at some of the more commonly used 

technologies that controls access to network infrastructure. The 
section will also look at the components described by the Neo 
Model that controls access to network resources for use by the 
Neo device 

A. Existing technologies 

This paper describes two sets of networking technologies, 
because many of the concepts that exists in these technologies 
are described in the Neo Model.   

The Neo Model does not prescribe to use these 
technologies.  Instead it makes use of the concepts describe in 
these technologies.  The two network access technologies that 
are being described are: 

 Remote Authentication Dial In User Service 
(RADIUS) 

 Virtual Private Networks (VPN). 

These two technologies are described in sections IV.A.1 
and IV.A.2. 

1) RADIUS Authentication 
Authentication and authorization technologies such as 

RADIUS allow companies to control access to networked 
resources.  RADIUS supports multiple authentication standards 
to authenticate users and it allows authorisation rules based on 
physical access points on the network [13] 

RADIUS can be implemented by various vendors.  In 
Linux, RADIUS is implemented as FreeRADIUS [14].  
Microsoft implement RADIUS and called it Network Policy 
Server in Windows Server 2008 [15].  Microsoft implemented 
RADIUS with the following concepts [16]: 

 Access client:  This is the device that wants to gain 
access to the network. 

 Access servers: This can be a wireless access point, 
network switch or VPN server.  It is a device that an 
access client connects to in order for it to gain access to 
the network infrastructure.  RADIUS clients register 
with a radius server to transfer access and authorisation 
requests. 

 RADIUS server:  The RADIUS server receives access 
and authorisation requests from radius clients and 
determine access using different access policies. 

 Access policy:  The access policy determines if the 
user can gain access using some type of rule checking 
and can also define certain requirements for the 
connection, if the connection is approved.  The 
requirements can include whether encryption will be 
used or which IP addresses the clients can connect to. 

It is important to note that RADIUS does not route network 
traffic through the RADIUS server.  RADIUS only 
authenticate and authorise access. 

With RADIUS, a wireless client does not only have to 
authenticate itself, but it can also provide information about the 
type of connection, the date and time, and many other attributes 
that is first evaluated on the RADIUS server before the client is 
allowed access to the network.  This concept of evaluating and 
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interrogating a client before a connection is allowed is also 
used in the Neo Model.   

In Section. IV.B.1 the Neo Model describes the gateway 
controller that uses identification and authorisation techniques 
similar to RADIUS. 

2) VPN Technologies 
Another set of technologies that includes the access control 

and authorisation of clients to networks is in virtual private 
network (VPN) technologies.  A VPN network can generally 
be defined as a private network that gets constructed over a 
public network infrastructure [17] 

There are many different VPN implementations.  Virtual 
private networks can be constructed using tunnelling and\or 
encryption [17]. 

Within a VPN implementation network traffic has to flow 
between at least two VPN nodes.  These VPN nodes can be a 
VPN client and a VPN server.  Before two nodes starts 
encrypting data, the VPN nodes must go through some type of 
identification and authorisation process, after which it allows 
network traffic between the two points [18]. 

 
Figure. 4. The VPN connection to a corporate network [19] 

Figure 4 describes a client that connects to the Internet 
through his Internet Service Provider (ISP).  The client acts as 
a VPN node in a VPN and establishes a connection with a VPN 
server.  The connection between the client and the VPN server 
is encrypted, ensuring confidentiality.  The VPN connection 
that gets created connects the client to the company intranet. 

VPN technologies rely on traffic that gets routed through 
the VPN nodes.  This is different from RADIUS where the 
RADIUS server only authenticate and authorise.  VPN 
technologies creates a connection between two nodes and it 
usually authenticate and authorise clients. 

The routing principle and encryption principle in VPN 
technologies is used in the Neo Model.   

Section IV.B.1. describes the gateway controller that acts 
like a VPN node into the corporate network for the Neo device. 

RADIUS allows fine grain control over authentication and 
authorisation.  VPN technologies ensure confidentiality of data 
in transit between two points.  In the next sub section, the 
ability of the Neo Model to authenticate and authorise network 
access is described. 

B. Network Access and Device Management in the Neo 
Model 

It has already been explained that the Neo Model uses a 
black box device, called the Neo device.  When connecting to a 
corporate network, Neo Model makes specific provisions for 
authorisation and authentication, as well as device 
management. 

This section describes how the Neo Model authenticates 
and authorise access on a corporate network and then continues 
to describe the capabilities in managing device features while 
maintaining private data and applications. 

1) Network access and authorisation 
The Neo device uses secure containers to isolate personal 

and company data and applications.  Access to the different 
secure containers are managed using the identification and 
authorisation service.  It has also been described that any I\O 
peripheral and Neo device must be mutually identified and 
authorised. 

In a corporate network, the Neo Model requires a 
component called a gateway controller.  The gateway 
controller is part of the Neo Model and assumes the 
responsibility of managing access to the corporate network for 
Neo devices. 

Figure 5 shows a Neo device that may or may not be using 
a docking station.  Access to the corporate network is 
controlled through a gateway controller.  The gateway 
controller has a list of access rules that defines access to 
specific resources on the corporate network.  The gateway 
controller also establishes an encrypted session between the 
gateway controller and the corporate container.  This ensures 
that data is confidential while in transit. 

 
Figure. 5. The possible location of the gateway controller on a network. 

The gateway controller has three classes of objects.  They 
are: 



 

 

 Zones:  Zones are identified as a collection of 
resources.  The resources are grouped together and 
managed as a zone.  There can be many zones on a 
network depending on the company requirements.  
Network level access is controlled at a zone level.  
Application level access is controlled from within the 
application and the Neo model does not define any 
requirements or specifications for application level 
access control.  The network administrator can decide 
what authorisation needs to happen before a user and 
device can gain access to a zone.  There is one default 
zone that is always defined.  This zone is the untrusted 
zone and is a catch all zone for any unauthenticated 
and unauthorised devices and users. 

 Resources:  Resources are different network resources 
made available to the Neo devices.  Network resources 
can include a number of different classes of network 
resources.  Defined resources only become available 
once they are defined as being available or blocked in a 
specific zone.  Network resources can include, but is 
not limited to: IP address ranges, individual IP 
addresses, network protocols, TCP or UDP services, or 
general network services, which can be a combination 
of IP address, TCP or UDP services.  It can also 
include network locations, which can be a combination 
of IP address ranges or special network locations like 
the Internet. 

 Policies:  Policies disable or enable specific features on 
the Neo device and allows fine grained control in a 
specific secure container.  Policies are described in 
more detail in the Section IV.B.2. 

Figure 6 shows a number of network resources.  They 
include specific network areas, like the corporate LAN, 
specific servers, like the database, email and line of business 
server.  It also contains the Internet object, which is a special 
network object that defines anything on the Internet.  It can 
also include specific TCP protocol ports like TCP port 445 
network traffic.  These resources can now be grouped into 
specific zones, which is effectively just a group of network 
resources. 

When a Neo device connects to a gateway controller, the 
Neo device and gateway controller goes through an initial 
identification and authorisation process.  During this process a 
specific secure container for the zone gets created on the Neo 
device and the zone becomes the owner of the container. 

Once the container is created the container gets encrypted 
on the Neo device so that it can only be decrypted when the 
Neo device connects to the gateway controller and requests 
access to the applicable zone.  It also creates an encrypted 
channel between the secure container and the gateway 
controller.  Because encryption happens on the secure container 
level even other containers in the Neo device cannot gain 
access to the network traffic between the container and the 
gateway controller.  This feature has an added advantage that 
given the location of the gateway controller a Neo device can 
gain access to corporate resources from anywhere on the 
Internet. 

 
Figure. 6. Zones and zone resource allocation. 

Before a Neo device can gain access to any corporate 
resources the Neo device must be enrolled as a resource on the 
gateway controller.  This is explained in more detail in the next 
section. 

2) Neo device management 
The first time a Neo device is switched on in a corporate 

network, the Neo device identifies itself to the gateway 
controller. 

If this is the first time the Neo device connects to the 
gateway controller, the controller creates the Neo device as a 
resource available to the gateway controller.  The gateway 
controller automatically adds the Neo device to the untrusted 
zone.  The untrusted zone is a special zone on the gateway 
controller which is a default setting that allows unauthenticated 
access.  The network administrator can decide which resources 
are made available to the untrusted zone. 

The network administrator also defines authorisation rules 
for a specific zone.  This can include only username and 
password, or specifically defined username, Neo device and 
I\O peripheral combination. 

Figure 7 explains the process where a Neo device connects 
to the corporate network the first time. 

The first time a Neo device connects to the corporate 
network the Neo device locates the gateway controller.  The 
Neo device registers as a resource in the gateway controller and 
is granted access to resources in the untrusted zone.   

The user on the Neo device uses a touch screen I\O 
peripheral and initiates a request for access to network 
resources.  The gateway controller responds to the Neo device 
with a list of zones available on the network.   

The user on the Neo device requests access to a zone 
configured to only require a username and password.  As soon 
as the user sends the requests to the gateway controller the 
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gateway controller authenticates the request and receives 
information from the Neo device.  The information provided by 
the Neo device is the identity information of the Neo device, 
the logged in user of the Neo device and the identity 
information of the I\O peripherals from where the request came 
from.   

The gateway controller responds to the request from the 
Neo device with information of its own.  It sends identity 
information about the gateway controller and the zone.   

The Neo device determines whether a secure container for 
the zone already exists.  If no secure container exists, a default 
container gets created for the zone.  The Neo device and the 
gateway controller finalise the request by ensuring the access 
rules required gets created on both the Neo device and gateway 
controller. 

After the access rules are created on both the Neo device 
and the gateway controller a policy for the zone gets applied to 
the Neo device. 

The last step in the process is where the Neo device and the 
gateway controller establishes a secure channel and the Neo 
device encrypts the secure container. 

 
Figure. 7. Establish a connection to a corporate network. 

The policy can include multiple settings.  Some of the 
settings that the policy can define are: 

 Exclusive use:  When exclusive use is enabled the 
container has exclusive use over the Neo device.  This 
means that when the container is active, all the other 
containers suspends. 

 Device features:  The device features policy define 
which features of the Neo device is enabled when the 
container is active.  By default only the basic input and 
output is allowed in a container.  Other device features 
must be specifically allowed.  This means that the 
camera must first be enabled access to the container 
before the camera can take pictures and store the 
photographs in the container. 

 Application policies: The application policy can 
define which applications are available in the container 
and it can also control configuration of an application.  
This means that the policy can specify the email 
application to be available and can control which email 
server it can connect to and how often it synchronises.  
It is important to note that if one application is 
available in multiple containers, the data generated by 
the application is separate from the containers.  This 
means that the emails received and created is only 
available in the secure container associated with the 
specific zone. 

 Offline use: The offline use policy specifies if a 
container can be accessed even when a specific 
gateway controller is not available. 

3) Location aware management 
Gateway controllers can be made available to only specific 

areas of the network.  That means that a company can have a 
wireless access point connected to a specific gateway controller 
servicing an area of the corporate network.  Wireless signals 
can be isolated using specific building techniques, special 
paints or wallpapers or more complex triangulation systems 
[20] [21] 

Consider the case of a boardroom where executives needs 
to discuss confidential and sensitive company information.  
The wireless access point servicing the boardroom is connected 
to a specific gateway controller.   

The untrusted zone on the gateway controller gives access 
to nothing on the network.  The network administrator defines 
a boardroom zone on the gateway controller.  The network 
administrator creates a zone resource for a voting system as 
well as a storage area where recordings for meetings can be 
stored.   

Access to the boardroom zone is controlled using 
authorisation rules, which includes predefined Neo device 
identities.  This means that only pre-defined Neo devices can 
gain access to the boardroom zone.   

As soon as the user enters the boardroom the Neo device 
connects to the gateway controller.  The user initiates an access 
request if this is the first time the user uses the boardroom 
zone.  The Neo device and gateway controller authenticates 
and the secure container for the boardroom zone gets created.   

The network administrator defined the zone policy for 
exclusive use, with the microphone as a valid device feature, 
and does not enable offline use.  Furthermore the sound 
recording app is made available to the boardroom container, as 
well as a specific voting application.   

Neo device Locate the gateway 
controller

Gateway 
controller

Registers Neo device 
as resource

User Requests access to 
resources

Gateway 
controller

Responds with 
available zones

User Requests access to 
zone

Gateway 
controller

Authenticates the 
request

Receives information 
from Neo device and 
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information

Neo device
Create secure 
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not exist already.

Creates required 
access rules

Gateway 
controller

Creates required 
access rules

Sends policy to Neo 
device

Neo device Applies policy from 
Gateway Controller

Establishes secure 
channel. Encrypts 
secure container



 

 

The boardroom container is only available while connected 
to the gateway controller because the policy disabling offline 
use is enabled. Furthermore, all other containers on the Neo 
device is suspended while the device is connected to the 
gateway controller for the boardroom.  This ensures that the 
Neo device can only be used for sound recordings during the 
meeting and voting. 

As soon as the user steps out of the boardroom the Neo 
device disconnects from the gateway controller and reconnects 
to the normal corporate gateway controller.  The secure 
container for the boardroom suspends and stays suspended 
until the Neo device is reconnected to the boardroom gateway 
controller. 

Location aware mobile management becomes a reality with 
the Neo model by using gateway controllers for specific 
wireless or wired locations on a corporate network. 

V. CONCLUSION 

Some corporations need to change the control over mobile 
devices depending on where they are located on the corporate 
network.  The Neo Model allows the development of mobile 
device whose configuration can adapt depending on where the 
mobile device is located. 

Special gateway controllers control access to network 
resources and control special features in the Neo device.  This 
allows an administrator to lock down a mobile device in cases 
of high control and ensure only specific applications rights 
while the device is connected to different areas of the network. 

The Neo model assures device owners and corporate 
entities separation of data and applications by using isolated 
secure containers. 

The Neo model forms part of ongoing research for a PhD. 
and a prototype implementation will be an aspect of future 
research. 
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