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Abstract— Sanitization of an image is a process where certain
areas of an image are removed to keep the contents safe from
unauthorised viewers. Image sanitization is often required by
authorities, for example law enforcement or in legal cases, when
the image contains sensitive material that should not be shown to
the general public. This paper proposes a system for the self-
sanitization of a digital image using information hiding,
specifically image steganography, techniques to hide part of the
image within the image itself. The proposed self-sanitization
system allows for the removal of a specific part of the image and
then uses Least Significant Bit (LSB) steganography to embed the
sanitized part of the image within the rest of the image, making it
unnecessary to store the sanitized and unsanitized versions of the
image separately. The self-sanitization system includes a method
for reducing the size of the embedded information in an attempt
to make the information more difficult to detect. Experimental
results show that the proposed self-sanitization system is
undetectable to visual and statistical analysis techniques.
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l. INTRODUCTION

Classified information such as legal documents or
photographs often have to undergo sanitization, also referred
to as redaction [1], which is the process of removing certain
information that is deemed sensitive [2]. This is often done in
court cases where an image is graphic in nature and the court
has deemed that the entire image should not be shown to the
public and that certain areas should be blacked out. Normally
the unsanitized versions of these images are also needed by
the court and thus two copies must be kept, with the
unsanitized version at risk of leaking to the public.

Steganography is the practice or art of hiding information in
digital objects [3]. The main purpose of steganography is to
hide the existence of the embedded information, as opposed to
simply blocking access to the information as is the case with
cryptography [4]. Watermarking is similar to steganography
in that it also hides information in digital media, but differs in
goals [3]. Where steganography is mostly concerned with
covert communication, the goal of watermarking is to protect
copyrighted material [5]. Self-embedding is one example of a
watermarking technique used for image authentication and the
protection of digital media [6].

This paper proposes a method for sanitizing an image in
such a way that the removed information and the original

image are stored as one object. The proposed method uses
steganography and self-embedding techniques to hide the
sanitized part of the image, within the image itself.

The paper is structured as follows: Section Il gives
background on self-embedding techniques. The proposed
self-sanitization system is discussed in Section Il and the
analysis of the self-sanitization system is given in Section IV.
The paper is concluded in Section V.

Il.  SELF-EMBEDDING TECHNIQUES

Self-embedding techniques are semi-fragile watermarking
techniques used in image authentication to detect image
tampering [7]. Self-embedding techniques usually embed an
approximation of the original image within the image itself
and uses mapping functions and keys to provide robustness
and security [8]. In its simplest form, self-embedding is used
to detect and localise the areas of an image that were damaged
or changed, and at best self-embedding can restore an
approximation of the original contents that formed part of the
damaged area [9].

The method proposed in this paper has two main
similarities with that of self-embedding techniques: The first
similarity is that both self-embedding as well as self-
sanitization embed part of the image within the image itself,
using steganographic techniques. The second similarity is that
in both cases the resulting image should visually be as close as
possible to the original image.

There are however many differences between the self-
sanitization system, proposed in this paper, and existing self-
embedding techniques.  These differences include both
differences in implementation, as well as differences in the
thought behind the creation and use of the algorithms. One of
the differences between self-embedding and self-sanitization
involves their objectives: Steganography’s main objectives
are undetectability (resistance against both visual as well as
statistical analysis), robustness (resistance to image processing
attacks) and payload capacity (the amount of information that
can be embedded) [10]. Although all three these objectives
are desirable, most applications can only focus on one or two
of the objectives and a trade-off is usually necessary.
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Self-embedding techniques generally focus on robustness
against image processing attacks [11], since these types of
attacks could destroy the embedded approximation and
thereby make it impossible to restore the original image. The
self-sanitization system on the other hand focuses on
undetectability, due to the fact that a sensitive portion of the
image is stored and must remain hidden from the public. The
sanitized part of the image should thus be undetectable by
visual and statistical analysis. This, however, also means that
where self-embedding techniques prepare for, and are able to
recover from, image processing attacks, the system proposed
in this paper cannot withstand image manipulation.

Another difference is the part, or section of the image that is
to be hidden, and the fact that an image can only hide a certain
amount of information before visual artefacts can be detected
in the image. Self-embedding techniques try to hide the entire
image within itself, thus these techniques can only hide and
restore a lower quality approximation of the original image
[12]. The self-sanitization system, however, only needs to hide
a specific area of the image and can thus embed the entirety of
that part and restore it fully.

The core difference between self-embedding techniques and
the self-sanitization system, however, is the goals of the two
technologies and how they are used. Self-embedding
techniques were created to authenticate images [12] where the
self-sanitization system was developed to remove information
from unauthorised view.  Additionally, self-embedding
techniques are used to retrieve damaged image data, where the
self-sanitization system is used to hide and restore
intentionally removed information.

The next section discusses the self-sanitization system and
the algorithms that were used in the implementation of the
system.

I1l.  THE SELF-SANITIZATION SYSTEM

For the system proposed in this paper, the process of
removing and hiding the sensitive part of the image is referred
to as sanitization and the process of recovering the hidden
information and restoring the image is referred to as
desanitization.

The self-sanitization system provides the option of
encrypting the sanitized part of the image before hiding the
information. The use of encryption increases the security of
the information should the hidden information be detected by
an unauthorised person. The inclusion of encryption is
optional, since it could also cause additional problems in the
storage, distribution and use of the encryption keys.

To sanitize an image, the user manually selects an area of
the image to remove. The sanitized part of the image is
converted into a bitstream and hidden inside the remaining
image bits. The start point and size of the removed area are
also hidden in the image to enable the automation of the

desanitization process. The resulting image is visually the
same as the original image, except for the sanitized area which
is blacked out.

To desanitize an image, the sanitized image bits are
extracted from the image and restored to their original location
in the image. The resulting image is a visual copy of the
original image.

The self-sanitization system uses a variation of Least
Significant Bit (LSB) steganography to hide the sanitized area
of the image in the three colour channels of a RGB colour
image. The system also incorporates a technique for
decreasing the amount of information that needs to be hidden,
thus increasing the undetectability of the embedded
information. The steganography technique used and the
method for decreasing payload size are discussed in the
following sections.

A. Steganography technique used in the self-sanitization
system

Classic Least Significant Bit (LSB) steganography refers
to methods of steganography that hide information in the least
significant bits of the cover image [13]. Changes made to the
least significant bit of a byte, in other words the 8" bit of a
byte, have the least effect on the information that the byte is
representing and can thus be replaced with a bit from the
information to be hidden, without changing the appearance of
the image [3]. Depending on the type of image used and the
colour depth of the image, the least significant bit of a pixel
(in a greyscale image), one colour channel of a pixel (in a
colour image) or a coefficient (in an image in the transform
domain) can all be used to embed information in.

Although different image formats can be used with LSB
steganography, the self-sanitization system implementation
was done with full colour bitmap (BMP) images. BMP
images were used because this format has a simple structure
and is lossless, therefore increasing the amount of information
that can be embedded. LSB steganography also offers a large
capacity for hidden information [3] which is important since
the original image should be able to accommodate essentially
a small image inside of it. However, other file formats and
steganography algorithms could also be implemented.

Changing LSB values in an image unfortunately results in
an unnatural histogram that is easy to detect [14]. To increase
the undetectability of the embedded information the self-
sanitization system implements a simplification of an
algorithm called +1 embedding [15]. Instead of flipping the
least significant bit to the opposite bit when embedding the
information, the absolute value of the number stored in the
byte is decreased by 1. This has the effect of modifying the
LSB, but does not create a pattern since it often modifies other
bits as well. The £1 embedding algorithm is harder to detect
with statistical analysis than classic LSB steganography since
it does not leave a clear signature on the histogram of the
image [14].



The self-sanitization system also changes the way negative
values are interpreted by the program, changing their meaning
so that a negative number with a least significant bit of 0
actually represents a 1 and a negative number with a least
significant bit of 1 actually represents a 0. This is done to
avoid shrinkage, which occurs when the embedding process
produces more even values than odd values [16].

The steganographic channel, in other words the subset of
pixels that are used to hide the sanitized information, depends
on the size of the sanitized area. To decrease the probability of
detection, the self-sanitization system attempts to space the
affected pixels as far apart from each other and as evenly as
possible while still remaining inside the parameters of the
image. Depending on the size of the sanitized part of the image
and the size of the remaining image, sanitization uses every x"
bit to spread the sanitized area evenly over the remaining
image bits.

B. Most significant bit method for decreasing payload size

The image area to be sanitized is based on user selection
and the size in bits of such an image section, even a small one,
is significantly larger than the size of a normal text message
that is usually hidden inside an image with steganography.
Since larger payloads increase the probability of detection
[17], the self-sanitization system implements a method for
decreasing the size of the payload in a lossless way, to
maintain 100% of the quality once restored. This is done by
only extracting the most significant bits (MSBs) from the
sanitized area, leaving some of the least significant bits
behind. As shown in Fig. 1 this process does not reveal any
meaningful information about the sanitized area.

The most significant bits represent most of the image
informative information inside the selected area. Thus it is
viable to leave behind the least significant bits as this
information is not image informative and therefore is not vital
to the image contents of the area. The self-sanitization system
lets the user decide how many least significant bits to leave
behind and thus it is in the users’ power to increase the
systems’ capacity or decrease the amount of information left
behind.

Depending on the amount of least significant bits left
behind, the sanitized area will contain visible artefacts. These
visible artefacts are mostly in the form of noise and do not
reveal enough about the area to let an unauthorised viewer
deduce any information about its original contents. Since the
most significant bits are simply reapplied to the sanitized area,
none of the quality of the sanitized area is lost after
desanitization.

A magnified look at the hidden areas of the images in Fig.
1 is shown in Fig. 2 to examine the resulting sanitized area
after sanitization when removing the three most significant
bits and leaving five least significant bits behind. Fig. 2 shows
that the image bits that are left behind are not sufficient to
interpret the contents of the image before sanitization. The

amount of least significant bits that can be left behind, without
leaving behind information pertaining to the original contents
of the image, is image dependant and is thus an optional
feature.
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Figure 1. An original, unsanitized image (a), an image where all of the sanitized
bits were removed (b) and an image where the three most significant bits were
removed (c)

To determine the undetectability of the self-sanitization
system, analysis was done on sanitized images. The results of
the analysis are discussed in the next section.

IV. ANALYSIS OF THE SELF-SANITIZATION SYSTEM

Steganalysis is the practice or art of breaking a
steganography algorithm by attempting to detect hidden
information [3]. For experimental results, sanitized images
were analysed using two known steganalysis techniques to
determine the level of undetectability of the hidden
information. Visual analysis was done using LSB
enhancement and statistical analysis was done using the chi-
square test on pairs of values (PoVs). LSB enhancement and
the chi-square test have been shown to reveal flaws and
weaknesses in many existing steganographic algorithms [18].
Many other steganalysis techniques exist, but these two
techniques were chosen for the analysis since steganalysis tools
usually use LSB enhancement and the chi-square test in a
targeted analysis of specifically LSB steganography [19]. The
results of the analysis are discussed in the next sections.

A. LSB enhancement

LSB enhancement is a visual analysis technique, which
means that the image is modified and then requires a human to
look at the modified image to try and detect a pattern [20].



Figure 2. Magnified versions of the images from Figure 1

LSB enhancement processes an image by extracting the least
significant bit of each pixel (can also be more than one bit per
pixel, depending on colour depth) [20]. To display the
resulting image, each pixel in represented entirely by the least
significant bit by setting the value of each pixel to the
maximum if the least significant bit is 1 or 0 if the bit is 0.
Once the image is in this state the steganalyst can visually
study the image for anomalies or patterns.

The successful detection of information through LSB
enhancement decreases with an increase in perceived
randomness of the hidden information [21]. In the self-
sanitization system the hidden sanitized part of the image was
spread out evenly over the remaining pixels, thus smaller
payloads increased the perceived randomness of the hidden
information since affected pixels are spaced further away from
one another. The success of detecting information in the self-
sanitization system using LSB enhancement is thus dependant
on the amount of information that is hidden.

LSB enhancement was done on sanitized images starting
with a payload size of 0% of the remaining image bits (in
other words no information was hidden). The payload size
was then gradually increased by increments of 5% until visual
artefacts started to appear. The values recorded in Table 1
show the maximum payload size that could not be detected
through LSB enhancement. Depending on the image, the
maximum payload size required for undetectability was
between 15% and 20% meaning that the payload should be
kept as small as possible either by selecting only a small area
for sanitization or by implementing the most significant bit
method to decrease payload size.

TABLE 1. Results of LSB enhancement showing the maximum payload
size at which information was not detected

Image Image size Payload
1 549Kb 20%
2 103Kb 15%
3 11Mb 20%
4 278Kb 20%
5 601Kb 20%
6 147Kb 20%

7 254Kb 15%
8 234Kb 20%
9 910Kb 20%
10 125Kb 20%

Fig. 3 shows the results of LSB enhancement in an image
with no sanitization in comparison with an image where all of
the sanitized image bits were removed and an image where
only the four most significant bits were removed. As can be
seen from Fig. 3 removing all of the bits resulted in the
creation of a visual pattern, while the most significant bit
method was undetectable.

B. The chi-square test on PoVs

In LSB steganography a value of a pixel can only be
modified into a value with the opposite least significant bit, for
example the value 0 can only change into a 1 and vice versa
[20]. In an image without steganography these pairs of values
(PoVs) are typically distributed unevenly [22]. However, after
hiding information in an image using LSB steganography, the
frequencies of both values of each PoV become equal [20].

A statistical chi-square test can be designed to measure if a
given set of observed data is similar or not to an expected set
of data [23]. In the case of steganography, the chi-square test
can be used to test the difference between the expected
frequencies of PoVs and the actual frequencies [20].

The chi-square test on PoVs is more successful in
detecting sequentially embedded bits than more randomly
scattered bits [22], thus the information would again be more
difficult to detect if the payload is smaller. To test the
detectability of the self-sanitization system with the chi-square
test, the test was done on 10 sanitized images. An initial
relatively large payload size of 50% was used, first on images
where the entire sanitized area was removed and then on
images where only the four most significant bits were
removed, thus decreasing the payload size. The results of the
tests are recorded in Table 2.



TABLE 2. Results of chi-square test on PoVs showing whether the hidden
information was detected or not

Image Image size | MSB not used MSB used
1 549Kb Detected Not detected
2 103Kb Detected Not detected
3 11Mb Detected Not detected
4 278Kb Not detected Not detected
5 601Kb Detected Not detected
6 147Kb Detected Not detected
7 254Kb Detected Not detected
8 234Kb Detected Not detected
9 910Kb Detected Not detected
10 125Kb Detected Not detected

As expected, the hidden information could be detected
when there was a larger payload size, but could not be
detected when the most significant bit method was used to
decrease the payload size. This is due to the fact that the chi-
square test is more successful in detecting sequential bits and
when the payload is decreased the hidden bits are spread
further away from one another over the remaining image bits.

V. CONCLUSION
Images that are deemed sensitive or classified by an

authority need to be safely sanitized, with the ability to reverse
the sanitization if an authorised user deems it necessary. This
paper presented a system that removes the sensitive part of an
image and hides it within the image itself, thereby making the
sanitized and the unsanitized version of the image the same
object. LSB steganography was used in the implementation of
the self-sanitization system and the system implemented a
method to decrease the payload size and improve
undetectability.

The detectability of the self-sanitization system was
tested using two steganalysis techniques, namely LSB
enhancement and the chi-square test on PoVs. Both tests
indicated an increase in probability of detection if the payload
size was larger than between 15% and 20% of the remaining
image size. It is thus recommended that the most significant
bit method be used to further decrease payload size by only
removing the most significant, image informative, bits from
the sanitized area and leaving the noise-like least significant
bits behind.

Further work can be done on the system by
experimenting with different steganography algorithms and
different image formats.
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Figure 3. Results of LSB enhancement on image with no hidden information (a), sanitized image where entire sanitized area was removed (b) and image
where four most significant bits of sanitized area were removed (c)
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