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Abstract— Cloud Computing has advanced to the point where
it may be considered an attractive proposition for an increasing
number of South African organizations, yet the adoption of
Cloud Computing in South Africa remains relatively low. Many
organizations are hesitant to adopt Cloud solutions due to a
variety of inhibiting factors and concerns that lead to the
mistrust in Cloud Computing. One of the major concerns
identified is information security within the Cloud Computing
environment. The approaching commencement of new
information security legislation in South Africa, known as the
Protection of Personal Information Act (POPI), may provide an
ideal opportunity to address the information security-related
concerns and foster a trust relationship between potential Cloud
users and Cloud providers. POPI applies to anyone who
processes personal information and regulates how they must
handle, store and secure that information. Cloud providers who
can demonstrate that they protect personal information may be
more trustworthy and therefore more attractive to potential
Cloud users. This paper discusses a proposed Framework for
Cloud Computing Adoption which could assist South African
Cloud providers in approaching compliance with the POPI Act,
providing transparency and accountability to potential Cloud
users, fostering a trust relationship and ultimately promoting the
adoption of Cloud Computing in South Africa.
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l. INTRODUCTION

Many organizations in South Africa are starting to look for
ways to integrate Cloud Computing into their operations,
causing an increasing interest in this relatively new technology
[1]. However, despite the growth in interest, various sources
have noted that the adoption of Cloud Computing in South
Africa remains low [2,3,4]. By default, Cloud Computing has a
lack of trust as it shifts most of the Information Technology
(IT) infrastructure and data storage to off-premises third-party
providers (called Cloud providers). This is perhaps the biggest
concern of potential customers (called Cloud users), since the
loss of direct control over their data limits their ability to
ensure confidentiality, integrity and availability (CIA) [5, p.
51].
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It is important to realize that Cloud Computing is not
simply the purchase of a specific product or service; it is rather
a partnership between the Cloud user and the Cloud provider.
“The Cloud provider should be considered a trusted partner as
it becomes an extension of the organization’s IT department. In
order for this to happen, both Cloud user and Cloud provider
must commit to communication and transparency” [6]. Trust
plays a vital role in the adoption of Cloud Computing. Cloud
users require assurance that Cloud providers are making every
effort to ensure the security and privacy of their information in
the Cloud. Knowing these vital details is sure to instill a sense
of confidence in the Cloud user. It is also likely to improve the
reputation of Cloud providers which may in turn promote the
adoption of Cloud Computing.

As mentioned previously, the security of information in the
Cloud has been identified as a prominent concern for
organizations looking to adopt Cloud solutions. One way to
address this concern is to introduce information security
legislation to regulate how personal information is handled,
stored and secured in the Cloud environment.

The South African government has recognized the need for
all organizations to protect personal information, hence the
creation of the Protection of Personal Information Act,
commonly known as PPl or POPI. For the purpose of this
paper, the acronym POPI will be utilized. The eventual
commencement and implementation of the POPI Act may
produce a refreshed view of Cloud Computing in South Africa.
Potential Cloud users may feel assured that their personal
information will be secure because Cloud providers are
compliant with information security legislation. This could lead
to the building of trust between potential Cloud users and
Cloud providers and thereby promote the adoption of Cloud
Computing in South Africa. “In terms of regulation,
compliance, security and privacy, the Protection of Personal
Information Act (POPI) plays a significant role in the decision
to adopt Cloud solutions in South Africa” [7].

The identified problem is that the uncertainties relating to
regulation, compliance, security and privacy of personal
information, lead to mistrust in Cloud Computing and
ultimately cause barriers to the adoption of Cloud solutions in
South Africa. The focus of this paper is to discuss a framework
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to promote Cloud Computing adoption through compliance
with the POPI Act. By addressing the information security-
related concerns that cause mistrust in Cloud Computing, it is
believed that such a framework would be useful to South
African Cloud providers and could assist in the promotion of
Cloud Computing adoption in this country. A literature review
was conducted to gather relevant background information and a
Design Science approach was utilized to develop the
Framework for Cloud Computing Adoption.

The paper is arranged as follows: Section Il defines the
environment of Cloud Computing and its unique
characteristics, functionality, benefits and risks from a general
perspective. Section 1l discusses the status of Cloud
Computing adoption in South Africa. Section IV provides a
comprehensive review of the POPI Act. Section V establishes
the elements of trust in Cloud Computing. Section VI discusses
the proposed Framework for Cloud Computing Adoption and
its unique components. Section VII concludes the paper with a
summary of the developed framework, an overview of what
was accomplished, and suggestions for future research.

II.  CLoub COMPUTING

A. Overview of Cloud Computing

“Organizations are faced with a number of challenges and
issues in decentralized, multiple-server, physical, non-
virtualized IT environments” [8]. The cost of storage is
increasing due to the dependency on infrastructure,
maintenance and technical skills required. For small
organizations that cannot afford large infrastructure and
expensive software, a potential solution could come in the form
of virtualization and outsourced services. There is a need for a
new computing paradigm, as the advancements in IT require
cost-effective computing services without installing them at
local sites [9]. With the above-mentioned need for cost-
effective outsourced computing services, Cloud Computing
could be an ideal solution and technology to encourage
organizations to move from having their own local servers to
storing data and accessing computing services over the internet.

“Cloud Computing is a current trend that reveals the next
generation application architecture” [10]. In the phrase Cloud
Computing, the term Cloud (also phrased as "the Cloud") is
used as a metaphor for "the Internet” and is believed to be
derived from the cloud symbol that is often used to represent
the Internet in flow charts and diagrams [11]. Typically, the
Cloud is a large pool of usable resources such as hardware and
software which are stored on remote servers and are easily
accessible via the Internet [12,13]. Therefore, the phrase Cloud
Computing can be understood as internet-based computing,
where different computing services are delivered to, or
accessed by, the Cloud user through the internet.

The act of delivering hosted services over the Internet can
be broadly divided into three basic service models:
Infrastructure-as-a-Service ~ (laaS),  Platform-as-a-Service
(PaaS) and Software-as-a-service (SaaS). laaS provides the
Cloud user with computational and storage infrastructure as a
fully outsourced service. PaaS provides the Cloud user with a
computing platform for application development and

deployment. SaaS enables Cloud users to consume software on
a pay-per-use pricing scheme, while the Cloud provider
maintains the software and hardware [14]. These three service
models have been explained in detail by [8] and [15].
Furthermore, Cloud Computing consists of four deployment
models that define how Cloud users interact with the Cloud.
These deployment models include Private Cloud, Public Cloud,
Hybrid Cloud, and Community Cloud [14]. Each of these
deployment models have been described in detail by [16] and
[11].

With the establishment of the Cloud Computing
environment, one can see that virtualization would appear to
offer compelling benefits, which could theoretically drive
organizations to move to the Cloud when these desirable
aspects are in line with an organization’s business needs.

B. Benefits of Cloud Computing

The usage of Cloud Computing provides a wide range of
benefits to an organization. Cloud Computing has been
described as a routine part of digital life [17]. Cloud
Computing is utilized in daily activities such as online services,
sending and receiving emails, or uploading and storing
photographs, documents and business records [17]. It has
enabled the convenient mobility of sharing data among mobile
devices anywhere in the world through the internet. Cloud
Computing has also cut the cost of doing business by providing
flexible and cost-effective resources. The flexibility of Cloud
Computing has been described as a paradigm that supports on-
demand network access in order to share computing resources
such as network bandwidth, storage, applications, etc. [18].
Computing resources have the ability to be rapidly supplied or
released according to an organization’s needs. This feature
makes Cloud Computing highly cost-effective as it functions
on a pay-per-use pricing model. Reference [19] attributes the
huge growth of Cloud services to the ability of Cloud users to
pay for only what they need and only when they need it.

Cloud Computing has been successful in supporting
business growth by reducing costs related to IT. Reference [8]
has identified a few of the potential savings from the
outsourcing of IT resources to a third party service provider.
These include “no maintenance for upgrades or new
installation costs; less hardware to purchase and support; the
elimination of the cost of power, cooling, floor space and
storage; a reduction in operational costs; pay as you go pricing
scheme which allows total flexibility; efficient use of IT
resources.”

Though the many benefits associated with Cloud
Computing may seem desirable, there is, however another side
to consider. “The real cost of Cloud Computing is more than
just pay-as-you-go. The real cost is hidden and is difficult to
fathom - the cost of risk” [19].

C. Risks associated with Cloud Computing

Risk is the key factor that dictates the Cloud Computing
industry. The Cloud Computing industry is fraught with risk,
since Cloud providers and Cloud users both face uncertainties.
Risks faced by the Cloud user include security, reliability and
the overall lack of control. For the Cloud provider, risk takes



the form of an unpredictable demand for service. If Cloud users
were to assume the full burden of these risks they would never
host critical applications in the Cloud. However if the Cloud
providers assumed this burden, the potential liabilities would
increase costs and discourage business.

Therefore, complete risk bearing by either of the parties is
not sustainable for Cloud Computing. “With the unique
functionality of Cloud Computing technology, Cloud providers
and Cloud users need to learn to thrive on symbiotic
relationship and devise dynamic and mutually beneficial
agreements and contracts, where both parties can define
parameters of the relationship based on risk sharing and mutual
financial success by embracing unprecedented contractual
obligations” [19].

It is evident that Cloud Computing offers many potential
benefits. However, as with the adoption of any technology,
there are risks to be considered. These risks should be shared
by both the Cloud user and Cloud provider in order for the
relationship to be beneficial to both parties. Having established
the Cloud Computing environment along with its associated
benefits and risks, it is necessary to consider the current status
of Cloud Computing in South Africa by focusing on adoption
rate, legislation, privacy and security.

IIl.  CLouD COMPUTING IN SOUTH AFRICA

The term Cloud Computing is becoming more familiar to
South African organizations. While Cloud Computing has been
developing rapidly in first world countries, the lack of
bandwidth has been one of the factors limiting the adoption of
Cloud Computing in South Africa. However, Quentin Pienaar
[20], the divisional director of business systems at MiX
Telematics, has noted a shift over the past few years which has
seen a rise in the attractiveness of Cloud Computing and many
organizations are increasingly utilizing the Cloud. This growth
has been attributed to a decrease in data costs and more readily
available bandwidth from the arrival of several undersea cables
from a submarine cable operator known as SEACOM [20].

The potential benefits of Cloud Computing become more
relevant for businesses operating in developing countries,
especially small and medium-sized enterprises (SMES) which
have to compete with larger organizations to gain sustainable
advantage. The relevance of Cloud Computing in SMESs is
therefore the potential for cost saving due to the outsourcing of
expensive infrastructure and services, which will further
improve efficiency [21].

Although the benefits of Cloud Computing may be very
desirable, South African organizations seem hesitant to adopt
Cloud Computing solutions due to a variety of inhibiting
factors. A telephone survey was conducted to identify the
concerns of potential Cloud users when considering adopting
local Cloud solutions. A sample of 27 South African Cloud
providers were interviewed. The results of the survey identified
that the top concerns of potential Cloud users from the
perspective of Cloud providers were availability, security, cost
and lack of control [22]. Security was identified as the
underlying top concern of potential Cloud users when
considering local Cloud solutions.

Since the benefits of Cloud Computing can only exist if the
confidentiality, integrity and availability of information in the
Cloud are intact, the factor that this research will focus on will
be legislation. The implementation of information security
legislation could theoretically mitigate the information
security-related concerns of potential Cloud users, thus
allowing organizations to take advantage of the full benefits of
Cloud Computing.

As mentioned above, the approaching commencement of
new information security legislation in South Africa, known as
the Protection of Personal Information Act (POPI), may
provide an ideal opportunity to address the information
security-related concerns and foster a trust relationship between
potential Cloud users and Cloud providers.

IV. PROTECTION OF PERSONAL INFORMATION

As technology expands, exposure of valuable and precious
information to risk becomes inevitable. Access is far easier to
acquire, yet technology does not always provide proper
safeguards for the protection of this information. “If security
laid in virtualization technology is vulnerable it could cause
major security breaches from both an organization’s and
provider’s perspective” [23]. Data breaches have been
identified as one of the most common and costly security
failures in organizations [24]. “With the proliferation of
network technologies, data breaches of consumer personal
information continue to become an ever-increasing part of the
information age in which we live” [25]. In modern society,
information is power. Both collecting and collating personal
information are means of acquiring power, usually at the
expense of the data subject [26, p. 1463]. A data subject is the
person to whom personal information relates [27, p. 12]. Thus,
there is a need to implement regulations and legislation that
protect data subjects and their personal information.

POPI has the greatest impact on Cloud Computing
adoption. This is due to the vast amount of personal
information being stored in the Cloud and the need to protect
this information in order to assure a safer Cloud environment
for current and potential Cloud users. It is crucial that the
safeguards required by POPI are addressed by implementing
appropriate controls in order to secure the Cloud environment,
since a breach of this information could have a considerable
impact on data subjects.

A. Protection of Personal Information Act (POPI): Overview

POPI is based on the European data protection directive, as
it aims to ensure that personal information in South Africa is
processed in accord with internationally accepted data
protection principles [28]. Personal information is comprised
of “information relating to an identifiable, living, natural
person, and where it is applicable, an identifiable, existing
juristic person” [27, p. 14].

POPI applies to anyone who processes personal
information and regulates how they must handle, store and
secure that information. The processing of personal
information has been defined as “any operation or activity or
any set of operations, whether or not by automatic means,
concerning personal information, including the collection,



receipt, collation, storage, updating and use of the
information” [27, p. 14]. In order to understand the current
stage and development of POPI, the development stages of the
act will now be explained.

The cabinet passed POPI as a Bill on 14 August 2009. A
Bill is a proposed new law, or draft law, which has not yet
been approved by Parliament [29]. When a Bill becomes an
Act (law), it has been passed by Parliament or the Provincial
Legislature in question, signed by either the President or the
Premier of the province, and published in the Government
Gazette. The developmental stages of an Act in Parliament of
South Africa are listed as [30]:

e Tabled in Parliament

e Comments invited by Parliamentary Portfolio
Committee on Justice

e Forwarded to National Council of Provinces for
approval

e Forwarded to National Assembly for approval
e Sent to the President for signature
e Published in Government Gazette

The current stage of POPI within this process is that
Parliament has passed the Act and the President has signed it
into law as the Protection of Personal Information Act (No. 4
of 2013) on 26 November 2013. The President signed a
proclamation, which was gazetted on 11 April 2014 where the
effective date of certain sections of the Act was proclaimed as
11 April 2014. The next step is POPI’s full commencement
date in the Government Gazette and then the final countdown
to its implementation and a compliance deadline.

Even though the commencement of POPI is approaching,
many South African organizations are only beginning to
encounter terms such as protection of personal information or
data privacy. Thus, with the requirement for organizations that
process personal information to implement POPI within their
business, there is a need for organizations to understand the
basic conditions of protecting personal information under the
approaching law.

Once section 114 of POPI is enacted, which entails the
transitional arrangements, all processing of personal
information must conform to the requirements of the Act
within one year. POPI requires the appointment of an
Information Regulator who will be in charge of issuing the
penalties for non-compliance. The duties of the Information
Regulator are as follows [27, pp. 48-52]:

e to provide education;

e to monitor and enforce compliance;

e to consult with interested parties;

e to handle complaints;

e to conduct research and to report to parliament;

e to deal with codes of conduct; and

e to facilitate cross-border cooperation in the
enforcement of privacy laws by participating in any
initiative that is aimed at such cooperation.

Requirements enforced under the Act are widespread and
non-compliance may result in severe penalties and
consequences, including fines of up to 10 million Rand or 10
years imprisonment and may expose organizations to civil
damage claims by data subjects [27, p. 100]. These penalties
could cause severe reputational damage for organizations as
well as for the data subjects whose information was
compromised. This could result in various losses for
organizations such as the loss of customers, failure to attract
new customers, loss in market share or competitive advantage,
loss in productivity and ultimately, a loss in revenue.
However, POPI also has its advantages as it represents good
business practices, which could theoretically increase business
value and trust through compliance.

B. Opportunities and Benefits of POPI

The commencement of POPI will place significant
demands on the resources of organizations, both in terms of
time and cost. However, there are added opportunities and
benefits that organizations can maximize whilst implementing
POPI requirements into their operations. For this to be
achieved POPI compliance needs to be approached in a
holistic manner that is beneficial to the organization and not in
isolation just because organizations are required to comply by
law [31]. “POPI compliance is not just about obeying the law;
it is essential to doing business in a data-driven world — and
has tangible benefits for profitability and competitiveness —
giving a company that gets compliant early a competitive
advantage” [32]. The potential opportunities and benefits
resulting from POPI compliance are:

1) Data quality improvement (integrity)

In achieving compliance, the business processes that will
need either to be implemented or amended will ensure a
better quality of organizational data. Organizations
looking to gain competitive advantage out of “Big Data”,
will as a result be better placed to collect and harness such
data in an ethical and legal manner.

2) Improving business management

Fulfilling the requirements for the processing and securing
of personal information will provide organizations with an
opportunity to review current business processes and
consider ways to improve efficiency.

3) Competitive edge

Having POPI-compliant data management processes in
place will be a market differentiator for organizations that
have taken the initiative to comply before the
commencement of the Act. This gives organizations the
opportunity to improve their image. Customers are more
likely to do business with compliant organizations, as this
will assure them that their personal information will be
safe.



4) Savings on data breach costs

By mitigating the risk posed by data breaches or data
leakages, organizations can save millions of Rands. In late
2013 the personal information (including credit and debit
card information) of more than 110 million Target
consumers was exposed due to Target’s failure to
maintain proper internal controls relating to data security.
This resulted in a severe drop in profit, decrease in stock
price and millions of Dollars of potential liability claims
in more than 140 class-action lawsuits filed on behalf of
banking institutions, consumers and shareholders [33, p.
2].

5) New overseas business opportunities

POPI compliance presents the opportunity of doing
business with European Union organizations. Europe has
strict standards when it comes to data protection.
Organizations may not deal with countries that do not
have similar data protection laws in place. Compliance
with international standards could lead to greater
investment opportunities.

6) Building customer relationships and customer
trust

Cloud wusers will take comfort in knowing their
information and interactions with organizations are secure
and protected. By achieving and maintaining POPI
compliance, organizations will be in a position to
confidently reassure their customers. Transparency will
assure that customers know exactly what data and
personal information organizations have, where it is
located, its accuracy, and who within the organization has
access to view, create and update it. These are essential
steps in building trust with customers.

Having established the opportunities and benefits resulting
from POPI compliance, building a trust relationship stands out
as a highly desirable benefit for Cloud providers. The
requirements in the POPI Act for safeguarding personal
information, accountability from the responsible party and full
transparency may be useful in fostering trust in Cloud
Computing. In order to better understand how trust in Cloud
Computing can be achieved, the following section will analyze
the elements of trust.

V. ELEMENTS OF TRUST

Since trust is a critical aspect of Cloud Computing [34], it
is important to identify what creates trust between a potential
user and a service provider. Reference [35] states that “trust
revolves around ‘assurance’ and confidence that people, data,
entities, information or processes will function and behave in
expected ways.”

As previously mentioned, Cloud Computing has an
inherent lack of trust as it shifts most of the IT infrastructure
and data storage to off-premises third-party providers.
According to Dean Chivers, Director of Deloitte Legal, “the
POPI Act will be the catalyst for companies to add value while
achieving compliance. Companies should engage with their
customers in the process and use it as an opportunity to build

customer trust in the company by highlighting the company’s
efforts to treat customer’s personal information with respect
and confidentiality” [36]. The presence of trust ensures the
successful adoption and continued use of the Cloud, whereas
the absence of trust results in ineffective performance and
inefficient use of the services offered by the Cloud [37, p. 6].
Trust in Cloud Computing has been identified to be based on
compliance, transparency and accountability [38]. These three
fundamental elements of trust form the underlying foundation
of the Framework for Cloud Computing Adoption. Ultimately,
trust is the core factor in promoting the adoption of Cloud
Computing.

“There is a vital need for assurance of compliance for any
well-governed organization in order to confidently embrace
and fully benefit from an IT solution (such as Cloud
Computing). There should be confidence and trust that this
can be done in a manner that is compliant with internal and
external requirements and demonstrates due care” [39, p. 168].
In order for potential Cloud users to confidently embrace and
fully benefit from Cloud Computing, there are certain
components that the Cloud provider needs to possess.

The next section will discuss the Framework for Cloud
Computing Adoption. Each of the framework’s components
will then be introduced and related back to the elements of
trust.

VI. FRAMEWORK FOR CLOUD COMPUTING ADOPTION

Throughout this paper, there has been an underlying
emphasis on Cloud Computing adoption in South Africa being
relatively low. Although this has been established as a clear
problem, there is no clear solution. Cloud providers do not
know what they need to do in order to promote the adoption of
their services. A unique opportunity is presented to Cloud
providers with the approaching commencement of the POPI
Act and the requirement for every organization in South
Africa that processes personal information to comply with the
Act. The need for the Framework for Cloud Computing
Adoption emerged from these factors.

In order to promote adoption of a relatively new
technology, various components must be studied in order to
establish which ones promote adoption. These components
have been identified and combined into a framework. Fig. 1
depicts the Framework for Cloud Computing Adoption which
is proposed to be utilized by Cloud providers to assist in
promoting the adoption of Cloud solutions in South Africa.
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Figure 1. Framework for Cloud Computing Adoption

A discussion of the functionality and integration of each
component in the framework will now follow.

The initial starting point of the framework was identifying
who its potential users would be. Once it was determined that
the framework would be utilized by South African Cloud
providers, there was a need to identify why potential Cloud
users in South Africa are hesitant to adopt Cloud solutions.
The concerns of potential Cloud users that lead to mistrust in
Cloud Computing were identified in Section Ill. The
framework focused on addressing the information security-
related concerns of potential Cloud users. This was utilized as
the input to the framework.

The first component of the framework is a high-level
approach to compliance with the POPI Act.

A. POPI Compliance

Cloud providers need to take a proactive approach to the
protection of personal information. Cloud providers must align
their business processes and practices with the eight
conditions of the POPI Act. The eight conditions for the
lawful processing of personal information form the eight
support pillars of the framework depicted in Fig. 1. These
conditions are defined below [27]:

e Accountability - The organization must ensure that
the conditions contained in the Act are complied with.

e Processing Limitation - Personal information may
only be processed in a fair and lawful manner.

e Purpose Specification - Personal information may
only be processed for specific, explicitly defined and
legitimate reasons.

e Further Processing Limitation -  Personal
information may not be processed for a secondary
incompatible purpose.

e Information Quality — The organization must ensure
that personal information is kept reliable, accurate and
up-to-date.

e Openness - Data subjects must be aware that personal
information is being collected by the organization.

e Security Safeguards - Personal information must be
protected through the use of reasonable technical and
organizational safeguards.

e Data Subject Participation - Data subjects may
request the correction/deletion of any personal
information held about them that may be inaccurate or
misleading.

The approach to POPI compliance will differ from
organization to organization and the assessment period and
number of changes required will be unique to each type of
business. It is important to understand that, just as one cannot
achieve 100% security, the same goes for 100% compliance
with POPI. However, the responsible parties must be able to
show that they have done what is reasonably practicable, thus
demonstrating due care [27].

The POPI compliance component of the framework assists
the Cloud provider with four high-level steps to approach
compliance with POPI, namely; Identification, Awareness,
Assessment and Guidelines. Each of these steps will be
discussed in detail.

Step 1: Identification

The initial starting point is for the Cloud provider to
determine if POPI is applicable to them. If it is identified that
the Cloud provider processes personal information, then they
are given the title of responsible party and are required to
comply with POPI. In terms of POPI the responsible party is
“a public or private body or any other person which, alone or
in conjunction with others, determines the purpose of and
means for processing personal information” [27, p. 16]. The
purpose of processing personal information refers to WHY it
is being processed and the means for processing personal
information refers to HOW it is being processed.

Once the Cloud provider has identified that they are the
responsible party, they need to identify (if already in
existence) or assign an Information Officer or equivalent
individual and register them with the Information Regulator.
Once the Information Officer has been assigned, they must
take up their duties and responsibilities in terms of the Act.
The responsibilities of the Information Officer include [27, pp.
64-66]:

e  “The encouragement of compliance, by the body, with
the conditions for the lawful processing of personal
information;

e dealing with requests made to the body pursuant to
this Act;

o working with the Regulator in relation to
investigations conducted pursuant to Chapter 6 in
relation to the body;

e otherwise ensuring compliance by the body with the
provisions of this Act; and

e as may be prescribed.”



The Information Officer or equivalent individual in charge
of overseeing compliance will need to assess the impact of
POPI on the organization, conducting a POPI risk assessment
and identify, collect and create a register of all documents that
will be affected by POPI. The Information Officer must then
identify all personal information being processed and if any
special personal information is being processed. In terms of
section 26 of the POPI Act the processing of special personal
information is prohibited unless certain requirements
prescribed in the Act are met. Given the highly sensitive
nature of special personal information, a higher degree of
protection is required. Special personal information includes
information concerning [27]:

o the religious or philosophical beliefs of a data subject,
e adata subject’s race or ethnic origin,

e trade union membership of a data subject,

e data subject’s political persuasion,

o health and sex life of a data subject,

e biometric information of a data subject, or

o criminal behaviour of a data subject.

The authorization section in sections 27-35 of the POPI
Act relates to specific authorization requirements for the
processing of each type of special personal information. The
Information Officer needs to determine what the purpose is for
processing personal information and special personal
information and the manner in which they are processed.

Step 2: Awareness

The Information Officer must raise awareness of POPI by
conducting an awareness workshop with departmental
managers and key stakeholders and displaying effective
posters around the organization. The Information Officer
should launch an education programme within the
organization. This programme could offer new and existing
employees online training which is cost-effective. However,
depending on a person’s individual roles and responsibilities
within the organization, a more advanced education program
may be required as greater risk is implied. This advanced
programme should include all key aspects of business risks
and implications on information retention and exchange, as
well as the processes that generate and consume personal
information.

Step 3: Assessment

The third step of the POPI compliance approach includes a
high-level POPI assessment which consists of compliance
indicators for each condition. Since POPI is a high-level
document, it only states that responsible parties must protect
personal information, and does not provide details on how
responsible parties must do this. For this reason, the Cloud
provider’s current information management policies, practices
and processes will be assessed in line with 1ISO27001 and in
terms of the eight information protection conditions contained
in the POPI Act. The objective of the assessment is to provide
the Cloud provider with a high-level overview of its readiness

to comply with the requirements of POPI. Furthermore, this
assessment will assist the Cloud provider in forming a baseline
for compliance.

In the construction of the POPI assessment, compliance
indicators were derived from an alignment of the requirements
of POPI and information security controls in ISO/IEC 27002
[40]. Each compliance indicator has relevant questions linked
to it. These questions are provided to assist the Cloud provider
in their evaluation of the compliance indicator. For the
purpose of this paper a sample of the high-level assessment for
condition 7 of POPI has been provided in Fig. 2.

POPI Assessment
Condition 7: Security Safeguards

Compliance Indicators:

1) Periodic Information Security Risk Assessments performed across
People, Process, and Technology

Has your organization undertaken a risk assessment in respect to the
protection of personal information? If yes, where gaps or deficiencies (risks)
are noted in the processing of personal information, are policies and
procedures updated to ensure the gaps or deficiencies are remediated?

2)  Alignment to security best practice standards

Has your organization identified/adopted any generally accepted information
security practices and procedures that generally apply to your organization or
are required in terms of the specific industry or professional rules and
regulations?

3)  Update third party contracts and review third party security practices

Does your organization have appropriate contractual safeguards in place with
your third party processors (e.g. SLAs, confidentiality agreements)? If yes, do
your third party contracts include clauses for the processing and securing of
personal information, notification in the event of a breach of personal
information and provisions dictating what happens to the personal information
once the contract ends or is terminated?

4)  Security Incident Management and Breach Notification Procedures

In the event of an information breach (i.e. lost laptop or flash) is the incident
reported and communicated to the data subject? Does your organization's
incident management plan specifically address incidents related to information
loss?

5)  Protection of personal information during cross-border transfers

Does your organization share personal information with entities in other
countries? If yes, do you obtain assurance that the recipient of the personal
information is legally bound (through laws, regulations, codes, agreements
etc.) to ensure a substantially similar level of protection in respect of personal
information?

Figure 2. High-level assessment for Condition 7 of POPI

At the end of the assessment a rating for each condition
can be determined by the number of compliance indicators in
place. Furthermore, possible penalties in the case of non-
compliance under the act are provided to show the importance
of protecting personal information. “Information is an
organizational asset, which is why it is essential to control the
way in which it is used and stored. Ultimately, POPI will
prove an invaluable tool to ensure the integrity, security and
privacy of an organization's information” [32].

Step 4: Guidelines

In the case of non-compliance, high-level guidelines are
provided to address the critical gaps identified during the high-




level assessment of the eight conditions of POPI. These
guidelines consist of the condition name, the applicable
section of the POPI Act, a description of the condition for a
clear understanding, and high-level guidelines to approach
compliance with each condition. The guidelines will also help
the Cloud provider understand the importance of data privacy
and information security. For the purpose of this paper a
sample of high-level guidelines to address condition 7 of POPI
have been provided in Fig. 3.

POPI Guidelines
Condition 7: Security Safeguards

POPI Act Reference: Sections 19, 20, 21, 22 and 72

Description: Reasonable measures must be taken to identify all foreseeable
internal and external risks, establish and maintain appropriate safeguards
against these risks, regularly verify that the safeguards are effectively
implemented and ensure they are continually updated. The responsible party
must notify the Information Regulator and the data subject when the personal
information of a data subject has been accessed or acquired by any
unauthorized person.

The compliance indicators for Condition 7 outlined in the POPI assessment in
Step 3 should be addressed as follows:

1) The organization must conduct regular risk assessments to identify and
manage all reasonably foreseeable internal and external risks to personal
information under its control. The organization must ensure that the
security safeguards are continually updated to cater for new risks or
threats faced by the organization.

2) The organization must consider the various information security
standards, practices, procedures and codes that are generally or
specifically applicable to it.

3) Third parties may not process personal information without the
knowledge and authorization of the organization. The organization must
have a written contract with the third party which requires the third party
to maintain the confidentiality and integrity of personal information
processed on behalf of the organization.

4)  The Information Regulator as well as the affected individuals must be
notified of all security breaches. The organizations incident management
plan must include incidents related to information loss.

5)  For third parties located outside of South Africa the organization must
ensure that the third party complies with any foreign laws relating to
personal information applicable to the third party or enter into a contract
requiring information to be protected.

Figure 3. High-level guidelines to address Condition 7 of POPI

The Cloud provider needs to utilize the abovementioned
guidelines and implement adequate controls from an
internationally accepted information security standard such as
ISO/IEC 27002. This procedure does not end once all
conditions have been addressed and compliance with POPI is
achieved, as the Cloud provider must maintain compliance.
This forms the second component of the framework.

B. Maintenance

The Cloud provider will need to introduce a process to
continuously monitor, review and update the controls
implemented to ensure continued compliance with the POPI
Act and alignment to good practices. There will need to be
periodic reviews in the form of audits to assess the status of
compliance with POPI. From the findings of these audits,
updates should be made to ensure that compliance is
maintained. This process is based on the performance

evaluation and improvement sections of ISO/IEC 27001 [41,
pp. 7-9]. The process will be continuous, as seen in Fig. 4.
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Figure 4. Process for maintaining compliance

Once POPI compliance has been achieved and maintained,
the Cloud provider will be in a position to provide potential
Cloud users with assurance, this forms the third component of
the framework as depicted in Fig. 1.

C. Assurance

Assurance encompasses transparency and accountability
and will be utilized to build a trust relationship between the
potential Cloud user and Cloud provider. “Transparency and
accountability are a recognized basis for gaining trust in Cloud
providers” [34, p. 3]. Reference [4] identified that
“organizations are hesitant to adopt Cloud because of poor
vendor transparency, as well as an inability to assess risks and
audit Cloud provider security measures.”

In the context of this paper, transparency means a level of
openness about an organization’s handling and securing of
personal information. POPI requires complete transparency;
responsible parties need to be open with their users and
adequately inform them about how they are handling, backing
up, securing and protecting their personal information. Audit
reports should be shared with potential Cloud users to provide
assurance of data protection implementations. Cloud providers
must demonstrate the existence of effective security controls
that will assure organizations that their information is properly
secured against unauthorized access, change and all forms of
destruction in the Cloud [42, p. 8].

Accountability for the protection of personal information
will fall on the responsible party. Fig. 5 illustrates two
scenarios relating to how POPI determines accountability in
the Cloud environment. Both scenarios are discussed below.

Figure 5. POPI accountability in the Cloud Computing environment



The circumstances of Scenario 1 are unique to Cloud
Computing. The responsible party in this case will be the
Cloud user, as they will store the personal information of their
clients (data subjects) within the Cloud. Thus, giving the
Cloud provider the title of operator. An operator is defined as
“a person who processes personal information for a
responsible party in terms of a contract or mandate, without
coming under the direct authority of that party” [27, p. 12].
This creates a few concerns in terms of accountability and
preserving the confidentiality and integrity of information in
the Cloud. The personal information stored in the Cloud may
lack integrity if it is not kept up to date, as the responsible
party will have to keep track of this from the data subject. If
there is a breach in the Cloud then POPI states that the
responsible party will be held fully accountable. According to
POPI, the operator is only responsible for complying with
Condition 7 of the Act (Security Safeguards). Therefore, the
partnership between the responsible party and the operator
needs to be strictly governed by a highly detailed Service
Level Agreement (SLA) to ensure that the operator also
inherits some form of liability in the case of a data breach.

In Scenario 2 the data subject stores their personal
information in the Cloud. In this scenario the Cloud provider
is the responsible party and is therefore accountable for any
breaches of personal information in the Cloud.

Both scenarios put the accountability on one entity, the
responsible party. However, as mentioned previously, in order
for both the Cloud user and Cloud provider to fully benefit
from this partnership, there needs to be accountability on both
sides. It is important to understand that Cloud providers may
have many users and those users may be responsible parties or
data subjects. Thus, in either case the Cloud provider will have
to inherit responsibilities to comply with all eight conditions
of POPI.

The relationship developed through the process of
providing transparency and accountability is likely to build
trust between the Cloud user and Cloud provider, which is the
final component of the framework.

D. Trust

Throughout the process of achieving compliance and
providing assurance, a trust relationship should form between
the potential Cloud user and Cloud provider. Since trust plays
a central role in helping consumers overcome perceptions of
risk and insecurity [43, p. 334], the development of a trust
relationship may assist in addressing the information security-
related concerns of potential Cloud users that lead to mistrust
in Cloud Computing.

Finally, the envisaged output of the framework is the
promotion of the adoption of local Cloud solutions; this should
follow the critical establishment of trust between the potential
Cloud user and the Cloud provider.

VII. CONCLUSION

Due to Cloud Computing being a relatively new
technology, there are many barriers to the adoption of Cloud
solutions in South Africa. However, ensuring security of

personal information through compliance with information
security legislation is one aspect that provides an opportunity
to mitigate the information security-related concerns, build
trust relationships with potential Cloud users and ultimately
promote the adoption of Cloud Computing in South Africa.
Hence, Cloud providers need to be aware of the unique
opportunity that is likely to increase business value and the
overall reputation of their organization. The establishment of
assurance and trust are vital aspects in the promotion of Cloud
adoption and may be acquired through compliance with the
POPI Act. The framework addressed compliance through
analyzing the Act and providing an IT perspective to simplify
the process of approaching POPI compliance. The Framework
for Cloud Computing Adoption represents a part of the
solution to assist Cloud providers in advancing from low
Cloud adoption to the promotion of Cloud adoption.

This paper defined the unique environment of Cloud
Computing, established the status of Cloud adoption in South
Africa and the top concerns of potential Cloud users that
influence the adoption rate, provided a comprehensive review
of the POPI Act and discussed the proposed Framework for
Cloud Computing Adoption. The framework offers Cloud
providers guidance in the form of a high-level approach to
POPI compliance, which gives them the opportunity to
mitigate the information security-related concerns, build trust
relationships with potential Cloud users and ultimately
promote the adoption of Cloud Computing in South Africa.

Future research could focus on creating a compliance tool
based on the Framework for Cloud Computing Adoption.
Other future research could focus on mitigating the non-
information security-related concerns inhibiting Cloud
adoption in South Africa. Dr Mariana Carroll has summed up
what the adoption of Cloud Computing can do for any
organization, "Today's business environment is all about
opportunity; and the only way to enjoy opportunities is to
embrace change. By embracing the Cloud, organizations are
enabled to transform the way they deal with employee and
customer interaction, collaboration and innovation™ [44].
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