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Abstract— Code-division multiple-access (CDMA) is a 

communication technique that was developed originally for the 

military because of its jam-resistant properties.  It is one of the 

early forms of jam-resistant, signal encryption techniques used in 

military applications for the purpose of wireless signal 

transmission and information-hiding from adversaries.  In recent 

years, CDMA has also played a key role in mobile telephony as a 

multiple-access technique because of certain properties that make 

it suitable for commercial and civilian applications. This paper 

gives a brief exposition on CDMA as a signal encryption 

technique, and the position that it occupies in future wireless 

technology. This paper also compares CDMA technology with a 

relatively recent technique, interleave-division multiple-access 

(IDMA) that has been attracting significant attention in wireless 

circles. 

Keywords— Code-division multiple-access, Interleave-division 

multiple-access, Signal encryption, Information security, Wireless 

communication. 

I. INTRODUCTION  

The advent of code-division multiple-access (CDMA) dates 

back to the 1940s. It was developed originally for the military 

as a means of establishing secure, jam-resistant 

communications [1-6]. During transmission, the existence of a 

CDMA signal can hardly be detected as it appears as noise 

spread out over a wideband channel, unlike amplitude or 

frequency modulated carriers that have concentrated energy 

over a narrowband. CDMA’s large bandwidth makes it difficult 

to jam. In addition, CDMA signal energy is well below noise 

level, meaning that the signal is buried (hidden) in noise. It is 

for these reasons that CDMA can be used for covert 

transmissions. 

CDMA relies on coding for user-separation. It involves the 

use of spreading codes (also known as spread-spectrum codes, 

pseudo-noise (PN) codes, or pseudo-random noise (PRN) 

codes or sequences) as user identification element.  Examples 

of such codes include maximal linear code sequences, Gold 

codes, Walsh-Hadamard codes and Kasami codes [7-11]. In a 

CDMA system, each user is assigned a unique spreading code, 

and uses this code to encode (encrypt) the user’s signal into a 

wideband signal. The receiver requires a knowledge of this 

unique code before the transmitted information can be detected 

and decoded. For good performance in multiple-access 

applications, spreading codes are required to have minimum 

cross-correlation between them. 

CDMA can be classified into four protocol types: direct 

sequence CDMA (DS-CDMA), frequency-hopping CDMA 

(FH-CDMA), time-hopping CDMA (TH-CDMA) and hybrid 

CDMA [1, 12, 13]. The last group (hybrid CDMA) is obtained 

from any combination of the first three, or CDMA with any 

other technique.   

This paper gives a brief exposition on the DS-CDMA from 

encryption point of view. This paper also briefly considers 

interleave-division multiple-access (IDMA) and the position 

that the techniques occupy in future wireless technologies. 

Other advanced forms of CDMA and IDMA systems exists 

(e.g. MIMO CDMA systems, space-time coded multicarrier 

CDMA systems, multicarrier IDMA systems, etc.) [14-16], but 

these are not the focus of this paper. 

In literature, IDMA is usually presented as a better 

alternative to CDMA. As we shall see later in this paper, this 

common view does not represent the true picture, particularly 

from information security point of view.  

The rest of this paper is organised as follows. Basic 

principles of operation of CDMA systems are presented in 

section II.  By appealing to the basic theory, the use of CDMA 

(or spread spectrum) in signal encryption and information 

security has been explained in section III, followed by an 

illustrative example in section IV. The system performance 

curves are used in section V to further explain the principles 

behind the use of spread spectrum techniques, its application is 

in Section VI. In section VII, IDMA has been introduced. This 

is followed by a critical look at the position of IDMA and 

CDMA in information security and future wireless systems in 

Section VIII. Finally, the section IX concludes the work and 

recommend the future aspects. 

II. BASIC THEORY OF CDMA SYSTEMS 

 Consider a DS-CDMA system. Let 𝑏𝑛(𝑡) (with a bit time 

T) be the data for the nth user and 𝐶𝑛(𝑡) = ∑ 𝑐𝑛(𝑡 − 𝑖𝑇𝑐)𝑁
𝑖=1  be 

the unique code for theuser.  If we assume that there are M 

users, then0 ≤ 𝑛 ≤ 𝑀 , and there are M unique codes.  The 

coded output for each user is given by 

978-1-5090-2473-8/16/$31.00 ©2016 IEEE 56

mailto:mneneys@ukzn.ac.za


𝑦𝑛(𝑡) = 𝑏𝑛(𝑡). 𝐶𝑛(𝑡) =  𝑏𝑛(𝑡) ∑ 𝑐𝑛(𝑡 − 𝑖𝑇𝑐),

𝑁

𝑖=1

          (1) 

where Tc the chip time, is much less than the bit time T. This 
multiplication has the implication that the spectrum of the bit 
which is proportional to 1/T is now much larger and is 
proportional to 1/Tc. Thus the encoding in (1) spreads 
(enlarges) the spectrum of the signal and it is for this reason 
that CDMA is sometimes referred as spread-spectrum multiple 
access (SSMA). The spread factor is given by the ratio Tc/T. 

Assume the presence of other users in the communication 
channel. At the receiving side, the signals from all users reach 
the receiver simultaneously. For a Gaussian channel, received 
signal r(t) is:  

𝑟(𝑡) =  ∑ 𝑏𝑛(𝑡) ∑ 𝑐𝑛(𝑡 − 𝑖𝑇𝑐) + 𝑛(𝑡),

𝑁

𝑖=1

𝑀

𝑛=1

               (2) 

where n(t) is additive white Gaussian noise with a double-sided 
power spectral density No/2. The signals from other users 
constitute interference. In order to recover the data from a 
specific user (selecting user 1), the composite signal is 
multiplied by the specific user code as in equation (3): 

𝑟𝑛=1(𝑡) = 𝑏1(𝑡) ∑[𝑐1(𝑡 − 𝑖𝑇𝑐)]2

𝑁

𝑖=1

+ ∑ 𝑏𝑛(𝑡) ∑[𝑐1(𝑡 − 𝑖𝑇𝑐)] 𝑐𝑛(𝑡 − 𝑖𝑇𝑐)

𝑁

𝑖=1

𝑀

𝑛=2

+  𝑛(𝑡) ∑[𝑐1(𝑡 − 𝑖𝑇𝑐)]

𝑁

𝑖=1

,                             (3) 

Since [𝑐1(𝑡 − 𝑖𝑇𝑐)] ∈  ∓1,    [𝑐1(𝑡 − 𝑖𝑇𝑐)]2 = 1,  equation (3) 
thus reduces to:  

𝑟1(𝑡) = 𝑏1(𝑡) + ∑ 𝑏𝑛(𝑡) ∑[𝑐1(𝑡 − 𝑖𝑇𝑐)]𝑐𝑛(𝑡 − 𝑖𝑇𝑐)

𝑁

𝑖=1

𝑀

𝑛=2

+  𝑛(𝑡) ∑[𝑐1(𝑡 − 𝑖𝑇𝑐)]

𝑁

𝑖=1

.                            (4) 

 

In equation (4), 𝑏1(𝑡) is the recovered data for user 1; the 
second term represents multiple-access interference (MAI) 
from other users and the third term is noise which is spread out 
further. 

In digital DS-CDMA represented by equation (1) to (4), the 
message signal is, in principle, multiplied directly by the code 
signal and the resulting signal modulates a carrier for onward 
transmission through a communication channel. The receiver 
correlates the received signal with the code of the user.  
Because each user’s unique code has low cross-correlation with 
the other codes, the receiver is able to distinguish between 
users. Correlating the received signal with a code for a certain 
user de-spreads (decodes) the signal for the user. 

III. CDMA AND INFORMATION SECURITY 

The possibility of using CDMA in information-hiding 

centres around signal spreading as in fig. 1. In this figure, the 

message signal is multiplied by the spreading code to give the 

spread spectrum (SS) signal, spreading out the signal energy 

over a wideband.  By spreading the spectrum of the signal, its 

energy or power density can be reduced to a level much lower 

than that of channel noise. Furthermore, the spreading process 

makes the signal itself to look like noise. Thus the signal is 

hidden inside the channel noise. An adversary cannot perceive 

the existence of the communication because the signal is buried 

in noise. A receiver can detect and decode the signal if and 

only if the receiver knows the spreading code with which the 

signal was encoded originally.  Thus the code serves as the key 

for recovering the original information.  

 

 

Fig. 1.   The use of spread-spectrum techniques in information-hiding. (An adversary cannot perceive the existence of the communication because the signal is 

buried in noise). 
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IV. AN ILLUSTRATIVE EXAMPLE 

An illustrative example shall now be used to further 

exemplify the principles behind the use of spread-spectrum 

techniques in information security. We shall first consider 

plain, uncoded signal transmission. By this we mean 

transmission not involving the use of spreading codes.  Let the 

information signal x(t)  =  0.7 sin(2π(50)t)  + sin(2π(100)t). Fig 

2(a) shows the signal both in time and frequency domain. Its 

frequency spectrum clearly shows the signal’s component 

frequencies (50 and 100 Hz), in agreement with the analytic 

expression x(t) for the signal .  Now   consider a Gaussian noise 

having a mean of zero and unit variance.  Fig. 2(b) shows the 

noise and its spectrum. Fig. 2(c) shows the results of 

superimposing the signal on the noise. Clearly, the signal 

power is much stronger than the noise, so that the signal can be 

picked up easily by an observer, making the signal vulnerable 

to attack. Fig 2(d) is a sum of the signal and the noise. The 

frequency spectrum of this figure shows that the presence of 

the signal is still visible even when mixed with noise. This 

shows the vulnerability of uncoded signal transmission. 

Now consider the use of spreading codes. Let the signal 

energy be spread out over a wide bandwidth, to give a spread-

spectrum (SS) signal. Fig 3(a) shows the SS signal, 

superimposed on the channel noise (the SS signal and the noise 

are superimposed in one plot both in time and frequency 

domain).   

 
 Time-domain signal Frequency spectrum 

 
 
 
 
 
 
 
(a) 
 
 
 
 
 
 
 
 
 
 
 
 
(b) 
 
 
 
 
 
 
 
 
 
 
 
(c) 

 
 
 
 
 
 
 
(d) 

 
Fig. 2.   Uncoded signal transmission showing (a) information signal, (b) noise signal, (c) information signal superposed on the noise, (d) 

information signal + noise. The transmitted signal power is well above noise level, making the signal easily detectible by an eavesdropper. 
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 Time-domain signal Frequency spectrum of signal 

 
 
 
(a) 
 
 

 

 
 
 
 
(b) 

 
 Fig. 3.   Spread-spectrum signal transmission showing (a) SS signal superposed on noise, (b) SS signal + noise. The SS signal is 

buried (hidden) in noise during transmission.  

 

Clearly, the SS signal power is much less than that of the noise.  

Frequency spectrum (right graph of Fig. 3(a)) shows that the 

SS power spectral density is much below that of noise 

Fig. 3(b) shows a plot of the sum of the signal and the 

noise.  Clearly, this resulting sum-signal looks entirely like 

noise, and it is difficult to recognise the presence of the actual 

signal. That is to say, the spread spectrum signal is buried 

(hidden) in the noise. Therefore during transmission, it is 

difficult to detect the presence of the actual signal, making it 

hidden from eavesdroppers. 

V. CDMA PERFORMANCE CURVES 

Performance curves [17, 18] for a CDMA system gives 

another way of viewing the information-hiding capability of a 

CDMA system.  Fig. 4 shows the system performance for Gold 

codes of different lengths N in terms of bit-error-rate (BER) as 

a function of signal-to-noise ratio (SNR).  Here, zero decibel (0 

dB) represents the point where signal strength is the same as 

that of noise.  In order words, 0 dB represents the noise level. 

Communication systems are normally operated at low BER. 

Therefore as we look at this performance curves, we shall be 

focussing on the behaviour at low BER. The right-most curve 

on the figure is that of uncoded signal transmission. By 

uncoded we mean transmission not involving the use of power 

is much above noise level. Therefore the signal is easily 

detectable by eavesdroppers spreading codes. At a BER of 10-5, 

the uncoded system has an SNR of about 12 dB, which is 

equivalent to 15.85. That is, the signal power is 15.85 times 

bigger than the noise power. This implies that for the uncoded 

signal transmission, the signal power is much above noise 

level. 

 Now in Fig. 4, consider the performance curve for the 

shortest code length (N = 31). For this curve, at a BER of 10-5 

the system SNR is about -2 dB, which is equivalent to about 

0.63. That is, the signal power is about 0.63 times the value of 

the noise power. This implies that the 31-chip spreading code 

transmits the signal slightly below noise level.  That is to say, 

the signal is slightly buried in noise. 

 Extending this treatment to the other code lengths gives a 

SNR of -8 dB, -14 dB and -21 dB for code length N = 127, 511 

and 2047 respectively when BER is 10-5. This implies that for 

the code length N = 127, 511 and 2047 respectively, the spread 

spectrum signal is 0.158, 0.040 and 0.008 times the value of 

 

Fig. 4.   CDMA performance curves showing the technique's information-

hiding capability.   

-30 -20 -10 0 10 20 30 40

10
-4

10
-3

10
-2

10
-1

10
0

SNR (dB)

B
E

R

CDMA in AWGN channel for 1 users

 

 

uncoded (analytic)

uncoded (simulation)

N = 31

N = 127

N = 511

N = 2047

978-1-5090-2473-8/16/$31.00 ©2016 IEEE 59



noise power. This clearly shows that the longer the code, the 

deeper the signal is buried inside noise. For the longest code (N 

= 2047), the spread spectrum signal is about 0.8% the noise 

power, meaning that the signal is very much below noise level, 

thus implying that the signal is deeply buried in noise. 

Therefore an eavesdropper will not perceive the 

communication because it is deeply buried in noise. 

Furthermore, whereas the original information is a narrowband 

signal, the encrypted version is a wideband signal having a 

bandwidth much larger than that of the original signal. These 

make it difficult for a casual observer to detect or jam the 

signal. 

VI. CDMA IN MULTIPLE-ACCESS APPLICATIONS 

Though developed originally for the military, CDMA has 

become an important worldwide technique in wireless 

communication because of certain properties that makes it 

attractive for commercial and civilian applications, These 

properties include: multiple-access capability, enhanced 

spectral efficiency, frequency diversity, unity cluster size and 

simplified frequency planning [1, 2, 12, 13, 19, 20].  Statistics 

[21] show that the number of CDMA subscribers grew from 

about 7.8 millions in 1997, to about 577 millions in 2010.  

Viterbi [4] indicates that as at 2002, over one hundred million 

consumers use devices that employ CDMA technology to 

provide wireless personal communication or position-location 

or both. CDMA is the mode of communication in the global 

positioning system (GPS) [22]. 

The use of CDMA in mobile telephony and other multiple-

access applications is based on properties of spreading 

sequences. Among other things, orthogonality of spreading 

sequences is central to the system performance.  Members of a 

set of functions f(x) on a closed interval [a, b] are said to be 

orthogonal if; 

〈𝑓𝑖 , 𝑓𝑗〉  =   ∫ 𝑓𝑖(𝑥)𝑓𝑗(𝑥)𝑑𝑥      =    

𝑏

𝑎

𝛿𝑖𝑗 ,              (5) 

where     𝛿𝑖𝑗   =   {
1       𝑖𝑓 𝑖 = 𝑗,
0        𝑖𝑓 𝑖 ≠ 𝑗.

  

Therefore for an othorgonal set of spreading codes C(t) over a 

period [0,T],  

〈𝐶𝑖 , 𝐶𝑗〉  =   ∫ 𝐶𝑖(𝑡)𝐶𝑗(𝑡)𝑑𝑡      =    

𝑇

0

𝛿𝑖𝑗                               (6) 

Using this relationship reduces equation (4) to: 

𝑟1(𝑡) = 𝑏1(𝑡) + 𝑛(𝑡) ∑[𝑐1(𝑡 − 𝑖𝑇𝑐)]

𝑁

𝑖=1

                           (7) 

 This equation shows for an orthogonal set of codes, 

multiplying a received signal with the spreading code for a 

particular user isolates the user’s signal from all others.  All 

other signals are suppressed. This equation also shows at the 

receiving end, the noise term becomes spread out by the user 

spreading code. By implication, the average noise power 

density becomes reduced by a factor of the process gain.  For 

example, if the process gain is 1000, the average noise power 

density becomes reduced by this factor. Thus the noise power 

is suppressed. That is, the same signal spreading that enhances 

the desired signal simultaneously suppresses multi-user 

interference and channel noise.  

VII. INTERLEAVE-DIVISION MULTIPLE-ACCESS 

 We shall now be considering interleave division multiple 

access (IDMA). IDMA is a relatively recent technique that was 

first proposed around the turn of the 21st century [23-26] as an 

alternative to CDMA. As the name implies, IDMA involves the 

use of interleavers as user-separating element.  In IDMA, users 

are distinguished by user-specific interleavers instead of 

spreading codes used in CDMA. 

 In IDMA, signal spreading is avoided. This results in 

certain benefits which include avoidance of computationally 

intensive matrix multiplications and matrix inversion, and low-

cost iterative multi-user detection [26-30]. However, these 

attractive features of IDMA are not without a price. 

VIII. CDMA VERSUS IDMA IN INFORMATION SECURITY 

IDMA is generally believed to be a promising candidate for 

future wireless technology. In literature, IDMA is usually 

presented as a better alternative to CDMA. However, it is 

useful to note that although IDMA has important benefits, it 

has its drawbacks. The limitations of IDMA are usually 

ignored in literature. 

As stated earlier, CDMA involves signal spreading. The 

signal spreading requires matrix multiplication and inversion, 

and these are computationally intensive processes. In IDMA, 

signal spreading and hence matrix multiplication and inversion 

are avoided. This has important advantages because it 

minimises transmission bandwidth and computational 

requirements [26-30]. Because of these important benefits, 

IDMA is usually presented in literature as a better alternative to 

CDMA. For the same reasons, CDMA is also sometimes 

considered as being outdated and irrelevant to future wireless 

communication.  A careful consideration shows that this is not 

the case.  This is briefly explained as follows.  

Signal spreading in CDMA has important advantages, some 

of which has been highlighted previously in this paper. Signal 

spreading produces low-level signals, spread out over a 

wideband. This makes it possible for CDMA systems to co-

exist over the same bandwidth alongside with other 

transmission technologies like the frequency-division multiple-

access (FDMA) whose energy is concentrated over a 

narrowband. This is important because it is a potential means 

of maximizing the use of the scarce electromagnetic spectrum. 

In contrast, IDMA does not possess this important benefit 

simply because of the absence of signal spreading in IDMA.  

Apart from this, signal spreading is the secret behind 

CDMA’s capability for covert transmission. This is important 

from information security’s point of view. Signal spreading 
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results in very weak, low-level, noise-like signals which are 

difficult to detect. These characteristics can be used for keeping 

a spread-spectrum signal protected to maintain privacy of 

transmitted information. Furthermore, because CDMA signals 

are spread out over a wide frequency band, they are difficult to 

jam: jamming them requires excessive signal energy. IDMA 

systems lack these important benefits due to the avoidance of 

signal spreading in IDMA. Although IDMA has important 

potential benefits, the benefits are not without a price. 

IX. CONCLUSION   

Starting from basic principles, this work highlighted the 

inherent properties of CDMA that enables its use in signal 

encryption and information security. 

This research work also considered the relevance of CDMA 

and IDMA techniques to information security and future 

wireless systems. While IDMA have certain desirable 

properties, it lacks the security features that are inherent in 

CDMA. Although IDMA has some potential benefits, it is not 

likely to replace CDMA in future communication systems. 
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